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!
A79HA! ! A:$.&0/2!7$/6+8!924,.:/+&,2!H/2/B$:$2+!A'',0&/+&,2!
A9G3! ! A0b*&.$(!9::*2$!G$4&0&$201!312(.,:$!
aA! ! a*'&2$''!A'',0&/+$!
aAA! ! a*'&2$''!A'',0&/+$!AB.$$:$2+!
>G! ! >,:=/0+!G&'0!
>5! ! >,%$.$(!52+&+1!
>57#K! ! >$.+&4&$(!56$0+.,2&0!7$/6+8!#$0,.(!K$082,6,B1!
>C#! ! >,($!,4!C$($./6!#$B*6/+&,2'!
>7-3! ! >$.+&4&$(!&2!7$/6+80/.$!-.&%/01!/2(!3$0*.&+1!
>H3! ! >$2+$.'!4,.!H$(&0/.$!/2(!H$(&0/&(!3$.%&0$'!
>-79H3!! >$.+&4&$(!-.,4$''&,2/6!&2!7$/6+80/.$!924,.:/+&,2!/2(!H/2/B$:$2+!31'+$:'!
>-D5! ! >,:=*+$.&E$(!-.,%&($.!D.($.!52+.1!
GcG! ! G&B&+/6!c&($,!G&'0!
57#! ! 56$0+.,2&0!7$/6+8!#$0,.(!
5- ! ! 56&B&P6$!-.,4$''&,2/6 !
$-79! ! 56$0+.,2&0!-.,+$0+$(!7$/6+8!924,.:/+&,2!
CAd! ! C.$b*$2+61!A'[$(!d*$'+&,2'!
C5#-A! ! C/:&61!5(*0/+&,2/6!#&B8+'!/2(!-.&%/01!A0+!
C#! ! C$($./6!#$B&'+$.!
)9VA! ! )$2$+&0!924,.:/+&,2!V,2(&'0.&:&2/+&,2!A0+!
7$/6+8!9K! 7$/6+8!924,.:/+&,2!K$082,6,B1!
773! ! O;3;!G$=/.+:$2+!,4!7$/6+8!/2(!7*:/2!3$.%&0$'!
795! ! 7$/6+8!924,.:/+&,2!5?08/2B$!
79H33! ! 7$/6+80/.$!924,.:/+&,2!/2(!H/2/B$:$2+!31'+$:'!3,0&$+1!
79D! ! 7$/6+8!924,.:/+&,2!D.B/2&E/+&,2!
79-AA! ! 7$/6+8!92'*./20$!-,.+/P&6&+1!/2(!A00,*2+/P&6&+1!A0+!!
79K5>7!! 7$/6+8!924,.:/+&,2!K$082,6,B1!4,.!50,2,:&0!/2(!>6&2&0/6!7$/6+8!
79c! ! 7*:/2!9::*2,($4&0&$201!c&.*' !
9K! ! 924,.:/+&,2!K$082,6,B1!
V93K! ! V/+&,2/6!92'+&+*+$!,4!3+/2(/.('!/2(!K$082,6,B1!
V-- ! ! V,+&0$!,4!-.&%/01!-./0+&0$'!
V-#H ! ! V,+&0$!,4!-.,=,'$(!#*6$:/[&2B !
D>#! ! D44&0$!4,.!>&%&6!#&B8+'!
DV>! ! D44&0$!,4!+8$!V/+&,2/6!>,,.(&2/+,.!4,.!7$/6+8!924,.:/+&,2!K$082,6,B1!
-79! ! -.,+$0+$(!7$/6+8!924,.:/+&,2!!
-7#! ! -$.',2/6!7$/6+8!#$0,.( !
#5>! ! #$B&,2/6!5?+$2'&,2!>$2+$.!
3#A! ! 3$0*.&+1!#&'[!A''$'':$2+!
O3>! ! O2&+$(!3+/+$'!>,($!
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6/-*%,;#/D&),'#%/'&8*";'& ,/$&6/1(*7,'#(/&
6/'%D*#'.&85*("D5&)*#+,-.&,/$&0%-"*#'. &
!
K,!.$/=!+8$!=.,:&'$!,4!(&B&+/6!8$/6+8!&24,.:/+&,2!+,!/08&$%$!
P$++$.!8$/6+8!,*+0,:$'Y!':/.+$.!'=$2(&2BY!/2(!8$/6+8&$.!
=$,=6$Y!=.,%&($.'!/2(!&2(&%&(*/6'!/6&[$!:*'+!+.*'+!+8/+!/2!
&2(&%&(*/6U'!8$/6+8!&24,.:/+&,2!&'!=.&%/+$!/2(!'$0*.$;!94!1,*.!
=/+&$2+'!6/0[!+.*'+!&2!56$0+.,2&0!7$/6+8!#$0,.('!W57#'X!/2(!
7$/6+8!924,.:/+&,2!5?08/2B$'!W795'XY!4$$6&2B!+8/+!+8$!
0,24&($2+&/6&+1!/2(!/00*./01!,4!+8$&.!$6$0+.,2&0!8$/6+8!
&24,.:/+&,2!&'!/+!.&'[Y!+8$1!:/1!2,+!Q/2+!+,!(&'06,'$!8$/6+8!
&24,.:/+&,2!+,!1,*;@!F&+88,6(&2B!+8$&.!8$/6+8!&24,.:/+&,2!0,*6(!
8/%$!6&4$+̂8.$/+$2&2B!0,2'$b*$20$';!!

K8&'!&'!,2$!.$/',2!Q81!&+U'!',!&:=,.+/2+!4,.!1,*!+,!$2'*.$!+8$!
=.&%/01!/2(!'$0*.&+1!,4!8$/6+8!&24,.:/+&,2;!F8$2!=/+&$2+'!+.*'+!
1,*!/2(!8$/6+8!&24,.:/+&,2! +$082,6,B1!W8$/6+8!9KX!$2,*B8!+,!
'8/.$!+8$&.!8$/6+8!&24,.:/+&,2Y!1,*!Q&66!8/%$!/!:,.$!0,:=6$+$!!
=&0+*.$!,4!=/+&$2+'U!,%$./66!8$/6+8!/2(!+,B$+8$.Y!1,*!/2(!1,*.!
=/+&$2+!0/2!:/[$!:,.$ &̂24,.:$(!($0&'&,2';!!

92!/((&+&,2Y!Q8$2!P.$/08$'!,4!8$/6+8!&24,.:/+&,2!,00*.Y!+8$1!0/2!8/%$!'$.&,*'!0,2'$b*$20$'!4,.! 1,*.!
,.B/2&E/+&,2Y!&206*(&2B!.$=*+/+&,2/6!/2(!4&2/20&/6!8/.:!,.!8/.:!+,!1,*.!=/+&$2+';!-,,.!=.&%/01!/2(!
'$0*.&+1!=./0+&0$'!8$&B8+$2!+8$!%*62$./P&6&+1!,4!=/+&$2+!&24,.:/+&,2!&2!1,*.!8$/6+8!&24,.:/+&,2!'1'+$:Y!
&20.$/'&2B!+8$!.&'[!,4!'*00$''4*6!01P$.̂/++/0[;!!

K,!8$6=!0*6+&%/+$!=/+&$2+'U!+.*'+Y!1,*!'8,*6( `!

�x H/&2+/&2!/00*./+$!&24,.:/+&,2!&2!=/+&$2+'U!.$0,.('!

�x H/[$!'*.$!=/+&$2+'!8/%$!/!Q/1!+,!.$b*$'+!$6$0+.,2&0!/00$''!+,!+8$&.!:$(&0/6!.$0,.(!/2(![2,Q!
8,Q!+,!(,!', !
!

6 http://www.healthit.gov/sites/default/files/022414_hit_attitudesaboutprivacydatabrief.pdf. See also Agaku, I.T., Adisa, A.O., Ayo-
Yusuf, O.A., & Connolly, G.N. (2014, March-April). Concern about security and privacy, and perceived control over collection and 
use of health information are related to withholding of health information from healthcare providers. Journal of the American Medical 
Informatics Association, 21(2), 374-8. Abstract available at http://www.ncbi.nlm.nih.gov/pubmed/23975624.  
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�x >/.$4*661!8/2(6$!=/+&$2+'U!8$/6+8!&24,.:/+&,2!+,!=.,+$0+!+8$&.!=.&%/01!!

�x 52'*.$!=/+&$2+'U!8$/6+8!&24,.:/+&,2!&'!/00$''&P6$!+,!/*+8,.&E$(!.$=.$'$2+/+&%$'!Q8$2!2$$($(!

-.,+$0+&2B!=/+&$2+'U!=.&%/01!/2(!'$0*.&2B!+8$&.!8$/6+8!&24,.:/+&,2! '+,.$(!&2!/2!57#!&'!/!0,.$!.$b*&.$:$2+!
,4!+8$!H$(&0/.$!/2(!H$(&0/&(!57#!920$2+&%$!-.,B./:';_!WK8$!57#!920$2+&%$!-.,B./:'!/.$!/6',! .$4$..$(!
+,!/'!+8$!eH$/2&2B4*6!O'$f!-.,B./:'!+8.,*B8,*+!+8&'!)*&($ ;X!C&D*%8*7)$")1%E%+&$%,&D*%FGH%31I1B&81*%
E%"#%*1#8&+#"AB1%'&*%$7J"+K%$61%#$18#%+11313%$&%8*&$1)$%$61%)&+'"31+$"7B"$,L%"+$1K*"$,L%7+3%7I7"B7A"B"$,%
&'%617B$6%"+'&*-7$"&+%"+%,&D*%FGH.!!

544$0+&%$!=.&%/01!/2(!'$0*.&+1!:$/'*.$'!8$6=!1,*!:$$+! H$/2&2B4*6!O'$!.$b*&.$:$2+'!Q8&6$!/6',!8$6=&2B!
1,*.!06&2&0/6!=./0+&0$!:$$+!.$b*&.$:$2+'!,4!+8$!79-AA!#*6$'!/2(!/%,&(!0,'+61!0&%&6!:,2$1! =$2/6+&$'!4,.!
%&,6/+&,2'YJ!/ '! (&'0*''$(!&2!>8/=+$.!_;!!

!

7 http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/index.html  
8 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/  
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:5,>'%*&E&
F("*&)*,-'#-%&,/$&'5%&46)==&G"3%;&
!

H/$%*;',/$#/D&)*(+#$%*&G%;>(/;#9#3#'#%;&H/$%*&46)==&
!
K8$!7$/6+8!92'*./20$!-,.+/P&6&+1!/2(!A00,*2+/P&6&+1!A0+!
W79-AAX!#*6$'!=.,%&($!4$($./6!=.,+$0+&,2'!4,.!=/+&$2+!
8$/6+8!&24,.:/+&,2!8$6(!P1!>,%$.$(!52+&+&$'!W>5'X!/2(!
a*'&2$''! A'',0&/+$'!WaA'X!/2(!B&%$!=/+&$2+'!/2!/../1!,4!
.&B8+'!Q&+8!.$'=$0+!+,!+8/+!&24,.:/+&,2;!K8&'!'*&+$!,4!
.$B*6/+&,2'!&206*($'!+8$!M*"I7),%HDB1Y!Q8&08!=.,+$0+'!
+8$!=.&%/01!,4!&2(&%&(*/661!&($2+&4&/P6$!8$/6+8!
&24,.:/+&,2g!+8$!N1)D*"$,%HDB1Y!Q8&08!'$+'!2/+&,2/6!
'+/2(/.('!4,.!+8$!'$0*.&+1!,4!$6$0+.,2&0!- .,+$0+$(!7$/6+8!
924,.:/+&,2 !W$-79Xg!/2( !+8$!O*17)6%P&$"'")7$"&+%HDB1Y!
Q8&08!.$b*&.$'!>5'!/2(! aA' !+,!=.,%&($!2,+&4&0/+&,2!
4,66,Q&2B!/!P.$/08!,4!*2'$0*.$(!- .,+$0+$(!7$/6+8!924,.:/+&,2 !W-79X;!>5'!:*'+!0,:=61!Q&+8!+8$!79-AA!
-.&%/01YMN!3$0*.&+1YMM!/2(! a.$/08!V,+&4&0/+&,2M"!#*6$';!aA'!:*'+!0,:=61!Q&+8!+8$!79-AA!3$0*.&+1!#*6$!
/2(!a.$/08!V,+&4&0/+&,2!#*6$!/'!Q$66!/'!0$.+/&2!=.,%&'&,2'!,4!+8$!79-AA!-.&%/01!#*6$;!

F8$+8$.!=/+&$2+!8$/6+8!&24,.:/+&,2!&'!,2!/!
0,:=*+$. Y!&2!/2!56$0+.,2&0!7$/6+8!#$0,.(!
W57#XY!,2!=/=$. Y!,.! &2!,+8$.!:$(&/Y!=.,%&($.'!
8/%$!.$'=,2'&P&6&+&$'!4,.!'/4$B*/.(&2B!!
+8$!&24,.:/+&,2!P1!:$$+&2B!+8$!.$b*&.$:$2+'!
,4!+8$!#*6$';!!

K8&'!08/=+$.!=.,%&($'!/!P.,/(! ,%$.%&$Q!,4!+8$!
79-AA!=.&%/01!/2(!'$0*.&+1!.$b*&.$:$2+';!!
L,*!:/1 !/6',!2$$(!+,! P$!/Q/.$!,4!/21!
/((&+&,2/6!/==6&0/P6$!4$($./6Y!'+/+$Y!/2(!6,0/6!
6/Q'!B,%$.2&2B!+8$!=.&%/01!/2(!'$0*.&+1!,4!
8$/6+8!&24,.:/+&,2;MR!!

!

9 http://www.healthit.gov/providers-professionals/regional-extension-centers-recs 
10 http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.html  
11 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/  
12 http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html 
13 State laws that are more privacy-protective than HIPAA continue to apply. 
 

@5%*%&:,/&6&!%'&4%3>&(*&
B(*%&6/1(*7,'#(/C &
#$B&,2/6!5?+$2'&,2!>$2+$.'!W#5>'X\ !
/0.,''!+8$!2/+&,2!0/2!,44$.!
0*'+,:&E$(Y!,2̂ +8$^B.,*2(!
/''&'+/20$!+,!=.,%&($.'!Q8,!/.$!
&:=6$:$2+&2B!79-AA!=.&%/01!/2(!
'$0*.&+1!=.,+$0+&,2';!
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& MM&

!

@5,'&8.>%;&(1&6/1(*7,'#(/&A(%;&46)==&)*('%-'C&
!
K8$!-.&%/01!#*6$!=.,+$0+'!:,'+ !!"#!$!#%&''()!#*"+!,!&-'*).*&'+.)!",/01&+!/"!8$6(!,.!+./2':&++$(!P1!/!>5!,.!
&+'!aAY!&2!/21!4,.:!,.!:$(&/Y!Q8$+8$.!$6$0+.,2&0Y!=/=$.Y!,.!,./6;!K8$!-.&%/01!#*6$!0/66'!+8&'!&24,.:/+&,2!
e=.,+$0+$(!8$/6+8!&24,.:/+&,2f!,.!e -79;f!92(&%&(*/661!&($2+&4&/P6$!8$/6+8!&24,.:/+&,2!&'!&24,.:/+&,2Y!
&206*(&2B!($:,B./=8&0!&24,.:/+&,2Y!+8/+!.$6/+$'!+,`!

�x K8$!&2(&%&(*/6U'!=/'+Y!=.$'$2+Y!,.!4*+*.$!=81'&0/6!,.!:$2+/6!8$/6+8!,.!0,2(&+&,2Y!!

�x K8$!=.,%&'&,2!,4!8$/6+8!0/.$!+,!+8$!&2(&%&(*/6Y!,.!!

�x K8$!=/'+Y!=.$'$2+Y!,.!4*+*.$!=/1:$2+!4,.!+8$!=.,%&'&,2!,4!8$/6+8!0/.$!+,!!
+8$!&2(&%&(*/6;!

92!/((&+&,2Y!&2(&%&(*/661!&($2+&4&/P6$!8$/6+8!&24,.:/+&,2!!#*"+!,!*2)+.*)!"#!$!#%&')/0)+.*0*)!2)
&)0*&2/"&-'*)-&2!2)+/)-*'!*$*)!+)3&")-*)%2*#)+/)!#*"+!,()+.*)!"#!$!#%&'4!

C,.!$?/:=6$Y!/!:$(&0/6!.$0,.(Y!6/P,./+,.1!.$=,.+Y!,.!8,'=&+/6!P&66!Q,*6(!P$!-79!&4!&24,.:/+&,2!0,2+/&2$(!
+8$.$&2!&206*($'!/!=/+&$2+U'!2/:$!/2(h,.!,+8$.!&($2+&41&2B!&24,.:/+&,2;!

K8$!79-AA!#*6$'!(,!2,+!/==61!+,!&2(&%&(*/661!&($2+&4&/P6$!8$/6+8!&24,.:/+&,2!&2!1,*.!=./0+&0$U'!
$:=6,1:$2+!.$0,.('!,.!&2!.$0,.('!0,%$.$(!P1!+8$! C/:&61!5(*0/+&,2/6!#&B8+'!/2(!-.&%/01!A0+!WC5#-AXY!!
/'!/:$2($(; MT!

@5(&B";'&:(7>3.&I#'5& '5%&46)==&G"3%;C&
!
>5' M<!/2( !aA'!:*'+ !0,:=61!Q&+8!+8$!79-AA!#*6$';!>5'!&206*($`!!

�x 7$/6+8!0/.$!=.,%&($.'!Q8, !0,2(*0+!0$.+/&2!'+/2(/.(!/(:&2&'+./+&%$!/2(!4&2/20&/6!+./2'/0+&,2'!&2!
$6$0+.,2&0!4,.:Y!&206*(&2B!(,0+,.'Y!06&2&0'Y!8,'=&+/6'Y!2*.'&2B!8,:$'Y!/2(!=8/.:/0&$' ;!A21!8$/6+8!
0/.$!=.,%&($.!Q8,!P&66'!$6$0+.,2&0/661!W'*08!/'!/! 0*..$2+!H$(&0/.$!=.,%&($.X!&'!/!>5;!

�x 7$/6+8!=6/2'!

�x 7$/6+8!0/.$!06$/.&2B8,*'$'!

A!aA!&'!/!=$.',2 !,.!$2+&+1Y!,+8$.!+8/2!/!Q,.[4,.0$!:$:P$.M@!W$;B;Y!/!:$:P$.!,4!1,*.!,44&0$!'+/44XY!Q8,!
=$.4,.:'!0$.+/&2!4*20+&,2'!,.!/0+&%&+&$'!,2!1,*.!P$8/64Y!,.!=.,%&($'!0$.+/&2!'$.%&0$'!+,!,.!4,.! 1,* Y!Q8$2!
+8$!'$.%&0$'!&2%,6%$!+8$!/00$''!+,Y!,.!+8$!*'$!,.!(&'06,'*.$! ,4Y!-79;M_!aA!,%"3+!/"2)/0)&3+!$!+!*2)&206*($!!

14 20 United States Code (USC) 1232g; 45 Code of Federal Regulations (CFR) 160.103; 
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf  
15 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html  
16 Workforce members are employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a 
covered entity, is under the direct control of such covered entity, whether or not they are paid by the covered entity. 45 CFR 
160.103. 
17 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html and 45 CFR 160.103. 
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& M"&

!

06/&:'!=.,0$''&2BY!(/+/!/2/61'&'Y!b*/6&+1!/''*./20$Y!0$.+/&2!=/+&$2+!'/4$+1!/0+&%&+&$'Y!*+&6&E/+&,2!.$%&$QY!
/2(!P&66&2B;!!

aA!2*0$!3*2)+/)&)56!0/2!P$!6$B/6Y!/0+*/.&/6Y!/00,*2+&2BY!0,2'*6+&2BY!(/+/!/BB.$B/+&,2Y!&24,.:/+&,2!
+$082,6,B1!W9KX!:/2/B$:$2+Y!/(:&2&'+./+&%$Y!/00.$(&+/+&,2Y!,.!4&2/20&/6!'$.%&0$';MJ!H/21!0,2+./0+,.'!
+8/+!=$.4,.:!'$.%&0$'!4,.!/!>5!/.$!2,+!aA'!P$0/*'$!+8$!'$.%&0$'!(,!2,+!&2%,6%$!+8$!*'$!,.!(&'06,'*.$!!
,4!-79;!

5?/:=6$'!,4!aA'!&206*($!̀

�x 7$/6+8!924,.:/+&,2!D.B/2&E/+&,2'!,.!5?08/2B$'!W79D'h795'X!

�x 5 =̂.$'0.&P&2B!B/+$Q/1'!

�x D+8$.!=$.',2!Q8,!=.,%&($'!(/+/!+./2':&''&,2!'$.%&0$'!W+8/+!&2%,6%$!.,*+&2$!/00$''!+,!-79X!!
+,!/!>5!

�x A!'*P0,2+./0+,.!+,!/!aA!+8/+!0.$/+$'Y!.$0$&%$'Y!:/&2+/&2'Y!,.!+./2':&+'!-79!,2!P$8/64!,4!+8$!aA!

�x A2!$2+&+1!+8/+!/!>5!0,2+./0+'!Q&+8!+,!=.,%&($!=/+&$2+'!Q&+8!/00$''!+,!/! -$.',2/6!7$/6+8!#$0,.(!
W-7#X!,2!P$8/64!,4!/!>5!

C,66,Q&2B!/.$!',:$!'0$2/.&,'!+,!8$6=!&66*'+./+$!Q8,!&'!/2(!Q8,!&'!2,+!/!aA;!K8&'!&'!2,+!/2!$?8/*'+&%$!6&'+!
,4!$?/:=6$'; !

�x L,*! 8&.$!/!0,:=/21!+,!+*.2!1,*.!/00,*2+&2B!.$0,.('!4.,:!%&'&+'!&2+,!0,($(!06/&:'!4,.!'*P:&''&,2!
+,!/2!&2'*./20$!0,:=/21!4,.!=/1:$2+g! $61%)&-87+,%"#%,&D*%O(%'&*%87,-1+$%8D*8&#1#;M\!

�x L,*!8&.$!/!0/'$!:/2/B$:$2+!'$.%&0$!+,!&($2+&41!1,*.!(&/P$+&0!/2(!=.$(̂&/P$+&0!=/+&$2+'!/+!8&B8!
.&'[!,4!2,2 0̂,:=6&/20$!/2(!.$0,::$2(!,=+&:/6!&2+$.%$2+&,2'!+,!1,*!4,.!+8,'$!=/+&$2+';!!
@61%)7#1%-7+7K1-1+$%#1*I")1%"#%7%O(!/0+&2B!,2!1,*.!P$8/64!P1!=.,%&(&2B!0/'$!:/2/B$:$2+!
'$.%&0$'!+,!1,*;!!!

�x L,*!8&.$!/!Q$P!($'&B2$.!+,!:/&2+/&2!1,*.!=./0+&0$U'!Q$P'&+$!/2(!&:=.,%$!&+'!,26&2$!/00$''!4,.!
=/+&$2+'!'$$[&2B!+,!%&$Qh(,Q26,/(!,.!+./2':&+!+8$&.!8$/6+8!&24,.:/+&,2;!K8$!($'&B2$.!:*'+! !
8/%$!.$B*6/.!/00$''!+,!=/+&$2+!.$0,.('!+,!$2'*.$!+8$!'&+$!&'!Q,.[&2B!0,..$0+61;!@61%21A%31#"K+1*%
"#%7%O(.%

�x P&$%7%O(Q!L,*! 8&.$!/!Q$P!($'&B2$.!+,!:/&2+/&2!1,*.!=./0+&0$U'!Q$P'&+$;!K8$!($'&B2$.!&2'+/66'!+8$!
2$Q!$6$0+.,2&0!%$.'&,2!,4!+8$!V,+&0$!,4!-.&%/01!-./0+&0$'!WV--X!/2(!&:=.,%$'!+8$!6,,[!/2(!4$$6!,4!
+8$!B$2$./6!'&+$;!7,Q$%$.Y!+8$!($'&B2$.!8/' !2,!/00$''!+,!-79;! @61%21A%31#"K+1*%"#%+&$%7%O(.!!

�x P&$%7%O(Q!L,*!8&.$!/!]/2&+,.&/6!0,:=/21!+,!06$/2!1,*.!,44&0$!2&B8+61Y!&206*(&2B!%/0**:&2B!1,*.!
4&6$!.,,:;!R'%$61%S7+"$&*#%3&%+&$%67I1%7))1##%$&%MGRL%$61+%$61%S7+"$&*#%7*1%+&$%O(#.!

!

18 Ibid. 
19 Ibid. 
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& MR&

!

F8$2!/!>5!(&'06,'$'!-79!+,!8$/6+8!=6/2'!4,.!=/1:$2+Y!+8$.$!&'!2,!aA!.$6/+&,2'8&=!P$0/*'$!+8$!8$/6+8!=6/2!
&'!2,+!=$.4,.:&2B!/!4*20+&,2!,.!/0+&%&+1!4,.!+8$!>5;!F8&6$!+8$!>5!:/1!8/%$!/2!/B.$$:$2+!+,!/00$=+!
(&'0,*2+$(!4$$'!/'!.$&:P*.'$:$2+!4,.!'$.%&0$'!=.,%&($(!+,!8$/6+8!=6/2!:$:P$.'Y!+8/+!/B.$$:$2+!(,$'!
2,+!0.$/+$!/!aA!.$6/+&,2'8&=!P$0/*'$!2$&+8$.!$2+&+1!&'!/0+&2B!,2!P$8/64!,4!,.!=.,%&(&2B!/!'$.%&0$!+,!!
+8$!,+8$.;"N!!

A!>5!0/2!P$!+8$!aA!,4!/2,+8$.!>5!Q8$2!&+!
=$.4,.:'!+8$!4*20+&,2'!,.!/0+&%&+&$'!4,.!+8$!>5;!!
C,.!$?/:=6$Y!&4!/!8,'=&+/6!=.,%&($'!P&66&2B!
'$.%&0$'!4,.!/++$2(&2B!=81'&0&/2'Y!+8$!8,'=&+/6!&'!
/!aA!,4!+8$!=81'&0&/2'!4,.!+8$!=*.=,'$'!,4!
=.$=/.&2B!+8,'$!P&66';!D+8$.!4*20+&,2'!+8$!
8,'=&+/6!=$.4,.:'!.$B/.(&2B!+8$!/++$2(&2B!
=81'&0&/2'Y!'*08!/'!b*/6&+1!.$%&$Q!,4!=/+&$2+!
,*+0,:$'!4,.!8,'=&+/6!=.&%&6$B&2B!=*.=,'$'Y!(,!
2,+!0.$/+$!/!aA!.$6/+&,2'8&=!P$0/*'$!+8$!
/0+&%&+&$'!/.$!2,+!(,2$!,2!P$8/64!,4!+8$!
=81'&0&/2;!C&2/661Y!/!8$/6+8!0/.$!=.,%&($.!&'!2,+!/!
aA!,4!/2,+8$.!8$/6+8!0/.$!=.,%&($.!Q8$2!&+!*'$'!
/2(!(&'06,'$'!-79!4,.!+.$/+:$2+!=*.=,'$';!3,!+8$!
/++$2(&2B!=81'&0&/2!/2(!+8$!8,'=&+/6!(,!2,+!8/%$!
/!aA!.$6/+&,2'8&=!/'!+8$1!'8/.$!-79!+,!+.$/+!+8$&.!
:*+*/6!=/+&$2+';!!

F8$2!/!>5!*'$'!/!0,2+./0+,.!,.!,+8$.!2,2 Q̂,.[4,.0$!:$:P$.!+,!=$.4,.:! aA!' $.%&0$'!,.!/0+&%&+&$'Y!+8$!
#*6$'! .$b*&.$!+8/+!+8$!>5!&206*($!0$.+/&2!=.,+$0+&,2'!4,.!+8$!&24,.:/+&,2!&2!/!aA!/B.$$:$2+;!92!+8$!
/B.$$:$2+ Y!/!>5!:*'+!&:=,'$!'=$0&4&$(!Q.&++$2!'/4$B*/.('!,2!+8$!-79!/00$''$(Y!*'$( Y!,.!(&'06,'$(!P1!
+8$!aA;!H,.$,%$.Y!/!>5!:/1!2,+!0,2+./0+*/661!/*+8,.&E$!&+'!aA!+,!:/[$!/21!*'$!,.!(&'06,'*.$!,4!-79!+8/+!
Q,*6(!%&,6/+$!+8$!#*6$;!

aA'!/.$! (&.$0+61!6&/P6$!4,.!%&,6/+&2B!+8$!79-AA!3$0*.&+1!#*6$!/2(!a.$/08!V,+&4&0/+&,2!#*6$!/'!Q$66!/'!
0$.+/&2!=.,%&'&,2'!,4!+8$!-.&%/01!#*6$;!S&/P&6&+1!:/1!/++/08!+,!aA' Y!$%$2!&2!'&+*/+&,2'!&2!Q8&08!+8$!aA!8/'!
2,+!$2+$.$(!&2+,!+8$!.$b*&.$(!/B.$$:$2+!Q&+8!+8$!>5;!!

3=$0&4&0!.$b*&.$:$2+'!4,.!>5'!/2(!aA' !/.$!(&'0*''$( !P$6,Qg!/6',!'$$!3+$=!<G!,4!>8/=+$.!@;!

85%&46)==&)*#+,-.&G"3%&
!
K8$!-.&%/01!#*6$!$'+/P6&'8$'!2/+&,2/6!'+/2(/.('!4,.!+8$!=.,+$0+&,2!,4!0$.+/&2!8$/6+8!&24,.:/+&,2;!!
K8$!-.&%/01!#*6$!'+/2(/.('!/((.$''!+8$!*'$!/2(!(&'06,'*.$!,4!-79!/'!Q$66!/'!'+/2(/.('!4,.!&2(&%&(*/6' U!
=.&%/01!.&B8+'!+,!*2($.'+/2(!/2(!0,2+.,6!8,Q!+8$&.!8$/6+8!&24,.:/+&,2!&'!*'$(!/2(!'8/.$( Y!&206*(&2B!
.&B8+'!+,!$?/:&2$!/2(!,P+/&2!/!0,=1!,4!+8$&.!8$/6+8!.$0,.('!/'!Q$66!/'!+,!.$b*$'+!0,..$0+&,2';!

20 Ibid. 
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& MT&

!

K8$!&:=,'&+&,2!,4!0&%&6!/2(!0.&:&2/6!=$2/6+&$'!&'!=,''&P6$!4,.!%&,6/+&,2'!,4!79-AA!/2(!+8$!79-AA!-.&%/01!
#*6$;!S$/.2!:,.$!/P,*+! 79-AA!$24,.0$:$2+!,2!+8$!D44&0$!4,.!>&%&6!#&B8+'!WD>#X!Q$P'&+$"M!/2(!&2!!
>8/=+$.!_;!K8$!-.&%/01!#*6$!&'!(&'0*''$(!4*.+8$.!,2!+8$!-.&%/01!#*6$!=/B$!,4!+8$!D>#!Q$P'&+$;"" !

46)==&)*#+,-.&G"3%&<#7#';&H;%;&,/$&A#;-3(; "*%;&(1&),'#%/'&6/1(*7,'#(/&
K8&'!'$0+&,2!=.,%&($'!$?/:=6$'!,4!8,Q!+8$!-.&%/01!#*6$!:/1!/==61!+,!1,*.!=./0+&0$;!

!"#$#%&&'#("#$)*"+,#-.#/0(1&)(2#03"4(#5"6#$#72&#"+#!1289"2&#:;&1+#5&09(;#$)*"+,0(1")<#
)$2$./661Y!1$'Y!/!>5!:*'+! =.,:&2$2+61!=,'+!/2(!(&'+.&P*+$!/2!V--;! K8$!2,+&0$!:*'+!($'0.&P$!+8$!Q/1'!&2!
Q8&08!+8$!>5!:/1!*'$!/2(!(&'06,'$!-79;!K8$!2,+&0$!:*'+!'+/+$!+8$!>5U'!(*+&$'!+,!=.,+$0+!=.&%/01Y!=.,%&($!
/2!V--Y!/2(!/P&($!P1!+8$!+$.:'!,4!+8$!0*..$2+!2,+&0$;!K8$!2,+&0$!:*'+!($'0.&P$!&2(&%&(*/6'U!.&B8+'Y!
&206*(&2B!+8$!.&B8+!+,!0,:=6/&2!+,!+8$!O;3;!G$=/.+:$2+!,4!7$/6+8!/2(!7*:/2!3$.%&0$'!W773X!/2(!+,!+8$!
>5!&4!+8$1!P$6&$%$!+8$&.!=.&%/01!.&B8+'!8/%$!P$$2!%&,6/+$(;!K8$!2,+&0$!:*'+!&206*($!/!=,&2+!,4!0,2+/0+!4,.!
4*.+8$.!&24,.:/+&,2!/2(!4,.!:/[&2B!0,:=6/&2+'!+,!+8$!>5;!>5'!:*'+!/0+!&2!/00,.(/20$!Q&+8!+8$&.!2,+&0$';!!

K8$!#*6$!/6',!0,2+/&2'!'=$0&4&0!(&'+.&P*+&,2!.$b*&.$:$2+'!4,.!8$/6+8!0/.$!=.,%&($.'!/2(!8$/6+8!=6/2';!!

92!/((&+&,2!+,!=.,%&(&2B!+8&'!
2,+&0$!+,!=/+&$2+'!/+!+8$!&2&+&/6!
%&'&+Y!1,*.!=./0+&0$!:*'+!:/[$!
&+'!V--!/%/&6/P6$!+,!/21!=/+&$2+!
*=,2!.$b*$'+!W(&'0*''$(!&2!
>8/=+$.!RX;!>8/=+$.!@Y!3+$=!<>Y!
=.,%&($'!/2!,%$.%&$Q!/P,*+!
2$Q!2,+&4&0/+&,2!.$b*&.$:$2+'!
.$'*6+&2B!4.,:!+8$!"NMR!
-.&%/01!#*6$!:,(&4&0/+&,2';!!

L,*!:/1!Q/2+!+,!'+/.+!Q&+8!
/2(!=$.',2/6&E$!4,.!1,*.!
=./0+&0$!+8$!:,($6!V--'!4,.!
=.,%&($.'"T!+8/+!Q$.$!
($%$6,=$(!P1!D>#!&2!
0,66/P,./+&,2!Q&+8!+8$!D44&0$!
,4!+8$!V/+&,2/6!>,,.(&2/+,.!4,.!
7$/6+8!924,.:/+&,2!K$082,6,B1!
WDV>X;!L,*.! #5>!,.!:$(&0/6!/'',0&/+&,2! /6',! :/1!P$!/P6$!+,!'*BB$'+!',:$!V--!+$:=6/+$'!+8/+!0,:=61!
Q&+8!+8$!*=(/+$(!.$b*&.$:$2+';!V,+$!+8/+!1,*.!'+/+$!8$/6+8!&24,.:/+&,2!=.&%/01!6/Q!:/1! .$b*&.$!1,*!+,!
/((!,+8$.!&24,.:/+&,2!+,!1,*.!2,+&0$;!

21 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/  
22 http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/ 
23 http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html 
24 http://www.healthit.gov/providers-professionals/model-notices-privacy-practices 
 

J('#-%&(1&)*#+,-.&)*,-'#-%;&KJ))L&
773!=.,%&($'!:,($6!V--' "R!+8/+!1,*!0/2!(,Q26,/(!/2(!
=$.',2/6&E$!4,.!1,*.!=./0+&0$U'!*'$;!K8$'$!:,($6!2,+&0$'!.$46$0+!
+8$!08/2B$'!.$b*&.$(!P1!+8$!79-AA!D:2&P*'!C&2/6!#*6$;!L,*!Q&66!
2,+&0$!+8/+!V--'!:*'+!&206*($!+8$!4,66,Q&2B!&24,.:/+&,2`!
!

i! 7,Q!+8$!>5!:/1!*'$!/2(!(&'06,'$!/2!&2(&%&(*/6U'!-79!!
i! K8$!&2(&%&(*/6U'!.&B8+'!Q&+8!.$'=$0+!+,!+8$!&24,.:/+&,2!

!!!!!!!!!!!!!&206*(&2B!/!'+/+$:$2+!+8/+!+8$!>5!&'!.$b*&.$(!P1!6/Q!+,!
!!!!!!!!!!

!!!!!!!!!!!!!/P,*+!+8$!>5U'!=.&%/01!=,6&0&$'!

!!!!!!!/2(! 8,Q!+8$!&2(&%&(*/6!:/1!$?$.0&'$!+8$'$!.&B8+'Y!!
!!!!!
i!

!!&206*(&2B!8,Q!+8$!&2(&%&(*/6!:/1!0,:=6/&2!+,!+8$!>5!!
K8$!>5U'!6$B/6!(*+&$'!Q&+8!.$'=$0+!+,!+8$!&24,.:/+&,2Y!!

!!!:/&2+/&2!+8$!=.&%/01!,4!-79!!
i! F8,:!&2(&%&(*/6'!0/2!0,2+/0+!4,.!4*.+8$.!&24,.:/+&,2!!
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!"#$#50=&#("#>&(#-.#/0(1&)(2?#/&+,1221") #("#72&#"+#!1289"2&#:;&1+#5&09(;#$)*"+,0(1")#
61(;#@)"(;&+#5&09(;#A0+&#/+"=1'&+B#5&09(;#/90)B#"+#C421)&22#@22"810(&<#
92!B$2$./6Y!1,*!/'!/!>5!:/1!*'$!/2(!(&'06,'$!-79!4,.!1,*.!,Q2!+.$/+:$2+Y!=/1:$2+Y!/2(!8$/6+8!0/.$!
,=$./+&,2'!/0+&%&+&$'!�x !/2(!,+8$.!=$.:&''&P6$!,.!.$b*&.$(!=*.=,'$'!0,2'&'+$2+!Q&+8!+8$!79-AA!-.&%/01!
#*6$!�x !7!+./%+!,P+/&2&2B!/!=/+&$2+U'!Q.&++$2!=$.:&''&,2! W$;B;Y!0,2'$2+!,.!/*+8,.&E/+&,2X;!

A!>5!/6',!:/1!(&'06,'$!-79!4,. `!

�x K8$!+.$/+:$2+!/0+&%&+&$'!,4!/2,+8$.!8$/6+8!0/.$!=.,%&($.Y!!

�x K8$!=/1:$2+!/0+&%&+&$'!,4!/2,+8$.!>5!/2(!,4!/21!8$/6+8!0/.$!=.,%&($.Y!,.!!

�x K8$!8$/6+8!0/.$!,=$./+&,2'!,4!/2,+8$.!>5!Q8$2!̀

o a,+8!>5'!8/%$!,.!8/%$!8/(!/!.$6/+&,2'8&=!Q&+8!+8$!&2(&%&(*/6!

o K8$!-79!=$.+/&2'!+,!+8$!.$6/+&,2'8&=!

o K8$!(/+/!.$b*$'+$(!&'!+8$!:&2&:*:!2$0$''/.1 !

o K8$!8$/6+8!0/.$!,=$./+&,2'!/.$`!

�ƒ d*/6&+1!/''$'':$2+!,.!&:=.,%$:$2+!/0+&%&+&$'!!

�ƒ #$%&$Q!,.!/''$'':$2+!,4!+8$!b*/6&+1!,.!0,:=$+$20$!,4!8$/6+8!=.,4$''&,2/6'Y!,.!

�ƒ C./*(!/2(!/P*'$!($+$0+&,2!,.!0,:=6&/20$;!!

A2!$?0$=+&,2!/==6&$'!+,!:,'+!*'$'!/2(!(&'06,'*.$'!,4!='108,+8$./=1! 2,+$'!+8/+!:/1!P$![$=+!P1!/!
=.,%&($.!4.,:!+8$ !57#g!/!>5!0/22,+!(&'06,'$!='108,+8$./=1!2,+$'!Q&+8,*+!/2!&2(&%&(*/6U'!Q.&++$2!
/*+8,.&E/+&,2;!

5?0$=+!4,.!(&'06,'*.$'!+,!,+8$.!8$/6+8!0/.$!=.,%&($.'!4,.!+.$/+:$2+!=*.=,'$'Y!1,*!:*'+!:/[$!.$/',2/P6$!
$44,.+'!+,!*'$!,.!(&'06,'$!,261!+8$!:&2&:*:!/:,*2+!,4!-79!2$$($(!+,!/00,:=6&'8!+8$!&2+$2($(!=*.=,'$!
,4!+8$!*'$!,.!(&'06,'*.$ ;!K8&'!&'!0/66$(!+8$!:&2&:*:!2$0$''/.1!'+/2(/.( ;"<!F8$2!+8&'!:&2&:*:!2$0$''/.1!
'+/2(/.(!/==6&$'!+,!/!*'$!,.!(&'06,'*.$Y!/!>5!:/1!2,+!*'$!,.!(&'06,'$!+8$!$2+&.$!:$(&0/6!.$0,.(!4,.!/!
=/.+&0*6/.!=*.=,'$Y!*26$''!&+!0/2!'=$0&4&0/661!]*'+&41!+8$!Q8,6$!.$0,.(!/'!+8$!/:,*2+!.$/',2/P61!2$$($(!
4,.!+8$!=*.=,'$;!!

D;&)#@+&#/0(1&)(#@4(;"+1E0(1")2#%"(#F&G41+&'#*"+#!1289"24+&<#
�x R+'&*-7$"&+%N67*"+K%P11313%'&*%@*17$-1+$!j! L,*!:/1!(&'06,'$Y!Q&+8,*+!/!=/+&$2+U'!

/*+8,.&E/+&,2Y!-79!/P,*+!+8$!=/+&$2+!/'!2$0$''/.1!4,.!+.$/+:$2+Y!=/1:$2+Y!/2(!8$/6+8!0/.$!
,=$./+&,2'!=*.=,'$'; !K.$/+:$2+!&'!+8$!=.,%&'&,2Y!0,,.(&2/+&,2Y!,.!:/2/B$:$2+!,4!8$/6+8!0/.$!
/2(!.$6/+$(!'$.%&0$'!4,.!/2!&2(&%&(*/6!P1!,2$!,.!:,.$!8$/6+8!0/.$!=.,%&($.'Y!&206*(&2B!
0,2'*6+/+&,2!P$+Q$$2!=.,%&($.'!.$B/.(&2B!/!=/+&$2+!/2(!.$4$../6!,4!/!=/+&$2+!P1!,2$!=.,%&($.!+,!

25 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/minimumnecessary.html 
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/2,+8$.; !A!(&'06,'*.$!,4!-79!P1!,2$!>5!4,.!+8$!+.$/+:$2+!/0+&%&+&$'!*2($.+/[$2!P1!/2,+8$.!>5!&'!
4*2(/:$2+/6!+,!+8$!2/+*.$!,4!8$/6+8!0/.$;!

�x T"#)B&#D*1#%$&%07-"B,L%0*"1+3#L%7+3%U$61*#%R+I&BI13%"+%$61%57*1%&'%$61%R+3"I"3D7B%7#%21BB%7#%'&*%
P&$"'")7$"&+%MD*8&#1#%j! K,!:/[$!(&'06,'*.$'!+,!4/:&61!/2(!4.&$2('! &2%,6%$(!&2!+8$!&2(&%&(*/6U'!
0/.$!,.!4,.!2,+&4&0/+&,2!=*.=,'$'Y!,.!+,!,+8$.!=$.',2'!Q8,:!+8$!&2(&%&(*/6!&($2+&4&$'Y!1,*!:*'+!
,P+/&2!&24,.:/6!=$.:&''&,2! P1!/'[&2B!+8$!&2(&%&(*/6!,*+.&B8+Y!,.!P1!($+$.:&2&2B!+8/+!+8$!
&2(&%&(*/6!(&(!2,+!,P]$0+!&2!0&.0*:'+/20$'!+8/+!06$/.61!B/ %$!+8$!&2(&%&(*/6!+8$!,==,.+*2&+1!+,!
/B.$$Y!/0b*&$'0$Y!,.!,P]$0+;!C,.!$?/:=6$Y!&4!/!=/+&$2+!P$B&2'!(&'0*''&2B!8$/6+8!&24,.:/+&,2!Q8&6$!
4/:&61!,.!4.&$2('!/.$!=.$'$2+!&2!+8$!$?/:&2&2B!.,,:Y!+8&'!&'!/!e0&.0*:'+/20$!+8/+!06$/.61!B/%$!+8$!
&2(&%&(*/6!+8$!,==,.+*2&+1!+,!/B.$$Y!/0b*&$'0$Y!,.!,P]$0+;f!L,*!(,!2,+!2$$(!/!Q.&++$2!
/*+8,.&E/+&,2!+,!0,2+&2*$!+8$!(&'0*''&,2;!!
!
F8$.$!+8$!&2(&%&(*/6!&'!
&20/=/0&+/+$(Y!&2!/2!$:$.B$201!
'&+*/+&,2Y!,.!2,+!/%/&6/P6$Y!/!>5!
B$2$./661!:/1!:/[$!'*08!
(&'06,'*.$'Y!&4!+8$!=.,%&($.!
($+$.:&2$'!+8.,*B8!8&'h8$.!
=.,4$''&,2/6!]*(B:$2+! +8/+!'*08!
/0+&,2!&'!&2!+8$!P$'+!&2+$.$'+'!,4!
+8$!&2(&%&(*/6;!

L,*!:*'+!6&:&+!+8$!-79!(&'06,'$(!
+,!Q8/+!&'!(&.$0+61!.$6$%/2+!+,!+8/+!
=$.',2U'!&2%,6%$:$2+!&2!+8$!
&2(&%&(*/6U'!0/.$!,.!=/1:$2+!4,.!
0/.$;!3&:&6/.61Y!/!>5!:/1!.$61!,2!
/2!&2(&%&(*/6U'!&24,.:/6!=$.:&''&,2 !+,!*'$!,.!(&'06,'$!-79!4,.!+8$!=*.=,'$!,4!2,+&41&2B!W&206*(&2B!
&($2+&41&2B!,.!6,0/+&2BX!4/:&61!:$:P$.'Y!=$.',2/6!.$=.$'$2+/+&%$'Y!,.!,+8$.'!.$'=,2'&P6$!4,.!+8$!
&2(&%&(*/6U'!0/.$Y!,4!+8$!&2(&%&(*/6U'!6,0/+&,2Y!B$2$./6!0,2(&+&,2Y!,.!($/+8;"@!D>#U'!Q$P'&+$!
0,2+/&2'!/((&+&,2/6!&24,.:/+&,2!/P,*+!(&'06,'*.$'!+,!4/:&61!:$:P$.'!/2(!4.&$2('!&2!4/0+!'8$$+'!
($%$6,=$(!4,.!0,2'*:$.' "_!/2( !=.,%&($.';"J !

�x R+'&*-7$"&+%P11313%$&%F+#D*1%MDAB")%G17B$6%7+3%N7'1$,!j! L,*!:/1!(&'06,'$!-79!Q&+8,*+!
&2(&%&(*/6!/*+8,.&E/+&,2!&2!+8$!4,66,Q&2B!'&+*/+&,2'`!

o K,!'$2(!&::*2&E/+&,2!.$0,.('!+,!'08,,6';!9::*2&E/+&,2!.$0,.('!/P,*+!/!'+*($2+!,.!
=.,'=$0+&%$!'+*($2+!,4!/!'08,,6!0/2!P$!(&'06,'$(!+,!+8$!'08,,6!Q&+8,*+!Q.&++$2!
/*+8,.&E/+&,2!k! /'!6,2B!/'!1,*.!=./0+&0$!8/'!/!=/.$2+!,.!B*/.(&/2U'!,./6!/B.$$:$2+!&4!+8$!
'+*($2+!&'!/!:&2,.Y!,.!4.,:!+8$!&2(&%&(*/6!&4!+8$!&2(&%&(*/6!&'!/2!/(*6+!,.!$:/20&=/+$(!

26 45 CFR 164.510(b). Also, search the HHS Frequently Asked Questions (FAQs) at 
http://www.hhs.gov/ocr/privacy/hipaa/faq/index.html. 
27 http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/sharing-family-friends.pdf 
28 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf 
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:&2,.;!L,*.!=./0+&0$!:*'+!(,0*:$2+!'*08!,./6!/B.$$:$2+;!3*08!(&'06,'*.$'!0/2!,261!P$!
:/($!&2!&2'+/20$'!Q8$.$!'+/+$!6/Q!.$b*&.$'!+8$!'08,,6!+,!8/%$!'*08!&24,.:/+&,2!P$4,.$!
/(:&++&2B!+8$!'+*($2+;!92!/((&+&,2Y!+8$!-79!(&'06,'$(!&2!'*08!/2!&2'+/20$!:*'+!P$!6&:&+$(!
+,!=.,,4!,4!&::*2&E/+&,2;"\ !!

o K,!/!=* P6&0!8$/6+8!/*+8,.&+1!+8/+!&'!/*+8,.&E$(!P1!6/Q!+,!0,66$0+!,.!.$0$&%$!'*08!
&24,.:/+&,2!4,.!+8$!=*.=,'$!,4!=.$%$2+&2B!,.!0,2+.,66&2B!(&'$/'$Y!&2]*.1Y!,.!(&'/P&6&+1;!
K8&'!Q,*6(!&206*($Y!4,.!$?/:=6$Y!+8$!.$=,.+&2B!,4!(&'$/'$!,.!&2]*.1g!.$=,.+&2B!%&+/6!
$%$2+'Y!'*08!/'!P&.+8'!,.!($/+8'g!/2(!0,2(*0+&2B!=*P6&0!8$/6+8!'*.%$&66/20$Y!
&2%$'+&B/+&,2'Y!,.!&2+$.%$2+&,2';RN!!

o K,!/!4,.$&B2!B,%$.2:$2+!/B$201!W/+!+8$!(&.$0+&,2!,4!/!=*P6&0!8$/6+8!/*+8,.&+1X!+8/+!&'!
/0+&2B!&2!0,66/P,./+&,2!Q&+8!+8$!=*P6&0!8$/6+8!/*+8,.&+1;RM!!!

o K,!=$.',2'!/+!.&'[!,4!0,2+./0+&2B!,.!'=.$/(&2B!/!(&'$/'$!,.!0,2(&+&,2!&4!,+8$.!6/QY!'*08!/'!
'+/+$!6/QY!/*+8,.&E$'!+8$!>5!+,!2,+&41!'*08!&2(&%&(*/6'!/'!2$0$''/.1!+,!=.$%$2+!,.!0,2+.,6!
+8$!'=.$/(!,4!+8$!(&'$/'$;R"!!!

�x R+'&*-7$"&+%P11313%$&%M*1I1+$%&*%!1##1+%R--"+1+$%T7+K1*!j! L,*!:/1!(&'06,'$!-79!+8/+!1,*!
P$6&$%$!&'!2$0$''/.1!+,!=.$%$2+!,.!6$''$2!/!'$.&,*'!/2(!&::&2$2+!+8.$/+!+,!/!=$.',2!,.!+8$!
=*P6&0Y!Q8$2!'*08!(&'06,'*.$!&'!:/($!+,!',:$,2$!1,*!P$6&$%$!0/2!=.$%$2+!,.!6$''$2!+8$!+8.$/+!
W&206*(&2B!+8$!+/.B$+!,4!+8$!+8.$/+X;!>5'!:/1!/6',!(&'06,'$!+,!6/Q!$24,.0$:$2+!&4!+8$!&24,.:/+&,2!
&'!2$$($(!+,!&($2+&41!,.!/==.$8$2(!/2!$'0/=$$!,.!%&,6$2+!0.&:&2/6;RR!!!

�x T"#)B&#D*1#%"+%07)"B"$,%T"*1)$&*"1#!j! 92!8$/6+8!0/.$!4/0&6&+&$'!Q8$.$!/!(&.$0+,.1!,4!=/+&$2+!0,2+/0+!
&24,.:/+&,2!&'!:/&2+/&2$(Y!/!>5!:/1!.$61!,2!/2!&2(&%&(*/6U'!&24,.:/6!=$.:&''&,2! +,!6&'+!&2!&+'!
4/0&6&+1!(&.$0+,.1!+8$!&2(&%&(*/6U'!2/:$Y!B$2$./6!0,2(&+&,2Y!.$6&B&,*'!/44&6&/+&,2Y!/2(!6,0/+&,2! &2!+8$!
=.,%&($.U'!4/0&6&+1;!K8$!>5!:/1!+8$2!(&'06,'$!+8$!&2(&%&(*/6U'!0,2(&+&,2!/2(!6,0/+&,2!&2!+8$!4/0&6&+1!
+,!/21,2$!/'[&2B!4,.!+8$!&2(&%&(*/6!P1!2/:$!/2(!/6',!:/1!(&'06,'$!.$6&B&,*'!/44&6&/+&,2!+,!06$.B1;!
H$:P$.'!,4!+8$!06$.B1!/.$!2,+!.$b*&.$(!+,!/'[!4,.!+8$!&2(&%&(*/6!P1!2/:$!Q8$2!&2b*&.&2B!/P,*+!
=/+&$2+!.$6&B&,*'!/44&6&/+&,2;!!

924,.:/6!=$.:&''&,2! :/1!P$!,P+/&2$(!P1!/'[&2B!+8$!&2(&%&(*/6!,*+.&B8+Y!,.!P1!0&.0*:'+/20$'!+8/+!
06$/.61!B&%$!+8$!&2(&%&(*/6!+8$!,==,.+*2&+1!+,!/B.$$Y!/0b*&$'0$Y!,.!,P]$0+;!F8$.$!+8$!&2(&%&(*/6!&'!
&20/=/0&+/+$(Y!&2!/2!$:$.B$201!'&+*/+&,2Y!,.!2,+!/%/&6/P6$Y!>5'!B$2$./661!:/1!:/[$!'*08!*'$'!
/2(!(&'06,'*.$' !&4Y!&2!+8$!$?$.0&'$!,4!+8$&.!=.,4$''&,2/6!]*(B:$2+Y!+8$!*'$!,.!(&'06,'*.$!&'!
($+$.:&2$(!+,!P$!&2!+8$!P$'+!&2+$.$'+'!,4!+8$!&2(&%&(*/6;!

�x P&$1Q!7$/6+8!&24,.:/+&,2!,4!/2!&2(&%&(*/6!+8/+!8/'!P$$2!($0$/'$(!4,.!:,.$!+8/2!<N!1$/.'!&'!2,+!
-79!/2(!+8$.$4,.$!2,+!'*P]$0+!+,!+8$!-.&%/01!#*6$!*'$!/2(!(&'06,'*.$!'+/2(/.(';!L,*!:/1!*'$!/2(!
(&'06,'$!+8$!&24,.:/+&,2!Q&+8,*+!=/+&$2+!/*+8,.&E/+&,2;!

29 45 CFR 164.512(b)(1)(vi). 
30 45 CFR 164.501 and 164.512(b)(1)(i). 
31 45 CFR 164.512(b)(1)(i). 
32 45 CFR 164.512(b)(1)(iv). 
33 45 CFR 164.512(j). 
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C,.!:,.$!&24,.:/+&,2!,2!(&'06,'*.$'!4,.!=*P6&0!8$/6+8!=*.=,'$'!/2(!0&.0*:'+/20$'!+8/+!=$.:&+!+8$!
(&'06,'*.$!,4!-79!Q&+8,*+!/!=/+&$2+!/*+8,.&E/+&,2Y!%&'&+!+8$!7$/6+8!924,.:/+&,2!-.&%/01!-*P6&0!7$/6+8!Q$P!
=/B$;RT!

D;&)#@+&#/0(1&)(#@4(;"+1E0(1")2#F&G41+&'#*"+#!1289"24+&<##
A!>5!:*'+!,P+/&2!+8$!&2(&%&(*/6U'!Q.&++$2!/*+8,.&E/+&,2!4,.!/21!*'$!,.!(&'06,'*.$!,4!-79!+8/+!&'!2,+!4,.!
+.$/+:$2+Y!=/1:$2+Y!,.!8$/6+8!0/.$!,=$./+&,2'!,.!,+8$.Q&'$!=$.:&++$(!,.!.$b*&.$(!P1!+8$!-.&%/01!#*6$;!!
A!>5!:/1!2,+!0,2(&+&,2!+.$/+:$2+Y!
=/1:$2+Y!$2.,66:$2+Y!,.!P$2$4&+'!$6&B&P&6&+1!
,2!/2!&2(&%&(*/6!B./2+&2B!/2!/*+8,.&E/+&,2Y!
$?0$=+!&2!6&:&+$(!0&.0*:'+/20$';!

A2!/*+8,.&E/+&,2!:*'+!P$!Q.&++$2!&2!
'=$0&4&0!+$.:';!9+!:/1!/66,Q!*'$!/2(!
(&'06,'*.$!,4!-79!P1!+8$!>5!'$$[&2B!+8$!
/*+8,.&E/+&,2!,.!P1!/!+8&.(!=/.+1;!5?/:=6$'!
,4!(&'06,'*.$'!+8/+!Q,*6(!.$b*&.$!/2!
&2(&%&(*/6U'!/*+8,.&E/+&,2!&206*($!
(&'06,'*.$'!+,!/!6&4$!&2'*.$.!4,.!0,%$./B$!
=*.=,'$'Y!(&'06,'*.$'!+,!/2!$:=6,1$.!,4!
+8$!.$'*6+'!,4!/!=.$̂$:=6,1:$2+!=81'&0/6!
,.!6/P!+$'+Y!,.!(&'06,'*.$'!+,!/!
=8/.:/0$*+&0/6!4&.:!4,.!+8$&.!,Q2!
:/.[$+&2B!=*.=,'$'; !

A66!/*+8,.&E/+&,2'!:*'+!P$!&2!=6/&2!6/2B*/B$!/2(!0,2+/&2!'=$0&4&0!&24,.:/+&,2!.$B/.(&2B!+8$!&24,.:/+&,2!
+,!P$!(&'06,'$(!,.!*'$(Y!+8$!=$.',2W'X!(&'06,'&2B!/2(!.$0$&%&2B!+8$!&24,.:/+&,2Y!$?=&./+&,2Y!.&B8+!+,!
.$%,[$!&2!Q.&+&2BY!/2(!,+8$.!(/+/;!

3=$0&4&0!=*.=,'$'!+8/+!.$b*&.$!/2!&2(&%&(*/6U'!Q.&++$2!/*+8,.&E/+&,2!&206*($`!

�x M#,)6&$61*78,%P&$1#%j! L,*.!=./0+&0$!/2(!1,*.!aA!:*'+!,P+/&2!/2!&2(&%&(*/6U'!/*+8,.&E/+&,2!+,!
*'$!,.!(&'06,'$!='108,+8$./=1!2,+$' R<!Q&+8!+8$!4,66,Q&2B!$?0$=+&,2'`!

o K8$!>5!Q8,!,.&B&2/+$(!+8$!2,+$'!:/1!*'$!+8$:!4,.!+.$/+:$2+; !

o A!>5!:/1!*'$!,.!(&'06,'$Y!Q&+8,*+!/2!&2(&%&(*/6U'!/*+8,.&E/+&,2Y!+8$!='108,+8$./=1!2,+$'!
4,.!&+'!,Q2!+./&2&2Bg!+,!($4$2(!&+'$64!&2!6$B/6!=.,0$$(&2B'!P.,*B8+!P1!+8$!&2(&%&(*/6g!4,.!
773!+,!&2%$'+&B/+$!,.!($+$.:&2$!+8$!>5U'!0,:=6&/20$!Q&+8!+8$!-.&%/01!#*6$'g!+,!/%$.+!/!

34 http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/publichealth/index.html 
35 42 CFR 164.501: ÒPsychotherapy notes means notes recorded (in any medium) by a health care provider who is a mental health 
professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family 
counseling session and that are separated from the rest of the individualÕs medical record. Psychotherapy notes excludes 
medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies of treatment 
furnished, results of clinical test, and any summary of the following items: Diagnosis, functional status, the treatment plan, 
symptoms, prognosis, and progress to date.Ó 
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'$.&,*'!/2(!&::&2$2+!+8.$/+!+,!=*P6&0!8$/6+8!,.!'/4$+1g!+,!/!8$/6+8!,%$.'&B8+!/B$201!4,.!
6/Q4*6!,%$.'&B8+!,4!+8$!,.&B&2/+,.!,4!+8$!='108,+8$./=1!2,+$'g!4,.!+8$!6/Q4*6!/0+&%&+&$'!,4!
/!0,.,2$.!,.!:$(&0/6!$?/:&2$. g!,.!/' !.$b*&.$(!P1!6/Q;!

�x V7*J1$"+K%()$"I"$"1#%j! L,*.!=./0+&0$!/2(!1,*.!aA!:*'+!,P+/&2!/!=/+&$2+U'!/*+8,.&E/+&,2!=.&,.!+,!
*'&2B!,.!(&'06,'&2B!-79!4,.!:/.[$+&2B!/0+&%&+&$';!H/.[$+&2B!&'!/21!0,::*2&0/+&,2!/P,*+!/!=.,(*0+!
,.!'$.%&0$!+8/+!$20,*./B$'!.$0&=&$2+'!+,!=*.08/'$! ,.!*'$!+8$!=.,(*0+!,.!'$.%&0$;!94!1,*!/.$!P$&2B!
=/&(!4,.!'*08!*'$!,.!(&'06,'*.$!&2!:/.[$+&2BY!+8$!/*+8,.&E/+&,2!:*'+!'+/+$!+8/+!=/1:$2+!&'!
&2%,6%$(;!7,Q$%$.Y!+8$!-.&%/01!#*6$!0/.%$'!,*+!',:$! 8$/6+8.̂$6/+$(!/0+&%&+&$'!4.,:!+8&'!($4&2&+&,2!
,4!:/.[$+&2B;!83+!$!+!*2)"/+)3/"2!#*0*#)+/)-*)1&09*+!":;)&"#)+.*0*,/0*)"/+)2%-<*3+)+/)+.*)
1&09*+!":)&%+./0!=&+!/")0*>%!0*1*"+2;)&0*`!

o >,::*2&0/+&,2'!4,.!+.$/+:$2+!,4!+8$!&2(&%&(*/6g!/2(!

o >,::*2&0/+&,2'!4,.!0/'$!:/2/B$:$2+!,.!0/.$!0,,.(&2/+&,2!4,.!+8$!&2(&%&(*/6Y!,.!+,!
( &.$0+!,.!.$0,::$2(!/6+$.2/+&%$!+.$/+:$2+'Y!+8$./=&$'Y!8$/6+8!0/.$!=.,%&($.'Y!,.!!
0/.$!'$++&2B'!+,!+8$!&2(&%&(*/6!&4!+8$.$!&'!2,!0,:=$2'/+&,2!&2%,6%$(!4,.!:/[&2B!!
+8$!0,::*2&0/+&,2;!C,.!$?/:=6$`!

�ƒ L,*!0,2+./0+!Q&+8!/!8$/6+8!0,/08!+,!=.,%&($!0/'$!:/2/B$:$2+!/2(!+,!0,,.(&2/+$!
+8$!0/.$!1,*!=.,%&($!4,.!1,*.!=/+&$2+'!Q&+8!,+8$.!=81'&0&/2';!!

�ƒ A2!$2(,0.&2,6,B&'+!'8/.$'!/!=/+&$2+U'!:$(&0/6!.$0,.(!Q&+8!'$%$./6!P$8/%&,.!
:/2/B$:$2+!=.,B./:'!+,!($+$.:&2$!Q8&08!=.,B./:!P$'+!'*&+'!+8$!,2B,&2B!
2$$('!,4!+8$!&2(&%&(*/6!=/+&$2+;!

�ƒ A!8,'=&+/6!',0&/6!Q,.[$.!'8/.$'!:$(&0/6!.$0,.(!&24,.:/+&,2!Q&+8!%/.&,*'!2*.'&2B!
8,:$'!&2!+8$!0,*.'$!,4!.$0,::$2(&2B!+8/+!+8$!=/+&$2+!P$!+./2'4$..$(!4.,:!/!
8,'=&+/6!P$(!+,!/!2*.'&2B!8,:$;!

�x MGR%N7B1#%7+3%!")1+#"+K!j! L,*.!=./0+&0$!/2(!1,*.!aA!:/1!2,+!'$66!-79!Q&+8,*+!=/+&$2+!
/*+8,.&E/+&,2!W&206*(&2B!+8$!6&0$2'&2B!,4!-79X;!A!'/6$!&'!/!(&'06,'*.$!,4!-79!&2!Q8&08!1,*.!=./0+&0$!
,.!1,*.!aA!(&.$0+61!,.!&2(&.$0+61!.$0$&%$'!=/1:$2+!4.,:!+8$!.$0&=&$2+!,4!+8$!-79;!!

o K8$!4,66,Q&2B!/.$!$?/:=6$'!,4! /0+&,2'!+8/+!(,!2,+!0,2'+&+*+$!e'/6$!,4!-79f!/2(!+8$.$4,.$!
(,!2,+!.$b*&.$!=/+&$2+!/*+8,.&E/+&,2`!!

�ƒ -*P6&0!8$/6+8!.$=,.+&2B!/0+&%&+&$'!

�ƒ #$'$/.08Y!&4!+8$!.$:*2$./+&,2!&'!.$/',2/P6$!/2(!0,'+̂P/'$( !

�ƒ K.$/+:$2+!/2(!=/1:$2+ !

�ƒ 3/6$!,.!:$.B$.!,4!1,*.!=. /0+&0$!

�ƒ G*$!(&6&B$20$!

�ƒ A!=/1:$2+! 1,*!:/[$! +,!/!aA!4,.!'$.%&0$'!+8$!aA!'*==6&$(!
!
!
!
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�x H1#17*)6%j! 3=$0&/6!.*6$'!/==61!Q&+8!.$B/.(!+,!06&2&0/6!.$'$/.08Y!P&,'̂=$0&:$2!P/2[&2BY!/2(!/66!
,+8$.!4,.:'!,4!.$'$/.08!2,+!&2%,6%&2B!='108,+8$./=1!2,+$';!92!',:$!0&.0*:'+/20$'Y !=/+&$2+!
/*+8,.&E/+&,2!&'!.$b*&.$(;!L,*!:/1!Q/2+ !+,!,P+/&2!'=$0&4&0!B*&(/20$!,2!+8$'$!.$b*&.$:$2+'!4.,:!
',*.0$'!6&[$!+8$!:/&2!D>#!7$/6+8!924,.:/+&,2!-.&%/01!#$'$/.08!Q$P!=/B$R@!/2(!+8$!V/+&,2/6!
92'+&+*+$'!,4!7$/6+8!79-AA!-.&%/01!#*6$!924,.:/+&,2!4,.!#$'$/.08$.'!Q$P!=/B$;R_!!

D;0(# 12#!&H$'&)(1*1&'#/5$<##
K8$!-.&%/01!#*6$!(,$'!2,+!.$'+.&0+!+8$!*'$!,.!(&'06,'*.$!,4!#*?!#*"+!,!*#).*&'+.)!",/01&+!/" ;!G$̂ &($2+&4&$(!
8$/6+8!&24,.:/+&,2!2$&+8$.!&($2+&4&$'!2,.!=.,%&($'!/!.$/',2/P6$!P/'&'!+,!&($2+&41!/2!&2(&%&(*/6;!94!(/+/!&'!
($ &̂($2+&4&$(!&2!+8$!:/22$.!=.$'0.&P$(!P1!79-AAY!&+!&'!2,+!-79;!920.$/'&2B61!.$'$/.08$.'!/.$!'$$[&2B!/2(!
*'&2B!($̂&($2+&4&$(!06&2&0/6!(/+/!4,.!8$/6+8!'1'+$:!&:=.,%$:$2+!/0+&%&+&$';!

K8$!-.&%/01!#*6$!=$.:&+'!/!>5!,.!&+'!aA!+,!0.$/+$!/2(!4.$$61!
*'$!/2(!(&'06,'$! &24,.:/+&,2!+8/+!&'!2,+!&2(&%&(*/661!
&($2+&4&/P6$!P1!4,66,Q&2B!+8$!-.&%/01!#*6$U'!($ &̂($2+&4&0/+&,2!
.$b*&.$:$2+';!K8$'$!=.,%&'&,2'!/66,Q!+8$!$2+&+1!+,!*'$!!
/2(!(&'06,'$!&24,.:/+&,2!+8/+!2$&+8$.!&($2+&4&$'!2,.!
=.,%&($'!/!.$/',2/P6$!P/ '&'!+,!&($2+&41!/2!&2(&%&(*/6;!!
K8$!#*6$!=.,%&($'!+Q,!($̂&($2+&4&0/+&,2!:$+8,('`!MX!/!
4,.:/6!($+$.:&2/+&,2!P1!/!b*/6&4&$(!$?=$.+g!,.!"X!+8$!
.$:,%/6!,4!MJ!'=$0&4&$(!&2(&%&(*/6!&($2+&4&$.'!/'!Q$66!/'!
/P'$20$!,4!/0+*/6![2,Q6$(B$!P1!+8$!>5!+8/+!+8$!.$:/&2&2B!
&24,.:/+&,2!0,*6(!P$!*'$(!/6,2$!,.!&2!0,:P&2/+&,2!Q&+8!
,+8$.!&24,.:/+&,2!+,!&($2+&41!+8$!&2(&%&(*/6;!L,*!:/1!*'$!/!
aA!+,!($ &̂($2+&41!+8$!-79;!!

V,+$!+8/+!]*'+!.$:,%&2B!+8$!&($2+&4&$.'!'=$0&4&$(!&2!+8$!
-.&%/01!#*6$!:/1!VDK!:/[$!&24,.:/+&,2! ($^&($2+&4&$(;RJ!
7,Q$%$.Y!,20$!-79!&'!($&̂($2+&4&$(!&2!/00,.(/20$!Q&+8!+8$!
-.&%/01!#*6$Y!&+!&'!2,!6,2B$.!-79Y!/2(!+8*'!:/1!P$!*'$(!/2(!
(&'06,'$(!P1!1,*.!=./0+&0$!,.!1,*.!aA!4,.!/21!=*.=,'$!
W'*P]$0+!+,!/21!,+8$.!/==6&0/P6$!6/Q'X;!!

D;0(#@3"4(#/0(1&)(#$)*"+,0(1")#/&+(01)1)I#("#C&;0=1"+09#5&09(;#"+#J432(0)8&#@342&<#
K8$!79-AA!#*6$'! /==61!$b*/661!+,!/66!-79Y!&206*(&2B!&2(&%&(*/661!&($2+&4&/P6$!P$8/%&,./6!8$/6+8!,.!
'*P'+/20$!/P*'$!&24,.:/+&,2!+8/+!1,*.!=./0+&0$!0,66$0+'!,.!:/&2+/&2'!&2!/!=/+&$2+'U!.$0,.(;!K8*'Y!4,.!
79-AA!#*6$!0,:=6&/20$!=*.=,'$'Y!1,*! Q,*6(!=.,+$0+!'*08!P$8/%&,./6!8$/6+8!,.!'*P'+/20$!/P*'$!
&24,.:/+&,2!+8/+!1,*.!=./0+&0$!0,66$0+'!&2!+8$!'/:$!Q/1!+8/+!1,*!=.,+$0+!,+8$.!-79;R\!7,Q$%$.Y!

36 http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/ 
37 http://privacyruleandresearch.nih.gov/pr_02.asp 
38 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/deidentificationworkshop2010.html 
39 Learn more about the HIPAA Privacy Rule and sharing information related to mental health at 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/mhguidance.html. 
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.$:$:P$.!+8/+! +8$!-.&%/01!#*6$!.$'+.&0+'!'8/.&2B!,4!='108,+8$./=1!2,+$'!Q&+8,*+!=/+&$2+!/*+8,.&E/+&,2;!
92!/((&+&,2Y!,+8$.!4$($./6!.$B*6/+&,2'!B,%$.2!8$/6+8!&24,.:/+&,2!.$6/+$(!+,!'*P'+/20$!/P*'$!/2(!:$2+/6!
8$/6+8!'$.%&0$';!A6',Y!'+/+$!=.&%/01!6/Q'!:/1!P$!:,.$!'+.&2B$2+!+8/2!+8$!79-AA!#*6$'!.$B/.(&2B!
&24,.:/+&,2!/P,*+!&2(&%&(*/6'U!P$8/%&,./6!8$/6+8!/2(!'*P'+/20$!/P*'$g!=6$/'$!.$%&$Q!1,*.!!
'=$0&4&0!'+/+$U'!6/Q';!!

K8$!79-AA!-.&%/01!#*6$!/66,Q'!1,*!+,!'8/.$!/!=/+&$2+U'!8$/6+8!&24,.:/+&,2Y!$?0$=+!4,.!='108,+8$./=1!
2,+$'Y!Q&+8!/2,+8$.!>5!4,.!+.$/+:$2+Y!=/1:$2+Y!/2(!8$/6+8!0/.$!,=$./+&,2'!Q&+8,*+!/!=/+&$2+U'!
/*+8,.&E/+&,2Y!/'!6,2B!/'!2,!,+8$.!'+/+$!6/Q!/==6&$';!C,.!/((&+&,2/6!B*&(/20$!,2!+8$!79-AA!-.&%/01!#*6$!
/2(!'8/.&2B!&24,.:/+&,2!.$6/+$(!+,!:$2+/6!8$/6+8Y!=6$/'$!'$$!D>#U'!)*&(/20$!/+!
8++=`hhQQQ;88';B,%h,0.h=.&%/01h8&=//h*2($.'+/2(&2Bh'=$0&/6h:8B*&(/20$;8+:6;!

K&'&+09#0)'#J(0(&#/+1=08.#L062#M#D;18;#/+&=019<#
K8$!79-AA!#*6$'!=.,%&($!/!46,,.!,4!4$($./6!=.,+$0+&,2'!4,.!-79;!7,Q$%$.Y!+8$!#*6$'!/.$!2,+!+8$!,261!6/Q'!
+8/+!/((.$'' !+8$!=.,+$0+&,2!,4!8$/6+8!&24,.:/+&,2;!92!',:$!&2'+/20$'Y!/!:,.$!=.,+$0+&%$!'+/+$!6/Q!:/1!
4,.P&(!/!(&'06,'*.$!,.!.$b*&.$!1,*!+,!B$+!/2!&2(&%&(*/6U'!Q.&++$2!/*+8,.&E/+&,2!+,!(&'06,'$!8$/6+8!
&24,.:/+&,2!Q8$.$!79-AA!Q,*6(!,+8$.Q&'$!=$.:&+!1,*!+,!(&'06,'$!+8$!&24,.:/+&,2!Q&+8,*+!+8$!
&2(&%&(*/6U'!=$.:&''&,2 ;!K8$!79-AA!#*6$'!(,!2,+!,%$..&($!'*08!'+/+$!6/Q'!+8/+!(,!2,+!0,246&0+!Q&+8!+8$!
#*6$'!/2(!,44$.!:0*&+*0!=.&%/01!=.,+$0+&,2';!94!/!'+/+$!6/Q!&'!'*22!=.,+$0+&%$!+8/2!+8$!79-AA!#*6$'!P*+!/!
>5!,.! aA!0,*6(!0,:=61!Q&+8!P,+8Y!P,+8!/==61!k! '*08!/'!Q8$2!/!'+/+$!6/Q!=$.:&+'!(&'06,'*.$!Q&+8,*+!/2!
/*+8,.&E/+&,2!/2(!+8$!-.&%/01!#*6$!.$b*&.$'!/2!/*+8,.&E/+&,2Y!+8$!$2+&+1!0,*6(!0,:=61!P1!,P+/&2&2B!
/*+8,.&E/+&,2;!!

@.!2)A%!#*)!2)"/+)!"+*"#*#)+/)2*0$*)&2)'*:&')&#$!3*)/0)&2)0*3/11*"#&+!/"2)-&2*#)/")&)B0/$!#*0)/0)
B0/,*22!/"&'C2)2B*3!,!3)3!03%12+&"3*24)D*)*"3/%0&:*)B0/$!#*02)&"#)B0/,*22!/"&'2)+/)2**9)*EB*0+)&#$!3*)
7.*")*$&'%&+!":)+.*)%2*)/,)+.!2)A%!#*;!

!

http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/mhguidance.html


!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& "" &

!

:5,>'%*&M&&
H/$%*;',/$#/D&),'#%/';N&4%,3'5&6/1(*7,'#(/&G#D5 &';
!

),'#%/';N&G#D5';&,/$&F("*&G%;>(/;#9#3#'#%;&
!
K8$!7$/6+8!92'*./20$!-,.+/P&6&+1!/2(!A00,*2+/P&6&+1!A0+!W79-AAX!
-.&%/01!#*6$!'+/2(/.('!/((.$''!+8$!*'$!/2(!(&'06,'*.$!,4!
&2(&%&(*/6'U!- .,+$0+$(!7$/6+8!924,.:/+&,2 !W-79X!P1!,.B/2&E/+&,2'!
'*P]$0+!+,!+8$!-.&%/01!#*6$;!K8$!#*6$!/6',!/((.$''$' !'+/2(/.('!4,.!
&2(&%&(*/6'U!=.&%/01!.&B8+'!',!+8/+!=/+&$2+'!0/2!*2($.'+/2(!/2(!
0,2+.,6!8,Q!+8$&.!8$/6+8!&24,.:/+&,2!&'!*'$(!/2(!(&'06,'$( ;!!
K8$!D44&0$!4,.!>&%&6!#&B8+'!WD>#X!$?=6/&2'!+8$'$!.&B8+'!/2(!,+8$.!
.$b*&.$:$2+'!:,.$!4*661!,2!&+'!Q$P'&+$Y!&206*(&2B!&2!&+'!3*::/.1!
,4!+8$!79-AA!-.&%/01!#*6$YTN!&+'!C.$b*$2+61!A'[$(! d*$'+&,2'!
WCAd'XYTM!/2(!&+'!O2($.'+/2(&2B!7$/6+8!924,.:/+&,2!-.&%/01!
=/B$;T"!

A'!/ !8$/6+8!0/.$!=.,%&($.Y!1,*!8/%$!.$'=,2'&P&6&+&$'!+,!=/+&$2+'!
*2($.!+8$!79-AA!-.&%/01!#*6$Y!&206*(&2B!=.,%&(&2B!+8$:!Q&+8!/!
V,+&0$!,4!-.&%/01!-./0+&0$'!WV--X!/2(!.$'=,2(&2B!+,!+8$&.!.$b*$'+'!
4,.!/00$''Y!/:$2(:$2+'Y!/00,*2+&2B!,4!(&'06,'*.$'Y!.$'+.&0+&,2'!,2!
*'$'!/2(!(&'06,'*.$'!,4!+ 8$&.!8$/6+8!&24,.:/+&,2Y!/2(!0,24&($2+&/6!
0,::*2&0/+&,2';!! !

K8$!H$(&0/.$!/2(!H$(&0/&(!56$0+.,2&0!7$/6+8!#$0,.(!W57#X!920$2+&%$!-.,B./:'!W/6',![2,Q2!/'!
eH$/2&2B4*6!O'$f!-.,B./:'X!/((!2$Q!.&B8+'!4,.!=/+&$2+'!Q8,!Q/2+!+8$&.!8$/6+8!0/.$!=.,%&($.'!+,!
+./2':&+!+8$&.!$6$0+.,2&0!-79!W$-79X!+,!+8$:'$6%$'!,.!,+8$.!0/.$B&%$.';!!

J('#-%&(1&)*#+,-.&)*,-'#-%;&KJ))L&&
94!1,*!/.$!/! >,%$.$(!52+&+1!W>5XY!1,*!:*'+!=.,%&($!1,*.!=/+&$2+'!Q&+8!/!2,+&0$!,4!1,*.!=.&%/01!=./0+&0$';!

L,*.!2,+&0$!:*'+!0,2+/&2!0$.+/&2!$6$:$2+'Y!&206*(&2B`!

�x G$'0.&=+&,2!,4!8,Q!1,*.!=./0+&0$!:/1!*'$!,.!(&'06,'$!W'8/.$X!/2!&2(&%&(*/6U'!-79!!

�x 3=$0&4&0/+&,2!,4!&2(&%&(*/6'U!.&B8+'Y!&206*(&2B!+8$!.&B8+!+,!0,:=6/&2!+,!+8$!O;3;!G$=/.+:$2+!,4!
7$/6+8!/2(!7*:/2!3$.%&0$'!W773X!/2(!+,!1,*.!=./0+&0$!&4!+8$1!P$6&$%$!+8$&.!=.&%/01!.&B8+'!8/%$!
P$$2!%&,6/+$(!W:/21!,4!+8$'$!.&B8+'!/.$!($'0.&P$(!P$6,QX!

40 http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html  
41 http://www.hhs.gov/ocr/privacy/hipaa/faq/index.html 
42 http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html 
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�x G$+/&6'!,4!1,*.!=./0+&0$U'!(*+&$'!+,!=.,+$0+!=.&%/01Y!=.,%&($!/2!V--Y!/2(!/P&($!P1!!
+8$!+$.:'!,4!+8$!2,+&0$!WD>#!=.,%&($'!$?+$2'&%$!&24,.:/+&,2!4,.!=.,%&($.'Y!!
&206*(&2B!0*'+,:&E/P6$!:,($6!2,+&0$'Y!,2!&+'!Q$P'&+$;!c&'&+!
8++=`hhQQQ;88';B,%h,0.h=.&%/01h8&=//h*2($.'+/2(&2Bh0,%$.$($2+&+&$'h2,+&0$;8+:6!4,.!
.$b*&.$:$2+'!/2(! 8++=`hhQQQ;88';B,%h,0.h=.&%/01h8&=//h:,($62,+&0$';8+:6 4,.!:,($6!2,+&0$';X!!!

),'#%/'&= --%;;&'(&6/1(*7,'#(/&&
-/+&$2+'!8/%$!+8$!.&B8+!+,!&2'=$0+!/2(!.$0$&%$!/!0,=1!,4!+8$&.!-79!&2!/!#*2!:" &+*#)0*3/0#)2*+Y!Q8&08!
&206*($'!&24,.:/+&,2!/P,*+!+8$:!&2!1,*.!:$(&0/6!/2(!P&66&2B!.$0,.(';!WG$'&B2/+$(!.$0,.(!'$+'!/.$!
$?=6/&2$(!/+!+8$!$2(!,4!+8&'!08/=+$.;X!)$2$./661Y!/!>5!:*'+!B./2+!,.!($21!+8$!.$b*$'+ !4,.!/00$''!Q&+8&2!RN!
(/1' !,4!.$0$&=+!,4!+8$!.$b*$'+;!94!+8$!8$/6+8!&24,.:/+&,2!&'!8$6(!&2!$6$0+.,2&0!4,.:/+!/2( !+8$!=/+&$2+!
.$b*$'+' !+,!.$0$&%$!&+!&2!/!'=$0&4&0!$6$0+.,2&0!4,.:/+Y!/!>5!:*'+!=.,%&($!&+!&2!+8$!$6$0+.,2&0!4,.:/+!
.$b*$'+$(!P1!+8$!=/+&$2+!&4!&+!&'!.$/(&61!=.,(*0&P6$;!94!+8$!4,.:/+!&'!2,+!/%/&6/P6$Y!+8$!>5!:*'+!=.,%&($!+8$!
8$/6+8!&24,.:/+&,2!&2!/2!$6$0+.,2&0!4,.:/+!
/B.$$(!+,!P1!+8$!=/+&$2+!/2(!>5;!!

O2($.!+8$!H$/2&2B4*6!O'$!.$b*&.$:$2+'Y!
/((&+&,2/6!.&B8+'!/==61!/'!Q$66;!C,.!$?/:=6$Y!
/ '! 1,*.!=./0+&0$!B/&2'! +8$!0/=/P&6&+1!+,!
($:,2'+./+$! 3+/B$!"!H$/2&2B4*6!O'$Y!1,*!
Q&66!P$!.$b*&.$(!+,!.$'=,2(!+,!/21!.$b*$'+'!
4.,:!1,*.!=/+&$2+'!+, !+./2':&+!/2!$6$0+.,2&0!
0,=1!,4!-79!(&.$0+61!+,!=$.',2'!,.!$2+&+&$'!
+8$1!($'&B2/+$;!A2!&2(&%&(*/6!:/1!.$b*$'+!
+8/+!1,*!+./2':&+!-79!&2!1,*.!.$0,.('!+,!8&'!
,.!8$. !-$.',2/6!7$/6+8!#$0,.(!W-7#X!,.!+,!
/2,+8$.!=81'&0&/2;!L,*.!57#!($%$6,=$.'Y!/'!
1,*.!aA'Y!:*'+!0,,=$./+$!&2!+8&'!,P6&B/+&,2;!

=7%/$#/D&),'#%/'&6/1(*7,'#(/&&
O2($.!+8$!79-AA!#*6$'Y!=/+&$2+'!8/%$!+8$!.&B8+!+,!.$b*$'+!+8/+!1,*.!=./0+&0$!/ :$2(!+8$&.!-79!&2!/!
($'&B2/+$(!.$0,.(!'$+;!)$2$./661Y!/!>5!:*'+!8,2,. !+8$!.$b*$'+!*26$''!&+!8/'!($+$.:&2$(!+8/+!+8$!
&24,.:/+&,2!&'!/00*./+$!/2(!0,:=6$+$;!K8$!>5!:*'+!/0+!,2!/2!&2(&%&(*/6U'!.$b*$'+!4,.!/2!/:$2(:$2+!2,!
6/+$.!+8/2!@N!(/1'!/4+$.!+8$!.$0$&=+!,4!+8$!.$b*$'+;!94!1,*!/00$=+!/2!/:$2(:$2+!.$b*$'+Y!1,*.!=./0+&0$!
:*'+!:/[$!+8$!/==.,=.&/+$!/:$2(:$2+!P1!&($2+&41&2B!+8$!.$0,.('!&2!+8$!($'&B2/+$(!.$0,.(!'$+!+8/+!/.$!
/44$0+$(!P1!+8$!/:$2(:$2+!/2(!=.,%&(&2B!/!6&2[!+,!+8$!6,0/+&,2!,4!+8$!/:$2(:$2+;!94!1,*!.$4*'$!+8$!
.$b*$'+Y!/((&+&,2/6!.$b*&.$:$2+'Y!&206*(&2B!+8$!=/+&$2+U'!.&B8+!+,!4&6$!/!'+/+$:$2+!,4!(&'/B.$$:$2+!+8/+!
'+/1'!Q&+8!+8$!8$/6+8!.$0,.(Y!/==61;!
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=--("/'#/D &(1&A#;-3(;"*%; &
92(&%&(*/6'!8/%$!/!.&B8+!+,!.$0$&%$!/2!/00,*2+&2B!,4!(&'06,'*.$' TR!,4!+8$&.!-79!:/($!P1!1,*.!=./0+&0$!+,!/!
=$.',2!,.!,.B/2&E/+&,2!,*+'&($!,4!1,*.!=./0+&0$;!A2!/00,*2+&2B!,4!(&'06,'*.$'!&'!/!6&'+&2B!,4!+8$̀!!

�x V/:$'!,4!+8$!=$.',2!,.!$2+&+1!+,!Q8,:!+8$!-79!Q/'!(&'06,'$( !

�x G/+$!,2!Q8&08!+8$!-79!Q/'!(&'06,'$(!

�x G$'0.&=+&,2!,4!+8$!-79!(&'06,'$(!!

�x -*.=,'$!,4!+8$!(&'06,'*.$ !

K8&'!.&B8+!+,!/2!/00,*2+&2B!&'!6&:&+$(Y!/'!+8$!#*6$!(,$'!2,+!.$b*&.$!1,*!+,!&206*($!(&'06,'*.$'!:/($!4,.!
+.$/+:$2+Y!=/1:$2+Y!8$/+8!0/.$!,=$./+&,2' Y!/2(!'$%$./6!,+8$.!=*.=,'$'!/2(!'&+*/+&,2'; !!

L,*.!=./0+&0$!&'!.$b*&.$(!+,!=.,%&($!/2!/00,*2+&2B!,4!(&'06,'*.$'!4,.!+8$!'&?!1$/.'!=.&,.!+,!+8$!(/+$!,2!
Q8&08!+8$!/00,*2+&2B!Q/'!.$b*$'+$(;!

G#D5';&'(&G%;'*#-'&6/1(*7,'#(/&&
92(&%&(*/6'!8/%$!+8$!.&B8+!+,!.$b*$'+!+8/+!1,*.!=./0+&0$!.$'+.&0+!0$.+/&2`!!

�x O'$'! /2(!(&'06,'*.$'!,4!-79!4,.!+.$/+:$2+Y!=/1:$2+Y!/2(!8$/6+8!0/.$!,=$./+&,2'!

�x G&'06,'*.$'!+,!=$.',2'!&2%,6%$(!&2!+8$!&2(&%&(*/6U'!8$/6+8!0/.$!,.!=/1:$2+!4,.!8$/6+8!0/.$!

�x G&'06,'*.$'!+,!2,+&41!4/:&61!:$:P$.'!,.!,+8$.'!/P,*+!+8$!&2(&%&(*/6U'!B$2$./6!0,2(&+&,2Y!
6,0/+&,2Y!,.!($/+8!

94!1,*.!=/+&$2+!W,.!/2,+8$.!=$.',2!,2!P$8/64!,4!+8$!&2(&%&(*/6X!8/'!4*661!=/&(!,*+ ,̂4 =̂,0[$+!4,.!/! '$.%&0$!
,.!&+$:!/2(! /6',! .$b*$'+'!+8/+!+8$!-79!2,+!P$!(&'06,'$(!+,!8&'h8$.!8$/6+8!=6/2Y!1,*.!=./0+&0$!0/22,+!
(&'06,'$!+8$!-79!+,!/!8$/6+8!=6/2!4,.!=/1:$2+!,.!8$/6+8!0/.$!,=$./+&,2' ;TT!L,*!'8,*6(!&:=6$:$2+!=,6&0&$'!
/2(!=.,0$(*.$'!+8/+!$2'*.$!+8&'!(&.$0+&%$!0/2!P$!0/..&$(!,*+;!

G#D5'&'(&:(/1#$%/'#,3&:(77"/#-,'#(/;&
L,*.!=./0+&0$!:*'+!/00,::,(/+$!.$/',2/P6$!.$b*$'+'!P1!1,*.!=/+&$2+'!+,!.$0$&%$!0,::*2&0/+&,2'!4.,:!
1,*!P1!+8$!:$/2'!,. !/+!+8$!6,0/+&,2'!+8$1!'=$0&41;!C,.!$?/:=6$Y!+8$1!:/1!.$b*$'+! +8/+!/==,&2+:$2+!
.$:&2($.'!P$!6$4+!,2!+8$&.!Q,.[!%,&0$:/&6!./+8$.!+8/2!8,:$!=8,2$!%,&0$:/&6;!

! &

43 OCR has issued a Notice of Proposed Rulemaking (NPRM) proposing changes to the right to accounting provisions in the Privacy 
Rule pursuant to the Health Information Technology for Economic and Clinical Health (HITECH) Act. Learn more at 
http://blog.cms.gov/2015/01/29/cms-intends-to-modify-requirements-for-meaningful-use/. 
44 45 Code of Federal Regulations (CFR) 164.522(a)(1)(vi). 
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A%;#D/,'%$&G%-(*$&0%'&
!
)&%$2!+8/+!+8$!79-AA!.&B8+'!,4!/00$'' !/2(! /:$2(:$2+!/.$!'=$0&4&0!+,!/!>5U'!($'&B2/+$(!.$0,.(!'$+Y!
.$%&$Q!1,*.!=./0+&0$U'!=,6&01!/P,*+!1,*.!($'&B2/+$( !.$0,.(!'$+ !+,!0,24&.:!+8/+!+8$!=,6&01!'=$0&4&$'!+8/+!
57#'!/ .$!/!0,:=,2$2+ !,4!+8$!'$+;!!

A!($'&B2/+$(!.$0,.(!'$+!&'!/!B.,*=!,4!.$0,.('!+8/+!1,*.!=./0+&0$!,. !1,*.! a*'&2$''!A'',0&/+$!WaAX!!
W&4!/==6&0/P6$X!:/&2+/&2'!+,!:/[$!($0&'&,2'!/P,*+!&2(&%&(*/6';!C,.!8$/6+8!0/.$!=.,%&($.'Y!+8$!($'&B2/+$(!
.$0,.(!'$+ !&206*($'!WP*+!&'!2,+!6&:&+$(!+,X!/!=/+&$2+U'!:$(&0/6!.$0,.('!/2(!P&66&2B!.$0,.(';!>5' !/.$!
.$'=,2'&P6$!4,.!($+$.:&2&2B!Q8/+!.$0,.(' !'8,*6(!P$!&206*($(!/'!=/.+!,4!+8$!($'&B2/+$(!.$0,.(!'$+;!

C,.!:,.$!&24,.:/+&,2!/P,*+!($'&B2/+$(!.$0,.(!'$+'Y! .$%&$Q!D>#U'!B*&(/20$!,2!+8$!79-AA!-.&%/01!#*6$U'!
#&B8+!,4!A00$''!/2(!7$/6+8!924,.:/+&,2!K$082,6,B1;T<!

45 http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/healthit/eaccess.pdf  
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K,!'*==,.+ !=/+&$2+!0/.$Y!=.,%&($.'!'+,.$!
$6$0+.,2&0!-.,+$0+$(!7$/6+8!924,.:/+&,2!
W$-79X!&2!/!%/.&$+1!,4!$6$0+.,2&0!'1'+$:'Y!
2,+!]*'+!56$0+.,2&0!7$/6+8!#$0,.('!W57#'X;!
Z2,Q&2B!+8&'Y!=.,%&($.'!:*'+!.$:$:P$.!
+8/+!/66!$6$0+.,2&0!'1'+$:'!/.$!%*62$./P6$!+,!
01P$.̂/++/0['!/2(!:*'+!0,2'&($.! &2!!
+8$&.!'$0*.&+1!$44,.+'!/66!,4!+8$&.!'1'+$:'!
/2(!+$082,6,B&$'!+8/+!:/&2+/&2!$-79;T@!!
W3$$!>8/=+$.!@!4,.!:,.$!&24,.:/+&,2!!
/P,*+!'$0*.&+1!.&'[!/2/61'&';X!

F8&6$!/!(&'0*''&,2!,4!$-79!'$0*.&+1!B,$'!4/.!!
P$1,2(!57#'Y!+8&'!08/=+$.!4,0*'$'!,2!57#!!
'$0*.&+1!&2!=/.+&0*6/.;!

85%&46)==&0%-"*#'.&G"3%&
!
K8$!7$/6+8!92'*./20$ !-,.+/P&6&+1!/2(!
A00,*2+/P&6&+1!A0+!W79-AAX!3$0*.&+1!#*6$T_!
$'+/P6&'8$'!/!2/+&,2/6!'$+!,4!:&2&:*: !'$0*.&+1!
'+/2(/.('!4,.!=.,+$0+&2B!/66!$-79!+8/+!/!>,%$.$(!
52+&+1!W>5X!/2(! a*'&2$''!A'',0&/+$!WaAX!0.$/+$Y!
.$0$&%$Y!:/&2+/&2Y!,.!+./2':&+;!K8$!3$0*.&+1!#*6$!!
0,2+/&2'!+8$!/(:&2&'+./+&%$Y!=81'&0/6Y!/2(!
+$082&0/6!'/4$B*/.('!+8/+!>5'!/2(!aA'!:*'+!!
=*+!&2!=6/0$!+,!'$0*.$!$-79;!!

46 Refer to the booklet ÒPartners in IntegrityÓ at http://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-
Integrity-Education/Provider-Education-Toolkits/Downloads/understand-prevent-provider-idtheft.pdf for more information about 
medical identity theft and fraud prevention. 
47 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/  
48 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html 
49 http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.html 
50 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html 
51 http://healthit.gov/providers-professionals/ehr-privacy-security/resources 
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K8$'$!3$0*.&+1!#*6$!'/4$B*/.('!0/2!8$6=!8$/6+8!0/.$!=.,%&($.'!/%,&(!',:$!,4!+8$!0,::,2!'$0*.&+1!B/='!
+8/+!0,*6(!6$/(!+,!01P$./̂++/0[!&2+.*'&,2'!/2(!(/+/!6,'';! 3/4$B*/.(' !0/2!=.,+$0+!+8$!=$,=6$Y!&24,.:/+&,2Y!
+$082,6,B1Y!/2(!4/0&6&+&$'!+8/+!8$/6+8!0/.$!=.,%&($.'!($=$2(!,2!+,!0/..1!,*+!+8$&.!=.&:/.1!:&''&,2`!0/.&2B!
4,.!+8$&.!=/+&$2+';!

K8$!3$0*.&+1!#*6$!8/'!'$%$./6!+1=$'!,4!'/4$B*/.('!/2(!.$b*&.$:$2+'!Q8&08!1,*!:*'+!/==61`!

M; (3-"+"#$*7$"I1%N7'1KD7*3#<"!j! A(:&2&'+./+&%$!'/4$B*/.('!/.$!/(:&2&'+./+&%$!/0+&,2'Y!=,6&0&$'Y!
/2(!=.,0$(*.$'!+,!=.$%$2+Y!($+$0+Y!0,2+/&2Y!/2(!0,..$0+!'$0*.&+1!%&,6/+&,2';!A(:&2&'+./+&%$!
'/4$B*/.('!&2%,6%$!+8$!'$6$0+&,2Y!($%$6,=:$2+Y!&:=6$:$2+/+&,2Y!/2(!:/&2+$2/20$!,4!'$0*.&+1!
:$/'*.$'!+,!=.,+$0+!$-79!/2(!+,!:/2/B$!+8$!0,2(*0+!,4!Q,.[4,.0$!:$:P$.'!&2!.$6/+&,2!+,!+8$!
=.,+$0+&,2!,4!+8/+!&24,.:/+&,2;!A!0$2+./6!.$b*&.$:$2+!&'!+8/+!1,*!=$.4,.:!/!'$0*.&+1!.&'[!/2/61'&'!
+8/+!&($2+&4&$'!/2(!/2/61E$'!.&'['!+,!$-79!/2(!+8$2!&:=6$:$2+!'$0*.&+1!:$/'*.$'!+,!.$(*0$!+8$!
&($2+&4&$(!.&'[';!

";  M6,#")7B%N7'1KD7*3#<R!j! K8$'$!'/4$B*/.('!/.$!=81'&0/6!:$/'*.$'Y!=,6&0&$'Y!/2(!=.,0$(*.$'!+,!
=.,+$0+!$6$0+.,2&0!&24,.:/+&,2!'1'+$:'!/2(!.$6/+$(!P*&6(&2B'!/2(!$b*&=:$2+!4.,:!2/+*./6!/2(!
$2%&.,2:$2+/6!8/E/.('!/2(!*2/*+8,.&E$(!&2+.*'&,2;<T!K8$'$!'/4$B*/.('!/.$!+8$!+$082,6,B1!/2(!
+8$!=,6&0&$'!/2(!=.,0$(*.$'!4,.!&+'!*'$!+8/+!=.,+$0+!$-79!/2(!0,2+.,6!/00$''!+,!&+;!

R; U*K7+"W7$"&+7B%N$7+37*3#<<%j! K8$'$!'+/2(/.('!.$b*&.$!/!>5!+,!8/%$!0,2+./0+'!,.!,+8$.!
/../2B$:$2+'!Q&+8!aA'!+8/+!Q&66!8/%$!/00$''!+,!+8$!>5U'!$-79;!K8$!'+/2(/.(' !=.,%&($!+8$!'=$0&4&0!
0.&+$.&/!.$b*&.$(!4,.!Q.&++$2!0,2+./0+'!,.!,+8$.!/../2B$:$2+';!

T; M&B")"1#%7+3%M*&)13D*1#<@!j! K8$'$!'+/2(/.('!.$b*&.$!/ !>5!+,!/(,=+!.$/',2/P6$!/2(!/==.,=.&/+$!
=,6&0&$'!/2(!=.,0$(*.$'!+,!0,:=61!Q&+8!+8$!=.,%&'&,2'!,4!+8$!3$0*.&+1!#*6$;!A!>5!:*'+!:/&2+/&2Y!
*2+&6!'&?!1$/.'!/4+$.!+8$!(/+$!,4!+8$&.!0.$/+&,2!,.!6/'+!$44$0+&%$!(/+$!WQ8&08$%$.!&'!6/+$.XY!Q.&++$2!
'$0*.&+1!=,6&0&$'!/2(!=.,0$(*.$'!/2(!Q.&++$2!.$0,.('!,4!.$b*&.$(!/0+&,2'Y!/0+&%&+&$'Y!,.!
/''$'':$2+';! A!>5!:*'+!=$.&,(&0/661!.$%&$Q!/2(!*=(/+$!&+'!(,0*:$2+/+&,2!&2!.$'=,2'$!+,!
$2%&.,2:$2+/6!,.!,.B/2&E/+&,2/6!08/2B$'!+8/+!/44$0+!+8$!'$0*.&+1!,4!$-79;!!

c&'&+!+8$!D44&0$!4,.!>&%&6!#&B8+'!WD>#X!Q$P'&+$<_!4,.!/!4*66!,%$.%&$Q!,4!'$0*.&+1!'+/2(/.('!/2(!.$b*&.$(!
=.,+$0+&,2'!4,.!$-79!*2($.!+8$!3$0*.&+1!#*6$;!

!

!
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4(I&'(&Q%%>&F("*&),'#%/';N&4%,3'5&6/1(*7,'#(/&0%-"*%&I#'5&,/& 24G&
!
L, *.!=./0+&0$!&'!.$'=,2'&P6$!4,.!+/[&2B!+8$!'+$='!
2$$($(!+,!=.,+$0+!+8$!0,24&($2+&/6&+1Y!&2+$B.&+1Y!
/2(!/%/&6/P&6&+1!,4!$-79!:/&2+/&2$(!&2!1,*.!57#;!!

7/%&2B!/2!57#!/44$0+'!+8$!+1=$'!/2(!
0,:P&2/+&,2'!,4!' /4$B*/.(' !1,*!Q&66!2$$(!!
+,![$$=!1,*.!=/+&$2+'U!8$/6+8!&24,.:/+&,2!
0,24&($2+&/6;!57#'!/6',!P.&2B!2$Q!
.$'=,2'&P&6&+&$'!4,.!'/4$B*/.(&2B!1,*.!=/+&$2+'U!
8$/6+8!&24,.:/+&,2!&2!/2!$6$0+.,2&0!4,.:;!

K,!*=8,6(!=/+&$2+!+.*'+!/'!1,*.!=./0+&0$!
0,2+&2*$'!+,!/(,=+!/2(!*'$! /2!57#!,.!,+8$.!
$6$0+.,2&0!+$082,6,B1!4,.!0,66$0+&,2!/2(!*'$!!
,4!$-79Y!/2(!+,!0,:=61!Q&+8!79-AA!3$0*.&+1!
#*6$!/2( !H$/2&2B4*6!O'$!.$b*&.$:$2+'Y!1,*.!
=./0+&0$!:*'+!0,2(*0+!/!'$0*.&+1!.&'[!/2/61'&'!
W',:$+&:$'!0/66$(!e'$0*.&+1!.&'[!/''$'':$2+fX;!
W3$$!>8/=+$.!@!4,.!:,.$! (&'0*''&,2!,2!'$0*.&+1!
.&'[!/2/61'&';X!K8$!.&'[!/2/61'&'!=.,0$''!Q&66!
B*&($!1,*! +8.,*B8!/!'1'+$:/+&0!$?/:&2/+&,2!!
,4!:/21!/'=$0+'!,4!1,*.!8$/6+8!0/.$! =./0+&0$!!
+,!&($2+&41!=,+$2+&/6!'$0*.&+1!Q$/[2$''$'!!
/2(!46/Q';!

H/21!8$/6+8!0/.$!=.,%&($.'!Q&66!2$$(!+,!!
:/[$!08/2B$'! +,!.$(*0$!.&'['!/2(! +,!0,:=61!
Q&+8!+8$!79-AA!#*6$'!/2(! H$/2&2B4*6!O'$!
.$b*&.$:$2+';!C,.+*2/+$61Y!=.,=$.61!
0,24&B*.$(!/2( !0$.+&4&$(!57#'<J!0/2!!
=.,%&($!:,.$!=.,+$0+&,2!+,!$-79!+8/2!!
=/=$.!4&6$'!=.,%&($(;!W3$$!3+$=!<A!&2!!
>8/=+$.!@!4,.!:,.$!&24,.:/+&,2!/P,*+!*'&2B!
$6$0+.,2&0!0/=/P&6&+&$'!+,!8$6=!'/4$B*/.(!
=/+&$2+'U!&24,.:/+&,2;X!

!
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F("*&24G&0(1'I,*%&,/$&4,*$I,*% &
H,'+!57#'!/2(!.$6/+$(!$b*&=:$2+!8/%$!
'$0*.&+1!4$/+*.$'!P*&6+!&2!,.!=.,%&($(!/'!=/.+!,4!
/!'$.%&0$Y!P*+!+8$1!/.$!2,+!/6Q/1'!0,24&B*.$(!
,.!$2/P6$(!=.,=$.61;!!
!
A'!+8$!B*/.(&/2!,4!$-79Y!&+!&'!*=!+,!1,*!k! /6,2B!
Q&+8!1,*.!($'&B2/+$(!'+/44!:$:P$.'!k! +,!6$/.2!
/P,*+!+8$'$!P/'&0!4$/+*.$'!/2(!$2'*.$!+8$1!/.$!
4*20+&,2&2B!/2(!/.$!*=(/+$(!Q8$2!2$0$''/.1;!
C&D%7+3%,&D*%#$7''%-D#$%J118%D8X$&X37$1%2"$6%
#&'$27*1%D8K*731#%7+3%7I7"B7AB1%87$)61#.!
!
#$: $:P$.Y!'$0*.&+1!.&'[!/2/61'&'!/2(!
:&+&B/+&,2!&'!/2!,2B,&2B!.$'=,2'&P&6&+1!4,.!1,*.!
=./0+&0$;!c&B&6/20$!'8,*6(!P$!=/.+!,4!1,*.!
=./0+&0$U'!,2B,&2B!/0+&%&+&$';!

2/-*.>'#(/&?R? &
520.1=+&,2!&'!/!:$+8,(!,4!0,2%$.+&2B!/2!
,.&B&2/6!:$''/B$!,4!.$B*6/.!+$?+!&2+,!$20,($(!
+$?+;!K8$!+$?+!&'!$20.1=+$(!P1!:$/2'!,4!/2!
/6B,.&+8:!W/!+1=$!,4!4,.:*6/X;!94!&24,.:/+&,2!&'!
$20.1=+$(Y!+8$.$!&'!/!6,Q!=.,P/P&6&+1!+8/+!
/ 21,2$!,+8$.!+8/2!+8$!.$0$&%&2B!=/.+1!Q8,!8/'!
+8$![$1!+,!+8$!0,($!,.!/00$''!+,!/2,+8$.!
0,24&($2+&/6!=.,0$''!Q,*6(!P$!/P6$!+,!($0.1=+!
W+./2'6/+$X!+8$!+$?+!/2(!0,2%$.+!&+!&2+,!=6/&2Y!
0,:=.$8$2'&P6$!+$?+;!C,.!:,.$!&24,.:/+&,2!
/P,*+!$20.1=+&,2Y!.$%&$Q!+8$!V/+&,2/6!92'+&+*+$!
,4!3+/2(/.('!/2(!K$082,6,B1!WV93KX!FB*3!&')
G%-'!3&+!/")HII?JJJ;)A%!#*)+/)F+/0&:*)
6"30(B+!/")@*3."/'/:!*2),/0)6"#)K2*0)L*$!3*2;<\ !
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@(*S#/D&I#'5&F("*&24G&,/$&4%,3'5&68&A%+%3(>%*;&&
!
F8$2!Q,.[&2B!Q&+8!1,*.!57#!/2(!8$/6+8!&24,.:/+&,2! +$082,6,B1!W8$/6+8!9KX!($%$6,=$.'Y!1,*!:/1!Q/2+!
+,!/'[!+ 8$!4,66,Q&2B!b*$'+&,2'!+,!8$6=!*2($.'+/2(!+8$!=.&%/01!/2(!'$0*.&+1!=./0+&0$'!+8$1!=*+!&2!=6/0$;@N!!

�x F8$ 2!:1! 8$/6+8!9K!($%$6,=$.!&2'+/66'!&+'!',4+Q/.$!4,.!:1!=./0+&0$Y!(,$'!&+'!&:=6$:$2+/+&,2!
=.,0$''!/((.$''!+8$!'$0*.&+1!4$/+*.$'!6&'+$(!P$6,Q!4,.!:1!=./0+&0$!$2%&.,2:$2+I!

o $-79!$20.1=+&,2!

o A*(&+&2B!4*20+&,2'!

o a/0[*=!/2(!.$0,%$.1!.,*+&2$'!

o O2&b*$!*'$.!9G'!/2(!'+.,2B!=/''Q,.(' !!

o #,6$̂ !,.! *'$. P̂/'$(!/00$''!0,2+.,6' !

o A*+,!+&:$̂,*+ !

o 5:$.B$201!/00$'' !

o A:$2(:$2+'!/2(!/00,*2+&2B!,4!(&'06,'*.$' !

�x F&66!+8$!8$/6+8!9K!($%$6,=$.!+./&2!:1!'+/44!,2!+8$!/P,%$!4$/+*.$'!',! :1!+$/:!0/2!*=(/+$!/2(!
0,24&B*.$!+8$'$!4$/+*.$'!/'! 2$$($( I!

�x 7, Q!:*08!,4!:1!8$/6+8!9K!($%$6,=$.U'!+./&2&2B!0,%$.'!=.&%/01!/2(!'$0*.&+1!/Q/.$2$''Y!
.$b*&.$:$2+'Y!/2(!4*20+&,2'I!

�x 7,Q!(,$'!:1!P/0[*=!/2(!.$0,%$.1!'1'+$:!Q,.[ I! !

o F 8$.$!&'!+8$!(,0*:$2+/+&,2I!

o F 8$.$!/.$!+8$!P/0[*='!'+,.$( I!

o 7,Q! ,4+$2!(,!9!+$'+!+8&'!.$0,%$.1!'1'+$:I!

�x F8$2!:1!'+/44!&'!+.1&2B!+,!0,::*2&0/+$!Q&+8!+8$!8$/6+8!9K!($%$6,=$.U'!'+/44Y!8,Q!Q&66!$/08!=/.+1!
/*+8$2+&0/+$!&+'!&($2+&+1I!C,.!$?/:=6$Y!8,Q!Q&66!:1!'+/44![2,Q!+8/+!/2!&2(&%&(*/6!Q8,!0,2+/0+'!
+8$:!&'!+8$!8$/6+8!9K!($%$6,=$.!.$=.$'$2+/+&%$!/2(!2,+!/ !8/0[$.!+.1&2B!+,!=,'$!/'!'*08I !

�x 7,Q!:*08!.$:,+$!/00$''!Q&66!+8$!8$/6+8!9K!($%$6,=$.!8/%$!+,!:1!'1'+$:!+,!=.,%&($!'*==,.+!/2(!
,+8$.!'$.%&0$'I!7,Q!Q&66!+8&'!.$:,+$!/00$''!P$!'$0*.$(I!

�x 94!9!Q/2+!+,!'$0*.$61!$:/&6!Q&+8!:1!=/+&$2+'Y!Q&66!+8&'!'1'+$:!$2/P6$!:$!+,!(,!+8/+!/'!.$b*&.$(!P1!
+8$!3$0*.&+1!#*6$I!

!

60 For additional information about questions to ask health IT developers, see the Questions for EHR Developers document at 
http://bit.ly/EHRdevqs. 
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!
A2!92+$.2$+!0,22$0+&,2!&'!/!2$0$''&+1!+,!0,2(*0+!+8$!:/21!,26&2$!/0+&%&+&$'!+8/+!0/2!P$!=/.+!,4!57#!/2(!
$-79!*'$;!5?08/2B&2B!=/+&$2+!&24,.:/+&,2!$6$0+.,2&0/661Y!'*P:&++&2B!06/&:'!$6$0+.,2&0/661Y!B$2$./+&2B!
$6$0+.,2&0!.$0,.('!4,.!=/+&$2+'U!.$b*$'+'Y!/2(!$=̂.$'0.&P&2B!/.$!/66!$?/:=6$'!,4!,26&2$!/0+&%&+&$'!+8/+!.$61!
,2!01P$.'$0*.&+1!=./0+&0$'!+,!'/4$B*/.(!'1'+$:'!/2(!&24,.:/+&,2;!

>1P$.'$0*.&+1!.$4$.'!+,!Q/1'!+,!=.$%$2+Y!($+$0+Y!/2(!
.$'=,2(!+,!/++/0['! /B/&2'+!,.!*2/*+8,.&E$(!/00$''!
/B/&2'+!/!0,:= *+$.!'1'+$:!/2(!&+'!&24,.:/+&,2;!
>1P$.'$0*.&+1!=.,+$0+'!1,*.!&24,.:/+&,2!,.!/21!4,.:!,4!
(&B&+/6!/''$+!'+,.$(!&2!1,*.!0,:=*+$.!,.!&2!/21!(&B&+/6!
:$:,.1!($%&0$; !

9+!&'!&:=,.+/2+!+,!8/%$!'+.,2B!01P$.'$0*.&+1!=./0+&0$'!!
&2!=6/0$!+,!=.,+$0+!=/+&$2+!&24,.:/+&,2Y!,.B/2&E/+&,2/6!
/''$+'Y!1,*.!=./0+&0$!,=$./+&,2'Y!/ 2(!1,*.! =$.',22$6Y!
/2(!,4!0,*.'$!+,!0,:=61!Q&+8!+8$!79-AA!3$0*.&+1!#*6$;@M!
>1P$.'$0*.&+1!&'!2$$($(!Q8$+8$.!1,*!8/%$!1,*.!57#!
6,0/661!&2'+/66$(!&2!1,*.!,44&0$!,.!/00$''!&+!,%$.!+8$!
92+$.2$+!4.,:!/!06,*(!'$.%&0$!=.,%&($.;!

K8$!D44&0$!,4!+8$!V/+&,2/6!>,,.(&2/+,.!4,.!7$/6+8!
924,.:/+&,2!K$082,6,B1!WDV>X!,44$.'!,26&2$!
>1P$.'$0*.&+1!&24,.:/+&,2Y@"!&206*(&2B!+8$!K,=!MN!K&='!
4,.!>1P$.'$0*.&+1!&2!7$/6+8!>/.$Y!+,!8$6=!1,*!.$(*0$!
1,*.!.&'[;!C,.!/!4*66!,%$.%&$Q!,4!'$0*.&+1!'+/2(/.('!/2(!
.$b*&.$(!=.,+$0+&,2'!4,.!$-79!*2($.!+8$!79-AA!3$0*.&+1!
#*6$Y!%&'&+!D>#U'! 79-AA!3$0*.&+1!#*6$!Q$P!=/B$;@R!

!
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85%&85*%,'&(1&:.9%*T='',-S; &
H,'+!$%$.1,2$!8/'!'$$2!2$Q'!.$=,.+'!
,4!01P$. /̂++/0['!/B/&2'+Y!4,.!$?/:=6$Y!
2/+&,2/6!.$+/&6!08/&2'!,.!+8$!
&24,.:/+&,2!2$+Q,.['!,4!+8$!4$($./6!
B,%$.2:$2+;!7$/6+8!0/.$!=.,%&($.'!
:/1!P$6&$%$!+8/+!&4!+8$1!/.$!':/66!/2(!
6,Q!=.,4&6$Y!+8$1!Q&66!$'0/=$!+8$!
/++$2+&,2!,4!+8$!e8/0[$.'f!Q8,!/.$!
.*22&2B!+8$'$!/++/0[';!L$+!$%$.1!(/1!
+8$.$!/.$!2$Q!/++/0['!/&:$(!
'=$0&4&0/661!/+!':/66!+,!:&('̂&E$!
,.B/2&E/+&,2'!P$0/*'$!+8$1!/.$!6$''!
6&[$61!+,!P$!4*661!=.,+$0+&2B!
+8$:'$6%$';!>.&:&2/6'!8/%$!P$$2!
8&B861!'*00$''4*6!/+!=$2$+./+&2B!+8$'$!
':/66$.!,.B/2&E/+&,2'!/2(!0/..1&2B!!
,*+!+8$&.!/0+&%&+&$'Y!Q8&6$!+8$&.!
*24,.+*2/+$!%&0+&:'!/.$!*2/Q/.$!!
*2+&6!&+!&'!+,,!6/+$;!

B(9#3%&A%+#-%;&
K8$!O;3;!G$=/.+:$2+!,4!7$/6+8!/2(!7*:/2!3$.%&0$'!W773X!8/'!=*+!+,B$+8$.!/!0,66$0+&,2!,4!
+&='!/2(!&24,.:/+&,2@T!+,!8$6=!1,*!=.,+$0+!/2(!'$0*.$!8$/6+8!&24,.:/+&,2!+8/+!1,*!:/1!
/00$''Y!.$0$&%$Y!/2(!'+,.$!,2!:,P&6$!($%&0$'!'*08!/'!':/.+=8,2$'Y!6/=+,='Y!/2(!+/P6$+';!
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27,#3&,/$&8%U'#/D&
>,2'*:$.'!&20.$/'&2B61!Q/2+!+,!0,::*2&0/+$!$6$0+.,2&0/661!Q&+8!+8$&.!=.,%&($.'!+8.,*B8!
$:/&6!,.!+$?+&2B;!K8$!3$0*.&+1!#*6$!.$b*&.$'!+8/+!Q8$2!1,*!'$2(!$-79!+,!1,*.!=/+&$2+Y!!
1,*!'$2(!&+!+8.,*B8!/!'$0*.$!:$+8,(!/2(!+8/+!1,*!8/%$!/!.$/',2/P6$!P$6&$4!+8/+!&+!Q&66!!
P$!($6&%$.$(!+,!+8$!&2+$2($(!.$0&=&$2+;!K8$!3$0*.&+1!#*6$Y!8,Q$%$.Y!(,$'!2,+!/==61!+,!!
+8$!=/+&$2+;!A!=/+&$2+!:/1!'$2(!8$/6+8!&24,.:/+&,2!+,!1,*!*'&2B!$:/&6!,.!+$?+&2B!+8/+!&'!
2,+!'$0*.$;!K8/+!8$/6+8!&24,.:/+&,2!P$0,:$'!=.,+$0+$(!P1!+8$!79-AA!#*6$'!Q8$2!1,*!
.$0$&%$!&+;!

92!+8&'!$2%&.,2:$2+!,4!:,.$!,26&2$!/00$''!/2(!B.$/+!($:/2(!P1!0,2'*:$.'!4,.!2$/.!.$/ 6^
+&:$!0,::*2&0/+&,2'Y!1,*!'8,*6(!P$!0/.$4*6!+,!*'$!/!0,::*2&0/+&,2'!:$08/2&':!+8/+!
/66,Q'!1,*!+,!&:=6$:$2+!+8$!/==.,=.&/+$!3$0*.&+1!#*6$!'/4$B*/.('Y!'*08!/'!/2!$:/&6!
'1'+$:!+8/+!$20.1=+'!:$''/B$'!,.!.$b*&.$'!=/+&$2+!6,B&2Y!/'!Q&+8!/!=/+&$2+!=,.+/6;!94!1,*!
*'$!/2!57#!'1'+$:!+8/+!&'!0$.+&4&$(!*2($.!DV>U'!"NMT!>$.+&4&0/+&,2!#*6$Y!1,*.!57#!'8,*6(!
8/%$!+8$!0/=/P&6&+1!,4!/66,Q&2B!1,*.!=/+&$2+'!+,!0,::*2&0/+$!Q&+8!1,*.!,44&0$!+8.,*B8!+8$!
,44&0$U'!'$0*.$!=/+&$2+!=,.+/6;@<!

94!1,*!/++$'+!+,!H$/2&2B4*6!O'$!/2(!*'$!/!0$.+&4&$(!57#!'1'+$:Y!1,*!'8,*6(!P$!/P6$!+,!
0,::*2&0/+$!,26&2$!Q&+8!1,*.!=/+&$2+';!K8$!57#!'1'+$:!'8,*6(!8/%$!+8$!/==.,=.&/+$!
:$08/2&':'!&2!=6/0$!+,!'*==,.+!0,:=6&/20$!Q&+8!+8$!3$0*.&+1!#*6$;!L,*!:&B8+!Q/2+!+,!
/%,&(!,+8$.!+1=$'!,4!,26&2$!,.!$6$0+.,2&0!0,::*2&0/+&,2!W$;B;Y!+$?+&2BX!*26$''!1,*!4&.'+!
0,24&.:!+8/+!+8$!0,::*2&0/+&,2!:$+8,(!:$$+'Y!,.!&'!$?$:=+!4.,:Y!+8$!3$0*.&+1!#*6$;@@!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
65 45 CFR 170.315(e)(3). 
66 45 CFR 164.312(e)(1). 
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:5,>'%*&V&
B%$#-,*%&,/$&B%$#-,#$&24G&6/-%/'#+%&)*(D*,7;&
B%,/#/D1"3&H;%&:(*%&W9X%-'#+%;&'5,'&=$$*%;;&)*#+,-.&
,/$&0%-"*#'.&
!

B%,/#/D1"3&H;%&&
!
92!+8$!H$(&0/.$!/2(!H$(&0/&(!56$0+.,2&0!
7$/6+8!#$0,.(!W57#X!920$2+&%$!-.,B./:'!
W/6',!0/66$(!eH$/2&2B4*6!O'$f!-.,B./:' XY!+8$!
>$2+$.'!4,.!H$(&0/.$!/2(!H$(&0/&(!3$.%&0$'!
W>H3X!'$+!'+/B$(!.$b*&.$:$2+'!4,.!=.,%&($.'!
+,!($:,2'+./+$!=.,B.$''&%$61!:,.$!
&2+$B./+$(!*'$!,4!57#'!/2(!.$0$&%$!&20$2+&%$!
=/1:$2+'!4,.!'*08!*'$;! !

K8$!4&.'+!%$.'&,2!WM;"X!,4!+8&'!)*&($!(&'0*''$ (!
+Q,!,4!+8$!3+/B$!M!0,.$!,P]$0+&%$'!+8/+!
.$6/+$!+,!=.&%/01!/2(!'$0*.&+1!.$b*&.$:$2+';!
K8&'!*=(/+$(!)*&($!4,0*' $'!,2 !3+/B$!M!/2(!
3+/B$!"!0,.$!,P]$0+&%$'!+8/+!/((.$''!=.&%/01!
/2(!'$0*.&+1Y!P*+!&+!(,$'!2,+!/((.$''!:$2*!
,P]$0+&%$'Y!06&2&0/6!b*/6&+1!:$/'*.$'Y!,.!
3+/B$!R;!c&'&+!+8$!>H3!H$(&0/.$!/2(!
H$(&0/&(!57#!920$2+&%$!-.,B./:'!Q$P !
=/B$@J!4,.!&24,.:/+&,2!/P,*+!&20$2+&%$!!
=/1:$2+!1$/.!.$b*&.$:$2+' ;!

%

!

!

!

67 https://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/ 
68 https://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/ 
 

)*#+,-.&#/&B%,/#/D1"3&H;%&
3&:=61!'+/+$(Y!H$/2&2B4*6!O'$!=.&%/01!
.$b*&.$:$2+'!/((.$''!=/+&$2+'U!.&B8+'!P,+8!+,`!!
!

M;!7/%$!+8$&.!8$/6+8!&24,.:/+&,2!=.,+$0+$(!!
!!!!!!!!!!!4.,:!*2/*+8,.&E$(!/00$''g!/2(!!

";!A00$''!+8$&.!8$/6+8!&24,.:/+&,2;!!
!
0%-"*#'. &#/&B%,/#/D1"3&H;%&
K8$!H$/2&2B4*6!O'$!'$0*.&+1!.$b*&.$:$2+'!
=.,+$0+!-.,+$0+$(!7$/6+8!924,.:/+&,2!W-79X!
/B/&2'+!*2/*+8,.&E$(!/00$'';!K8$!=.,B./:!
.$b*&.$'!3+/B$!M!/2(!"!0,.$!,P]$0+&%$'!+8/+!!
0/2!P$!4,*2(!,2!+8$!>H3!Q$P'&+$;@_!
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!%/%*,3&W+%*+#%I&(1&0',D%&?&,/$&0',D%&E&B%,/#/D1"3&H;%&&
!
H$/2&2B4*6!O'$ @\!:*'+!P$!($:,2'+./+$(!P1` !

�x O'&2B!+8$!0/=/P&6&+&$'!,4!>$.+&4&$(!57#!K$082,6,B1!W>57#KX!/(,=+$(!P1!+8$!O;3;!G$=/.+:$2+!,4!
7$/6+8!/2(!7*:/2!3$.%&0$'!W773X!/'!'+/2(/.('Y!&:=6$:$2+/+&,2!'=$0&4&0/+&,2'Y!/2(!0$.+&4&0/+&,2!
0.&+$.&/!W&2!+8$!D44&0$!,4!+8$!V/+&,2/6!>,,.(&2/+,.!4,.!7$/6+8!924,.:/+&,2!K$082,6,B1U'!3+/2(/.('!
/2(!>$.+&4&0/+&,2!>.&+$.&/!.$B*6/+&,2'XY_N!/2(! !

�x H$$+&2B!>H3(̂$4&2$(!0.&+$.&/!+8.,*B8!/!=8/'$(!/==.,/08!P/'$(!,2!/2+&0&=/+$(!+$082,6,B1!/2(!
0/=/P&6&+&$'!($%$6,=:$2+;!

K,!($4&2$!:$/2&2B4*6!*'$Y!>H3!',*B8+!+,!P/6/20$!+8$!',:$+&:$'!0,:=$+&2B!0,2'&($./+&,2'!,4!&:=.,%&2B!
8$/6+8!0/.$!b*/6&+1Y!$20,*./B&2B!Q&($'=.$/(!57#!/(,=+&,2Y!=.,:,+&2B!&22,%/+&,2Y!/2(!/%,&(&2B!
&:=,'&2B!$?0$''&%$!,.!*22$0$''/.1!P*.($2'!,2 !8$/6+8!0/.$!=.,%&($.';_M!!

K8$!3+/B$!M!H$/2&2B4*6!O'$!0.&+$.&/Y!0,2'&'+$2+!Q&+8!,+8$.!=.,%&'&,2'!,4!H$(&0/.$!/2(!H$(&0/&(!6/QY!
4,0*'$'!,2` !

�x 56$0+.,2&0/661!0/=+*.&2B!8$/6+8!&24,.:/+&,2!&2!/!'+.*0+*.$(!4,.:/+g!!

�x O'&2B!+8/+!&24,.:/+&,2!+,!+./0[![$1!06&2&0/6!0,2(&+&,2'!/2(!0,::*2&0/+&2B!+8/+!&24,.:/+&,2!4,.!
0/.$!0,,.(&2/+&,2!=*.=,'$'!WQ8$+8$.!+8/+!&24,.:/+&,2!&'!'+.*0+*.$(!,.!*2'+.*0+*.$(Y!P*+!&2!
' +.*0+*.$(!4,.:/+!Q8$2$%$.!4$/'&P6$Xg!

�x 9:=6$:$2+&2B!06&2&0/6!($0&'&,2!'*==,.+!+,,6'!+,!4/0&6&+/+$!(&'$/'$!/2(!:$(&0/+&,2!:/2/B$:$2+g!!

�x O'&2B!57#'!+,!$2B/B$!=/+&$2+'!/2(!4/:&6&$'g!/2(!!

�x #$=,.+&2B!06&2&0/6!b*/6&+1!:$/'*.$'!/2(!=*P6&0!8$/6+8!&24,.:/+&,2;_"!

K8$!3+/B$!"!H$/ 2&2B4*6!O'$!0.&+$.&/Y!0,2'&'+$2+!Q&+8!,+8$.!=.,%&'&,2'!,4!H$(&0/.$!/2(!H$(&0/&(!6/QY!
$?=/2($(!*=,2!+8$!3+/B$!M!0.&+$.&/!+,!$20,*./B$!+8$!*'$!,4!8$/6+8!&24,.:/+&,2!+$082,6,B1!W8$/6+8!9KX!4,.!
0,2+&2*,*'!b*/6&+1!&:=.,%$:$2+!/+!+8$!=,&2+!,4!0/.$!/2(!+8$!$?08/2B$!,4!&24,.:/+&,2!&2!+8$!:,'+!
'+.*0+*.$( !4,.:/+!=,''&P6$;!5?/:=6$'!,4!'*08!*'$!&206*($!+8$!$6$0+.,2&0!+./2':&''&,2!,4!,.($.'!$2+$.$(!
*'&2B!>,:=*+$.&E$(!-.,%&($.!D.($.! 52+.1!W>-D5X!/2(!+8$!$6$0+.,2&0!+./2':&''&,2!,4!(&/B2,'+&0!+$'+!
.$'*6+'!W'*08!/'!P6,,( !+$'+'Y!:&0.,P&,6,B1Y!*.&2/61'&'Y!=/+8,6,B1!+$'+'Y!./(&,6,B1Y!0/.(&/0!&:/B&2BY!2*06$/.!
:$( &0&2$!+$'+'Y!=*6:,2/.1!4*20+&,2!+$'+'Y!B$2$+&0!+$'+'Y!B$2,:&0!+$'+'!/2(!,+8$.!'*08!(/+/ !2$$($(!+,!
(&/B2,'$!/2(!+.$/+!(&'$/'$X;_R!

69 http://www.healthit.gov/policy-researchers-implementers/meaningful-use 
70 79 Federal Register (FR) 54429. See also the ÒONC Fact Sheet: 2015 Edition Health IT Certification Criteria, Base EHR 
Definition, and ONC Health IT Certification Program Modifications Proposed RuleÓ at http://www.healthit.gov/sites/default/files/ONC-
Certification-Program-2015-Edition-Fact-Sheet.pdf. 
71 75 FR 44321. 
72 75 FR 44321. 
73 77 FR 64755. 
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K,!($:,2'+./+$!H$/2&2B4*6!O'$Y!=.,%&($.'!:*'+!:$$+! :$/'*.$ '!/2(!.$=,.+!+8$!*'$!,4!+8$&.!=./0+&0$'U!
57#'! +,!>H3!%&/!/++$'+/+&,2;!K8$!H$/2&2B4*6!O'$!- .,B./: '!($4&2$!56&B&P6$!-.,4$''&,2/6'!W5- 'X!/'!(,0+,.'!
,4!:$(&0&2$!,.!,'+$,=/+81Y!($2+/6!'*.B$.1!,.!($2+/6!:$(&0&2$Y!=,(&/+.&0!:$(&0&2$Y!,=+,:$+.1Y!/2(!
08&.,=./0+&0!:$(&0&2$;_T!#$%&$Q!+8$!>H3!46,Q!08/.+_<!4,.!/''&'+/20$!Q&+8!($+$.:&2&2B!&4!1,*!/.$!/2!5-!
/2(!+,!($+$.:&2 $!Q8$+8$.!+,!'$6$0+!H$(&0/.$!,.!H$(&0/&(!+,!($:,2'+./+$!H$/2&2B4*6!O'$;!!

a,+8!H$/2&2B4*6!O'$!3+/B$!M_@!/2(! 3+/B$!"__!.$b*&.$!=/.+&0&=/+&2B!=.,%&($.'!+,!e/++$'+f!+8/+!+8$1!8/%$!
:$+!0$.+/&2!,P]$0+&%$'!/2(!:$/'*.$'!.$B/.(&2B!+8$!*'$!,4!+8$!57#'! 4,.!=/+&$2+!0/.$;!K8$!/++$'+/+&,2!&'!
$44$0+&%$61!1,*. !0,24&.:/+&,2!,.!'+/+$:$2+!+8/+!1,*.!=./0+&0$!8/'!:$+!+8,'$!.$b*&.$:$2+'; !!

92!+8$!H$(&0/.$!/2(!H$(&0/&(!57#!
920$2+&%$!-.,B./:'Y!'=$0&4&0!
H$/2&2B4*6!O'$!.$b*&.$:$2+'!
&20,.=,./+$!:/21!79-AA!=.&%/01!/2(!
'$0*.&+1!.$b*&.$:$2+'! 4,.!$6$0+.,2&0!
-79!W$-79X;!a/'&0!01P$.'$0*.&+1!
=./0+&0$'!/.$!2$$($(!+,!=.,+$0+!+8$!
0,24&($2+&/6&+1Y!&2+$B.&+1Y!/2(!
/%/&6/P&6&+1!,4!8$/6+8!&24,.:/+&,2!&2!
+8$!57#!'1'+$:;!K8$'$!=.,+$0+&,2'!
/.$!$''$2+&/6!Q8$+8$.!+8$!57#!&'!
&2'+/66$(!,2!/!'$.%$.!&2!1,*.!,44&0$!,.!
8,'+$(!,2!1,*.!P$8/64!P1!/!
($%$6,=$.!,%$.!+8$!92+$.2$+;!

_T!EPs may not be hospital-based. Hospital-based EPs are any provider who furnishes 90% or more of their services in a hospital 
setting (inpatient or emergency room).  
75 http://cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/downloads/eligibility_flow_chart.pdf  
76 http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Meaningful_Use.html  
77 http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Stage_2.html  
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:5,>'%*&Y&
0,7>3%&0%+%/T0'%>&=>>*(,-5&1(*&67>3%7%/'#/D&,&
0%-"*#'.&B,/,D%7%/'&)*(-%;; &
!

6/'*($"-'#(/& &
!
K8&'!08/=+$.!($' 0.&P$'!/!'/:=6$ !'$%$2̂'+$=!/==.,/08!
+8/+!0,*6(!P$!*'$(!+,!&:=6$:$2+!/!'$0*.&+1!
:/2/B$:$2+!=.,0$''!&2!1,*.! ,.B/2&E/+&,2!/2(!&206*($'!
8$6=!4,.!/((.$'' &2B!'$0*.&+1̂.$6/+$(!.$b*&.$:$2+'!,4!
H$/2&2B4*6!O'$!4,.!+8$!H$(&0/.$!/2(!H$(&0/&(!
56$0+.,2&0!7$/6+8!#$0,.(!W57#X!920$2+&%$!-.,B./:';!!
K8$!H$/2&2B4*6!O'$!.$b*&.$:$2+'!4,.!=.&%/01!/2(!
'$0*.&+1!W(&'0*''$(!&2!>8/=+$.!<X!/.$!B.,*2($(!&2!+8$!
7$/6+8!92'*./20$!-,.+/P&6&+1!/2(!A00,*2+/P&6&+1!A0+!
W79-AAX!3$0*.&+1!#*6$;!K8&'!/==.,/08!(,$'!2,+!0,%$.!/66!
+8$!.$b*&.$:$2+'!,4!H$/2&2B4*6!O'$!/2(!+8$!79-AA!
#*6$'Y!P*+!4,66,Q&2B!+8&'!/==.,/08!:/1!8$6=!1,*!4*64&66!1,*.!0,:=6&/20$!.$'=,2'&P&6&+&$';!K8&'!&'!/!'/:=6$!
/==.,/08!4,.!'$0*.&+1!:/2/B$:$2+Y!/6+8,*B8!,00/'&,2/661!Q$!2,+$!.$6/+$(!=.&%/01!/0+&%&+&$';!

4(I&'(&!%'&0',*'%$ &(/&0%-"*#'.&
!
a$4,.$!1,*!'+/ .+Y!/'[ !1,*.!6,0/6!#$B&,2/6!5?+$2'&,2!>$2+$.!W#5>X_J!Q8$.$!1,*!0/2!B$+!8$6=;!92!/((&+&,2`!

�x >8$0[!+8$!D44&0$!,4!+8$!V/+&,2/6!>,,.(&2/+,.!4,.!7$/6+8!924,.:/+&,2!K$082,6,B1!WDV>X!7$/6+8!9K!
-.&%/01!/2(!3$0*.&+1!#$',*.0$'!Q$P!=/B$;_\ !

�x #$%&$Q!+8$!D44&0$!4,.!>&%&6!#&B8+'!WD>#X!3$0*.&+1!#*6$!)*&(/20$!H/+$.&/6;JN!

�x S,,[!/+!+8$!D>#!/*(&+!=.,+,0,6';JM!

�x S$+!1,*.!57#!($%$6,=$.W'X![2,Q!+8/+!8$/6+8!&24,.:/+&,2!'$0*.&+1!&'!,2$!,4!1,*.!:/],.!B,/6'!&2!
/(,=+&2B!/2!57#;!!

�x >8$0[!Q&+8!1,*.!:$:P$.'8&=!/'',0&/+&,2'!+,!'$$!&4!+8$1!8/%$!+./&2&2B!.$',*.0$!6&'+'!!
,.!'*BB$'+&,2';!

78 http://healthit.gov/rec 
79 http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources  
80 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html 
81 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html 
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& R@&

!

�x >8$0[!+,!'$$!&4!1,*.!6,0/6!0,::*2&+1!0,66$B$J" !,44$.'!/21!/==6&0/P6$!+./&2&2B;!

�x G&'0*''!Q&+8!1,*.!=./0+&0$!'+/44Y!/2(!/21!,+8$.!=/.+2$.'!1,* !8/%$Y!8,Q!+8$1!0/2!8$6=!1,*! 4*64&66!
1,*.!79-AA!#*6$'!.$'=,2'&P&6&+&$';!

K,!&:=6$:$2+!/!'$0*.&+1!:/2/B$:$2+!=.,0$''!&2!1,*.!,.B/2&E/+&,2Y!/2!,.B/2&E$(!/==.,/08!+,!=.&%/01!
/2(!'$0*.&+1!&'!2$0$''/.1!W'$$!3+$=!"!6/+$.!&2!+8&'!08/=+$.X;!

K8$!' $0*.&+1!: /2/B$:$2+! =.,0$''!'+/2(/.(!&'!/!.$b*&.$:$2+!&2!+8$!79-AA!3$0*.&+1!#*6$;!>,2(*0+&2B!/!
.&'[!/2/61'&'!&'!,2$!,4!+8$!.$b*&.$:$2+'!+8/+!=.,%&($'!&2'+.*0+&,2'!+,!&:=6$:$2+!+8$!' $0*.&+1!
: /2/B$:$2+! =.,0$''!'+/2(/.(;!DV>!Q,.[$ (!Q&+8!D>#!+,!0.$/+$!/!3$0*.&+1!#&'[!A''$'':$2+!W3#AX!K,,6JR!
+,!8$6=!B*&($!8$/6+8!0/.$!=.,%&($.'!W4.,:!':/66!=./0+&0$'X!+8.,*B8!+8$!.&'[!/''$'':$2+!=.,0$'';!O'$!,4!
+8&'!+,,6!&'!2,+!.$b*&.$(!P1!+8$!79-AA!3$0*.&+1!#*6$!P*+!&'!:$/2+!+,!=.,%&($!8$6=4*6!/''&'+/20$;!

a$4,.$!(&'0*''&2B!+8$!'/:=6$!'$%$2'̂+$=!/==.,/08!+,!8$6=!=.,%&($.'!&:=6$:$2+!/!'$0*.&+1!:/2/B$:$2+!
=.,0$''Y!,2$!06/.&4&0/+&,2!:*'+!P$!$:=8/'&E$(;!K8$!'0,=$!,4!/!.&'[!/2/61'&'!4,.!+8$!57#!920$2+&%$!
-.,B./:'!'$0*.&+1!.$b*&.$:$2+'!&'!:*08!2/..,Q$.!+8/2!+8$!'0,=$!,4!/!.&'[!/2/61'&'!4,.!+8$!79-AA!
3$0*.&+1!#*6$!'$0*.&+1!:/2/B$:$2+!=.,0$''!'+/2(/.(;!!

K8$!.&'[!/2/61'&'!.$b*&.$:$2+!&2!+8$!79-AA!3$0*.&+1!#*6$!&'!:*08!:,.$!$?=/2'&%$;!9+!.$b*&.$'!1,*!+,!
/''$''!+8$!=,+$2+&/6!.&'['!/2(!%*62$./P&6&+&$'!+,!+8$!0,24&($2+&/6&+1Y!&2+$B.&+1Y!/2(!/%/&6/P&6&+1!,4!/66!+8$!
$6$0+.,2&0!-.,+$0+$(!7$/6+8!924,.:/+&,2!W$-79X!+8/+!/2!,.B/2&E/+&,2!0.$/+$'Y!.$0$&%$'Y!:/&2+/&2'Y!,.!
+./2':&+'! k! 2,+!]*'+!+8$!$-79!:/&2+/&2$(!&2!>$.+&4&$(!57#!K$082,6,B1!W>57#KX;!K8&'!&206*($'!$-79!&2!
,+8$.!$6$0+.,2&0!'1'+$:'!/2(!/66!4,.:'!,4!$6$0+.,2&0!:$(&/Y!'*08!/'!8/.(!(.&%$'Y!46,==1!(&'['Y!0,:=/0+!
( &'0'!W>G'XY!(&B&+/6!%&($,!(&'0'!WGcG'XY!':/.+!0/.('!,.!,+8$.!'+,./B$!($%&0$'Y!=$.',2/6!(&B&+/6!/''&'+/2+'Y!
+./2':&''&,2!:$(&/Y!,.!=,.+/P6$!$6$0+.,2&0!:$(&/;JT!92!/((&+&,2Y!1,*!Q&66!2$$(!+,!=$.&,(&0/661!.$%&$Q!!
1,*.!.&'[!/2/61'&'!+,!/''$''!Q8$+8$.!08/2B$'!&2!1,*.!$2%&.,2:$2+!2$0$''&+/+$!*=(/+$'!+,!1,*.!!
'$0*.&+1!:$/'*.$';! !

O2($.!+8$!79-AA!3$0*.&+1!#*6$Y!+8$!4.$b*$201!,4!.$%&$Q'!Q&66!%/.1!/:,2B!=.,%&($.';!3,:$!=.,%&($.'!:/1!
=$.4,.:!+8$'$!.$%&$Q'!/22*/661!,.!/'!2$$($(!($=$2(&2B!,2!0&.0*:'+/20$'!,4!+8$&.!$2%&.,2:$2+;!O2($.!
+8$!57#!920$2+&%$!-.,B./:'Y!+8$!.$%&$Q'!/.$!.$b*&.$(!4,.!$/08!57#!.$=,.+&2B!=$.&,(;!C,.!56&B&P6$!
-.,4$''&,2/6'!W5-'XY!+8$!57#!.$=,.+&2B!=$.&,(!Q&66!P$!\N!(/1'!,.!/!4*66!0/6$2(/.!1$/.Y!($=$2(&2B!,2!+8$!
=.,%&($.U'!1$/.!,4!=/.+&0&=/+&,2!&2!+8$!=.,B./:;!

!

!

82 http://www.healthit.gov/policy-researchers-implementers/community-college-consortia  
83 http://healthit.gov/providers-professionals/security-risk-assessment-tool 
84 ItÕs not just the ePHI in EHRs but also in practice management systems, claim processing systems, billing, patient flow (bed 
management), care and case management, document scanning, clinical portals, and dozens of other ancillary systems that donÕt 
meet the definition of CEHRT. 
 

0,
7>

3%
&

0%
+

%
/

T0
'%

>
&=

>
>

*(
,-

5
&1

(*
&&

67
>

3%
7%

/'#
/D

&
,&

0%
-"

*#
'.&

B
,/,

D
%

7%
/'&

)*
(-

%
;;&

&

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

http://www.healthit.gov/policy-researchers-implementers/community-college-consortia
http://healthit.gov/providers-professionals/security-risk-assessment-tool
http://www.healthit.gov/policy-researchers-implementers/community-college-consortia
http://healthit.gov/providers-professionals/security-risk-assessment-tool


!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& R_&

!

0,7>3%&0%+%/T0'%>&=>>*(,-5 &1(*&67>3%7%/'#/D&,&0%-"*#'.&B,/, D%7%/'&
)*(-%;;&&
!
K8$!'/:=6$!' $%$2!'+$='!Q8&08!Q&66!P$!(&'0*''$(!8$.$!/.$`!

3+$=!M̀!S$/(!L,*.!>*6+*.$Y!3$6$0+!L,*.!K$/:Y!/2(!S$/.2!
3+$=!"̀!G,0*:$2+!L,*.!-.,0$''Y!C&2(&2B'Y!/2(!A0+&,2'!
3+$=!R̀!#$%&$Q!5?&'+&2B!3$0*.&+1!,4!$-79!W-$.4,.:!3$0*.&+1!#&'[!A2/61'&'X!
3+$=!T̀!G$%$6,=!/2!A0+&,2!-6/2!
3+$=!<̀!H/2/B$!/2(!H&+&B/+$!#&'['!
3+$=!@̀!A++$'+!4,.!H$/2&2B4*6!O'$!3$0*.&+1^#$6/+$(!DP]$0+&%$!!
3+$=!_̀!H,2&+,.Y!A*(&+Y!/2(!O=(/+$!3$0*.&+1!,2!/2!D2B,&2B!a/'&'!

0'%>&?Z&<%,$&F("*&:"3'"*%P&0%3%-'&F("*&8%,7P&,/$&<%,*/&
L,*.!6$/($.'8&=!k!$'=$0&/661!1,*.!$:=8/'&'!,2 !+8$!
&:=,.+/20$!,4!=.,+$0+&2B!=/+&$2+!&24,.:/+&,2!k! &'!%&+/6!
+,!1,*.! =./0+&0$U'!=.&%/01!/2(!'$0*.&+1!/0+&%&+&$';!L,*.!
0,::&+:$2+!+,!/2!,.B/2&E$(!=6/2!/2(!/==.,/08!+,!
&2+$B./+&2B!=.&%/01!/2(!'$0*.&+1!&2+,!1,*.!=./0+&0$!!
&'!&:=,.+/2+;!

K8&'!4&.'+!'+$=!&2!1,*.!'$%$2̂'+$=!/==.,/08 !=.$'$2+'!'&?!
/0+&,2'!+8/+!1,*!'8,*6(!+/[$!+,!'$+!+8$!'+/B$!4,.!
&:=6$:$2+&2B!/2!$44$0+&%$!'$0*.&+1!:/2/B$:$2+!
=.,0$''!4,.!1,*.!,.B/2&E/+&,2;!5/08!,4!+8$'$!'&?!/0+&,2'!
&'!(&'0*''$(!P$6,Q;!

MA;!G$'&B2/+$!/!3$0*.&+1!D44&0$.W'X!
Ma;!G&'0*''!7 9-AA!3$0*.&+1!#$b*&.$:$2+'!Q&+8!

L,*.!57#! G$%$6,=$.!
M>;!>,2'&($.!O'&2B!/! d*/6&4&$(!-.,4$''&,2/6!+,!

A''&'+!Q&+8!L,*. !3$0*.&+1!#&'[!A2/61'&'!
MG;!O'$!K,,6' !+,!-.$%&$Q!L,*.! 3$0*.&+1!#&'[!A2/61'&'!
M5;!#$4.$'8!L,*.! Z2,Q6$(B$!a/'$ !,4!+8$!79-AA!#*6$'!
MC;!-.,:,+$!/! >*6+*.$!,4!- .,+$0+&2B!- /+&$2+!- .&%/01!/2(!3$0*.&2B!-/+&$2+!924,.:/+&,2 !

J(&N#O@P#!&21I)0(&#0#J&84+1(.#Q**18&+R2S##
L,*.!'$0*.&+1!,44&0$.!Q&66!P$!.$'=,2'&P6$!4,.!($%$6,=&2B!/2(!:/&2+/&2&2B!1,*.!'$0*.&+1!=./0+&0$'!+,!:$$+!
79-AA!.$b*&.$:$2+';!K8&'!=$.',2!0,*6(!P$!=/.+!,4!1,*.!57#!/(,=+&,2!+$/:!/2(! '8,*6(! P$!/P6$!+,!Q,.[!
$44$0+&%$61!Q&+8!,+8$.';!

A!'$0*.&+1!,44&0$.!&'!.$'=,2'&P6$!4,.!=.,+$0+&2B!1,*.!=/+&$2+'U!$-79!4.,:!*2/*+8,.&E$(!/00$'' !P1!!
Q,.[ &2B!$44$0+&%$61!Q&+8!,+8$.'!+,!'/4$B*/.(!=/+&$2+!&24,.:/+&,2;!A+!%/.&,*'!+&:$'Y!+8$!,44&0$.!Q&66!!
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& RJ&

!

2$$(!+,!0,,.(&2/ +$!Q&+8!1,*.!=.&%/01!,44&0$.!W&4!/!(&44$.$2+!=$.',2XY!=./0+&0$!:/2/B$.Y!&24,.:/+&,2!
+$082,6,B1!W9KX!/(:&2&'+./+,.!,.!0,2'*6+/2+Y!1,*.!57#!($%$6,=$.Y!/2(!6$B/6!0,*2'$6;!!

F8$2!1,*!($'&B2/+$!1,*.!,44&0$.W'XY!P$!'*.$!+,` !

�x #$0,.(!/66!,44&0$.!/''&B2:$2+'!&2!/!=$.:/2$2+! (,0*:$2+/+&,2!4&6$!W+8&'!4&6$!'8,*6(!4,0*'!,2!
79-AA!0,:=6&/20$!$44,.+'XY!$%$2!&4!1,*!/.$!+8$!,44&0$.W'X;!

�x G&'0*''!1,*.!$?=$0+/+&,2'!4,.!+8$!,44&0$.!/2(!8&'h8$.!/00,*2+/P&6&+1;!V,+$!+8/+!1,*Y!/'!/!>,%$.$(!
52+&+1!W>5XY!.$+/&2!*6+&:/+$!.$'=,2'&P&6&+1!4,.!79-AA!0,:=6&/20$;!

�x 52/P6$!1,*.!($'&B2/+$(!,44&0$.W'X!+,!($%$6,=!/!4*66!*2($.'+/2(&2B!,4!+8$!79-AA!#*6$'!',!+8$1!0/2!
'*00$$(!&2!+8$&.!.,6$';!C,.!$?/:=6$Y!/66,Q!+8$: !+&:$!+,!=/.+&0&=/+$!&2!=.&%/01!/2(!'$0*.&+1!
=.$'$2+/+&,2'Y!'$:&2/.'Y!/2 (!Q$P&2/.'!/2(! +,!.$/(!/2(!.$%&$Q!+8$!C&2/6!#*6$'!/2(!+8$!/2/61'&'!
/2(!'*::/.&$'!,2! +8$!DV>!7$/6+8!9K!-.&%/01!/2(!3$0*.&+1!#$',*.0$'!Q$P!=/B$YJ<!&206*(&2B!+8$!
8$6=4*6!D>#!/*(&+!=.,+,0,6';J@!7/%$!+8$:!*'$!+8$!DV>!>1P$.'$0*.$!+./&2&2B!B/:$'J_!/'!/!*'$4*6!
+./&2&2B!+,,6;!

J(&N#OCP#!128422#5$/@@#J&84+1(.#F&G41+&,&)(2#61(;#T"4+#U5F#!&=&9"N&+#
A'!1,*!=.$=/.$!4,.!+8$!'$0*.&+1!.&'[!/2/61'&'Y!:$$+!Q&+8!1,*.!57#!($%$6,=$.!+,!*2($.'+/2(!8,Q!1,*.!
'1'+$:! 0/2!P$!&:=6$:$2+$(!&2!/!:/22$.!0,2'&'+$2+!Q&+8!+8$!79-AA!.$b*&.$:$2+'!/2(!+8,'$!4,.!
($:,2'+./+&2B!3+/B$!M!/2(!3+/B$!"!H$/2&2B4*6!O'$!W'$$!>8/=+$.'!T!/2(!<X;!!

�x a$4,.$!1,*!=*.08/'$!/2!57#Y!=$.4,.:!1,*.!(*$!(&6&B$20$!P1!(&'0*'' &2B!/2(!0,24&.: &2B!=.&%/01!
/2(!'$0*.&+1!0,:=6&/20$!.$b*&.$:$2+'!/2(!=.,(*0+!0/=/P&6&+&$';!#$4$.!+,!+8$!6&'+&2B!,4!>57#K!
($%$6,=$.'JJ!/'!1,* !=.,0$$(; !!

�x 94!1,*!8/%$!&:=6$:$2+$(!/2!57#Y!0,24&.:!1,*.!=./0+&0$U'!*2($.'+/2(&2B!,4!+8$!,%$./66!4*20+&,2'!
+8/+!1,*.!57#!=.,(*0+!,44$.' !/2(!+8$2!/''$''! 1,*.!0*..$2+!'$0*.&+1!'$++&2B';!!

�x L,*!Q,*6(!Q/2+!+,!:/[$!'*.$!+8/+!+8$!57#!'1'+$:!0/2!P$!0,24&B*.$(!+,!1,*.!=,6&0&$'!/2(!
=.,0$(*.$' !/2(!+8/+!+8$!57#!Q&66!'&B2!/!a*'&2$''!A'',0&/+$!AB.$$:$2+!WaAAX!+8/+!.$46$0+'!1,*.!
$?=$0+/+&,2';!>,24&.:!/21!=6/22$(!/((&+&,2/6!0/=/P&6&+&$'!+8/+!1,*!2$$(!,.!+8/+!1,*.!57#!
($%$6,=$.!&'!.$'=,2'&P6$!4,.!=.,%&(&2BY!$'=$0&/661!&4!/21!/.$!.$b*&.$(!+,!($:,2'+./+$!H$/2&2B4*6!
O'$;!A'[!+8$!($%$6,=$.!4,.!&+'!=.&0&2B!4,.!+./&2&2B!'+/44!,2!+8,'$!4*20+&,2'Y!($%$6,=&2B!.$6$%/2+!
=,6&0&$'!/2(!=.,0$(*.$'Y!/2(!0,..$0+&2B!'$0*.&+1'̂$++&2B!($4&0&$20&$'!&2!+8$!57#!'1'+$:;!

J(&N#OAP#A")21'&+#721)I#0#V4091*1&'#/+"*&221")09#("#@2212(#61(;#T"4+#J&84+1(.##
F12W#@)09.212#
L,*.!'$0*.&+1!.&'[!/2/61'&'!:*'+!P$!0,2(*0+$( !&2!/!:/22$.!0,2'&'+$2+!Q&+8!+8$!79-AA!3$0*.&+1!#*6$Y!,.!
1,*!Q&66!6/0[!+8$!&24,.:/+&,2!2$0$''/.1!+,!$44$0+&%$61!=.,+$0+!$-79;!V,+$!+8/+!(,&2B!+8$!/2/61'&'!&28̂,*'$!

85 http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources  
86 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html  
87 http://www.healthit.gov/providers-professionals/privacy-security-training-games  
88 http://oncchpl.force.com/ehrcert?q=chpl 
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& R\&

!

:/1!.$b*&.$!/2!*=4.,2+!&2%$'+:$2+!,4!1,*.!+&:$!/2(!/!'+/44!:$:P$.U'!+&:$!+,!*2($.'+/2(!/2(!/((.$''!
$6$0+.,2&0!&24,.:/+&,2!'$0*.&+1!&''*$'!/2(!+8$!79-AA!3$0*.&+1!#*6$;!!
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!

!
<A;!9:=6$:$2+!L,*.!A0+&,2!-6/2!WQ8&08!&206*($'!*'&2B!/==6&0/P6$!57#!'$0*.&+1!'$++&2B'!/2(!!

*=(/+&2B!1,*.!79-AÂ.$6/+$(!=,6&0&$'!/2(!=.,0$(*.$'X!
<a;!-.$%$2+!a.$/08$'!P1!5(*0/+&2B!/2(!K./&2&2B!L,*.!F,.[4,.0$!
<>;!>,::*2&0/+$!Q&+8!-/+&$2+'!
<G;!O=(/+$!L,*.!aA!>,2+./0+'!

K8.,*B8,*+!+8&'!=.,0$''Y!0,2+&2*$!1,*.!$44,.+'!+,!P*&6(!/!0*6+*.$!+8/+!%/6*$'!=/+&$2+'U!8$/6+8!&24,.:/+&,2!
/2(!/0+&%$61!=.,+$0+'!&+;!D2$!$/'1!Q/1!&'!+,!B&%$!1,*.!'+/44!+&:$!+,!=6/1!DV>U'!>1P$.'$0*.$!+./&2&2B!
B/:$' ;MNM!K8$!B/:$'!/.$!/!4*2!/2(!$2B/B&2B!Q/1!+,!=.,%&($!/2'Q$.'!+,!:/21 !,4!+8$!$%$.1(/1!b*$'+&,2'!
/.,*2(!'/4$B*/.(&2B!-79; !

J(&N#[ @P#$,N9&,&)(#T"4+#@8(1")#/90) #
K8$!B,/6!,4!4,66,Q&2B!1,*.!'$0*.&+1!.&'[!/0+&,2!=6/2!&'!+,!=.,+$0+!=/+&$2+!$-79!+8.,*B8!,2B,&2B!$44,.+'!+,!
&($2+&41Y!/''$''Y!/2(!:/2/B$!.&'[';!A'!(&'0*''$(!&2!3+$=!TY!1,*.!/0+&,2!=6/2Y!.$B/.(6$''!,4!8,Q!&+!&'!
,.B/2&E$(Y!'8,*6(!/((.$''!/66!4&%$!79-AA!'$0*.&+1!0,:=,2$2+'`!!

�x A(:&2&'+./+&%$!'/4$B*/.('!

�x -81'&0/6!'/4$B*/.(' !

�x K$082&0/6!'/4$B*/.('!

�x D.B/2&E/+&,2/6!'+/2(/.('!

�x -,6&0&$'!/2(!=.,0$(*.$' !

K8&'!'$0+&,2!4,0*'$'!,2!+$082&0/6!'/4$B*/.('!/2(!=,6&0&$'!/2(!=.,0$(*.$';!>8/=+$.!T!/2(!>8/=+$.!@!
W3+$='!MY!TY!/2(!<GX!=.,%&($!/((&+&,2/6!&24,.:/+&,2!/P,*+!+8$'$!4&%$!0,:=,2$2+';!

R+'&*-7$"&+%N1)D*"$,%N1$$"+K#%"+%C&D*%FGH%

94!/2!57#!&'!0$.+&4&$(YMN"!&+!8/' !/!=/0[/B$!,4!0,.$!+$082&0/6!'$0*.&+1!4*20+&,2'Y!'*08!/'!+8$!/P&6&+1!+,!
/*+8$2+&0/+$!*'$.'!Q&+8!%/6&(!/00,*2+';!7,Q$%$.`!

�x O'$!,4!>57#K!(,$'! 2,+!:$/2!+8 /+!1,*.!=./0+&0$!&'!e79-AA!0,:=6&/2+;f!!

�x >$.+&4&0/+&,2!(,$'!2,+!B*/./2+$$!=$.4,.:/20$!,.!.$6&/P&6&+1!,4!'$0*.&+1!4*20+&,2'!&2!>57#KY!
$'=$0&/661!&4!1,*!+*.2!,44!4*20+&,2'!+8/+!/.$!&:=,.+/2+!+,!-.&%/01!/2(!3$0*.&+1!#*6$!0,:=6&/20$;!

�x K8$!'$0*.&+1!4*20+&,2'!,4!+8$!>57#K!:/1!P$!e,44Yf!,.!+8$!'$++&2B'!0,*6(!P$!/+!/!'*P,=+&:/6!6$%$6!
k! P,+8!0/2!0.$/+$!%*62$./P&6&+&$';!
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!

9+!&'!%&+/6!+8/+!1,*.!=./0+&0$!6$/.2'!/P,*+!+8$!
'$0*.&+1!'$++&2B'!&2!1,*.!57#Y!/2(!1,*. !/''&B2$(!
57#!/(:&2&'+./+,. W'X!:*'+! 8/%$!/00$''!+,!+8$'$!
'$++&2B';!L,*.!7$/6+8!924,.:/+&,2!5?08/2B$!
W795X!:/1!8/%$!'=$0&4&0!.$b*&.$:$2+'!4,.!
'$0*.&+1!'$++&2B';!

L,*.!.&'[!/2/61'&'!'8,*6(!'=$0&4&0/661!$?/:&2$!
+8$!/($b*/01!,4!1,*.!57#!'$0*.&+1!'/4$B*/.('!
/'! 1,*.!'1'+$: !+./2':&+'Y!'+,.$'Y!/2(!/66,Q'!
:,(&4&0/+&,2'!+,!$-79;!!

V$$(!/''&'+/20$!Q&+8!/==.,=.&/+$61!0,24&B*.&2B!!
1,*.!57#!'$0*.&+1!4$/+*.$'I!92!/((&+&,2!+,!Q,.[&2B!Q&+8!/2!&24,.:/+&,2!'$0*.&+1!$?=$.+Y!B/+8$.!
&24,.:/+&,2!4.,:! ',*.0$' !'*08!/'` !!

�x DV>U'!7$/6+8!9K!-.&%/01!/2(!3$0*.&+1!#$',*.0$'!Q$P!=/B$MNR!

�x L,*.!57#! ($%$6,=$.!!

�x L,*.! '+/+$!,.!0,*2+1!:$(&0/6!/'',0&/+&,2!

[*"$$1+%M&B")"1#%7+3%M*&)13D*1#%

F &+8!.$'=$0+!+,!=.,+$0+&2B!=/+&$2+!&24,.:/+&,2Y!1,*.!=,6&0&$'!/2(!=.,0$(*.$'!B*&($!8,Q!1,*.!=./0+&0$!
,=$./+$'!,2!/!(/1 +̂, (̂/1 !P/'&';!L, *.!:$(&0/6!=./0+&0$!=,6&0&$'!/2(!=.,0$(*.$'!'8,*6(!/00,:=6&'8!+8$!
4,66,Q&2BY!/+!:&2&:*:`!

�x 5'+/P6&'8!=.,+,0,6'!4,.!/66!4&%$!'$0*.&+1!0,:=,2 $2+'!W/(:&2&'+./+&%$Y!=81'&0/6Y!/2(!+$082&0/6!
'/4$B*/.(' g!,.B/2&E/+&,2/6!'+/2(/.('g!/2(!=,6&0&$'!/2(!=.,0$(*.$'X;!

�x >,::&+!+,!/!79-AA!+./&2&2B!=.,B./:!4,.!/66!2$Q!'+/44!Q8$2!+8$1!/.$!8&.$(!/2(!,2! /!.$B*6/.!P/'&'!
4,.!+8$!$2+&.$!Q,.[4,.0$;!

�x 92'+.*0+!1,*.!Q,.[4,.0$!,2!Q8/+!+,!(,!Q8$2!',:$+8&2B!8/==$2'!+8/+!&:=/&.'!+8$!/%/&6/P&6&+1Y!
&2+$B.&+1Y!,.!0,24&($2+&/6&+1!,4!$-79;!W3,:$+&:$'!+8$'$!&2'+.*0+&,2'!/.$!6/P$6$(!/'!e&20&($2+!
.$'=,2'$ f!,.! eP.$/08!2,+&4&0/+&,2!/2(!:/2/B$:$2+ f!=6/2';X!

�x 3=$0&41!/!'/20+&,2!=,6&01!4,.!%&,6/+&,2'!,4!+8$!-.&%/01Y!3$0*.&+1Y!,.!a.$/08!V,+&4&0/+&,2!#*6$'!,.!
1,*.!=,6&0&$'!/2(!=.,0$(*.$' ;!L,*.!'/20+&,2!=,6&01!:*'+!P$!/==6&$(!0,2'&'+$2+61!/'!Q.&++$2;!

�x G$+/&6!$24,.0$:$2+Y!'+/.+&2B!Q&+8!+8$!*'$!,4!1,*.!57#!'$0*.&+1!/*(&+!6,B'!+,!:,2&+,.!/00$''Y!*'$Y!
/2(!(&'06,'*.$!,4! $-79;!!

�x 3=$0&41!+8$!2$$(!4,.!Q.&++$2!/B.$$:$2+'!Q&+8!aA'! +8/+!($+/&6!+8$&.!'=$0&4&0!.$'=,2'&P&6&+1!+,!
0,:=61!Q&+8!=.&%/01!/2(!'$0*.&+1;!
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!

A'!1,*!:/[$!+8$!*=(/+$'Y!. $+/&2!,*+(/+$(!=,6&0&$'!/2(!=.,0$(*.$'!&2!1,*.!'$0*.&+1!
( ,0*:$2+/+&,2!4,6($.!/'!($'0.&P$(!&2!3+$=!" ;!!

D20$!1,*.!Q.&++$2!=,6&0&$'!/2(!=.,0$(*.$'!/.$!&2!=6/0$Y!+8$!79-AA!#*6$'!.$b*&.$!+8/+!1,*!
(,!+8$!4,66,Q&2B`!

�x K./&2!1,*.! Q,.[4,.0$!W'$$!3+$=!<aX!,2!Q8/+!&'!.$b*&.$(!/2(!8,Q!+,!&:=6$:$2+!+8$!=,6&0&$'!/2(!
=.,0$(*.$';!79-AA! .$b*&.$'!+8/+!1,*.!Q,.[4,.0$!P$!'=$0&4&0/661!+./&2$(!,2!+8$'$!=,6&0&$'!/2(!
=.,0$(*.$' Y!&206*(&2B!P.$/08!2,+&4&0/+&,2;!L,*.!Q,.[4,.0$!Q&66!2$$(!=$.&,(&0!.$4.$'8$.!+./&2&2B!
,2!2$Q!/'=$0+'!,4!1,*.!'$0*.&+1!=.,B./: ;!

�x >,24&.:!+8/+!1,*!8/%$!&($2+&4&$(!/66!1,*.!aA';!>,2+/0+!+8$:!/2(!0,24&.:!+8.,*B8!Q.&++$2!
/B.$$:$2+'! +8/+!+8$1!*2($.'+/2(!+8$&.!.$'=,2'&P&6&+&$'!+,!0/..1!,*+!79-AA!#*6$'!.$b*&.$:$2+'!
/2 (!+,!&24,.:!1,*!,4!/21!P.$/08$'; !

�x >,2'&'+$2+61!/==61!1,*. !=,6&0&$'!/2(!=.,0$(*.$'!Q8$2!*2/*+8,.&E$(!/00$''!+,!-79!,00*.';!
F8$2$%$.!/!:$:P$.!,4!1,*.! Q,.[4,.0$!(, $'!2,+!0,:=61!Q&+8!1,*.!=,6&0&$'!/2(!=.,0$(*.$'Y!8$!
,.!'8$ !:*'+!P$!'/20+&,2$(;!L,*!:*'+!8/%$!/!'/20+&,2'!=,6&01!&2!=6/0$!+,!$2'*.$!/66!:$:P$.'!,4!
+8$!Q,.[4,.0$!/.$!+.$/+$(!4/&.61;!G,0*:$2+!1,*.!/0+&,2'; !

�x -$.&,(&0/661!.$%&$Q!1,*.!=,6&0&$'!/2(!=.,0$(*.$'!+,!:/[$!'*.$ !+8$1!/.$!0*..$2+!/2(!1,*.!
=./0+&0$!/(8$. $'!+,!+8$:;!!

�x O=(/+$!1,*.!=,6&0&$'!/2(!=.,0$(*.$'!Q8$2!08/2B$'!&2!1,*.!&2+$.2/6!,.!$?+$.2/6!$2%&.,2:$2+!
0.$/+$!2$Q!.&'[';!

�x #$+/&2!=,6&0&$'!/2(!=.,0$(*.$'!&2!1,*.!(,0*:$2+/+&,2!4,6($.!4,.!/+!6$/'+!'&?!1$/.'!/4+$.!1,*!8/%$!
*=(/+$(!,.!.$=6/0$(!+8$: !W'$$!3+$=!"X;!3+/+$!/2(!=.&%/+$'̂$0+,.!.$b*&.$:$2+'!:/1!'=$0&41!/!
6,2B$.!+&:$!=$.&,(!4,.!.$+$2+&,2;!

J(&N#[CP#/+&=&)(#C+&08;&2#3.#U'480(1)I#0)'#:+01)1)I#T"4+#D"+W*"+8&#
F,.[4,.0$!$(*0/+&,2!/2(!+./&2&2B!k! =6*'!/!0*6+*.$!+8/+!%/6*$'!=/+&$2+'U!=.&%/01!k! /.$!/!2$0$''/.1!=/.+!
,4!.&'[!:/2/B$:$2+; !A66!,4!1,*.!Q,.[4,.0$!:$:P$.'! k!$:=6,1$$'Y! %,6*2+$$.'Y!+./&2$$'Y!/2(!0,2+./0+,.'!
'*==,.+&2B!1,*.!,44&0$!k! 2$$(!+,![2,Q!8,Q!+,!'/4$B*/.(!=/+&$2+!&24,.:/+&,2!&2!1,*.!=./0+&0$;!L,*.!
+./&2&2B!=.,B./:!'8,*6(!=.$=/.$!1,*.!Q,.[4,.0$! +,!0/..1!,*+ `!

�x K8$&.!.,6$'!/2(!.$'=,2'&P&6&+&$'!&2!'/4$B*/.(&2B!=/+&$2+'U!8$/6+8!&24,.:/+&,2!/2(!0,:=61&2B!Q&+8!
+8$!79-AA!#*6$'!

�x L,*.!79-AA .̂$6/+$(!=,6&0&$'!!

�x L,*.!=.,0$(*.$'Y!&206*(&2B!=.,0$''$'!+,!:,2&+,.!'$0*.&+1!/2(!'+$='!4,.!P.$/08!2,+&4&0/+&,2'!!
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!

!"#$%&'(&&
)*#+,-.&,/$&0%-"*#'.&(1&23%-'*(/#-&4%,3'5&6/1(*7,'#(/&& <N&

!

L,*.! Q,.[4,.0$ !:/1!2$$(!4,0*'$(!
+./&2&2B!+,!($%$6,=!+8$!.$b*&'&+$!
'[&66'!+,!=$.4,.:!+8$!'+$='!1,*!
.$b*&.$;!DV>U'!>1P$.'$0*.$!
+./&2&2B!B/:$'MNT!/2(! :,P&6$!
($%&0$!+./&2&2B!%&($,'MN<!/.$ !
8&B861!.$0,::$2($(!.$',*.0$'; !

#$&24,.0$!Q,.[4,.0$!+./&2&2B!Q&+8!
.$:&2($.' ;!AP,%$!/66Y!6$/(!P1!
$?/:=6$!P1!/(8$.&2B!+,!1,*.!
=,6&0&$'!/2(!=.,0$(*.$';!!

0*1\D1+),%&'%[&*J'&*)1%@*7"+"+K%

L,*.!=./0+&0$!:*'+ !$(*0/+$!/2(!
+./&2!&2(&%&(*/6!Q,.[4,.0$!
:$:P$.'! /+!+8$!+&:$!$/08!=$.',2! &'!8&.$(!,.!0,2+./0+$(;!92(*'+.1!P$'+!=./0+&0$'!'*BB$'+!+8/+!+8$!$2+&.$!
Q,.[4,.0$!'8,*6(!P$!+./&2$(!/+!6$/'+!,20$!$%$.1!1$/.!/2(!/21!+&:$!1,*.!=./0+&0$!08/2B$'!&+'!=,6&0&$'!,.!
=.,0$(*.$'Y!'1'+$:'Y !6,0/+&,2Y!&24./'+.*0+*.$Y!$+0;!9+!&'!=/.+&0*6/.61!&:=,.+/2+!+8/+!1,*.!Q,.[4,.0$ !P$!
+./&2$(!,2!8,Q!+,!.$'=,2 (!&::$(&/+$61!+,!/21!=,+$2+&/6!'$0*.&+1!&20&($2+'!,.!/2!*2/*+8,.&E$(!(&'06,'*.$!
,4!$-79!P$0/*'$!+8$'$!'&+*/+&,2'!:/1!P$! P.$/08$';!

V7J"+K%M*&$1)$"+K%M7$"1+$%R+'&*-7$"&+%M7*$%&'%C&D*%H&D$"+1%

G$6&P$./+$61!0.$/+$!/!0*6+*.$!+8/+!$:=8/'&E$'!-79!0,24&($2+&/6&+1;!L,*!0/2!(,!+8&'!&2!/!2*:P$.!,4!Q/1'Y!
Q8&08!&206*($`!

�x 3=$/[ &2B!,4+$2!/P,*+!+8$!&:=,.+/20$!,4!+.*'+!&2!+8$!=/+&$2+=̂.,%&($.!.$6/+&,2'8&=;!#$:&2(!1,*.!
Q,.[4,.0$! +8/+!=/+&$2+'!$?=$0+!1,*.!=./0+&0$!+,!P$!/!B,,(!'+$Q/.(!,4!+8$&.!8$/6+8!&24,.:/+&,2;!!

�x >,2+&2*/661!.$:&2(&2B!'+/44!+,!'/4$B*/.(!=/+&$2+!0,24&($2+&/6&+1!/2(!+8$!'$0*.&+1!,4!$-79;!

�x H/[ &2B!'*.$!1,*.!'+/44!8/'!/!0,=1!,4!1,*.!=,6&0&$'!/2(!=.,0$(*.$'!4,.!$/'1!.$4$.$20$; !#$:&2(!
+8$:!+,!0,:=61!Q&+8!+8,'$!=,6&0&$'!/2(!=.,0$(*.$';!

�x A((.$''&2B!'+/44!b*$'+&,2'Y!/2(!B$++&2B!,*+'&($!.$',*.0$'!+,!8$6=!&4!1,*!4$$6!1,*!2$$(!/((&+&,2/6!
$?=$.+&'$!Q&+8!:$''/B$!($6&%$.1;!

�x #$/''$'' &2B!$/08!Q,.[4,.0$!:$:P$.U'!],P!4*20+&,2'!/2(!$2/P6&2B!8&:h8$.!+,!/00$''!,261!+8$!
:&2&:*:!2$0$''/.1!8$/6+8!&24,.:/+&,2!/'!/==.,=.&/+$; !

J(&N#[ AP#A",,4)180(&#61(;#/0(1&)(2#
L,*.!=/+&$2+'!:/1!P$!0,20$.2$(!/P,*+!+8$!0,24&($2+&/6&+1!/2(!'$0*.&+1!,4!+8$&.!8$/6+8!&24,.:/+&,2!&2!/2!
57#;!G,2U+!Q/&+!4,.!+8$:!+,!/'[;!92'+$/(Y!=.,%&($!+8$:!Q&+8!&24,.:/+&,2!/P,*+!57#'Y!$'=$0&/661!+8$!
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106 http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources 
107 http://www.healthit.gov/patients-families/protecting-your-privacy-security and 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf 
108 http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources 
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109 OCRÕs patient access memo may be a helpful resource regarding patientsÕ health information rights: 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/righttoaccessmemo.pdf 
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110 http://www.healthit.gov/providers-professionals/faqs/can-you-use-email-send-health-information-using-your-mobile-device 
111 http://www.healthit.gov/providers-professionals/faqs/can-you-use-texting-communicate-health-information-even-if-it-another-p!
112 http://www.cms.gov/Regulations-and-
Guidance/Legislation/EHRIncentivePrograms/Downloads/Stage2_MeaningfulUseSpecSheet_TableContents_EPs.pdf 
113!Modifications to the Rules expand the types of entities considered BAs and place more obligations on BAs to strictly follow the 
HIPAA Security Rule.  
114 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html 
115 http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/RegistrationandAttestation.html 
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2,+!0,:=.,:&'$(!-79Y!1,*.!=./0+&0$!:*'+!0,2(*0+!+8$!.&'[!/''$'':$2+!&2!B,,(!4/&+8!/2(! P1!+8,.,*B861!
/''$''&2B! /+!6$/'+!+8$!4,*.!.$b*&.$(!$6$:$2+'MRN!6&'+$(!P$6,Q;!

�x K8$!2/+*.$!/2(!$?+$2+!,4!+8$!-79!&2%,6%$(!&2!+8$!*'$!,.!(&'06,'*.$Y!&206*(&2B!+8$!+1=$'!,4
&($2+&4&$.'!/2(!+8$!6&[$6&8,,(!+8/+!-79!0,*6(!P$!.$^&($2+&4&$(

o A'!2,+$(!/P,%$Y!&4!1,*.!=./0+&0$!8/'!/!P.$/08!,4!$20.1=+$(!(/+/!k! /2(!&4!1,*!8/(
4,66,Q$(!'+/2(/.(!$20.1=+&,2!'=$0&4&0/+&,2'!k! &+!Q,*6(!2,+!P$!0,2'&($.$(!/!P.$/08!,4
*2'$0*.$(!(/+/Y!/2(! 1,*!Q,*6(!2,+!8/%$!+,!.$=,.+!&+;

�x K8$!*2/*+8,.&E$(!=$.',2!Q8,!*'$(!+8$!-79!,.!+,!Q8,:!+8 $!(&'06,'*.$!Q/'!:/($ !W$;B;Y!/!'&P6&2B
,.!/!],*.2/6&'+X

127 Federal Register (FR). (24 August, 2009). Rules and Regulations. II.A. Guidance Specifying the Technologies and 
Methodologies That Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals 
(Vol. 74, No. 162). Paragraph 3, pp. 42741-42. 
128 http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html  
129 45 Code of Federal Regulations (CFR) 164.402(2); http://www.ecfr.gov/cgi-bin/text-
idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5#se45.1.164_1402 
130 The four elements are taken from the ÒDefinition of BreachÓ section at 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/. 
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!

�x K8$!6&[$6&8,,(!+8/+!/21!-79!Q/'! /0+*/661!/0b*&.$(!,.!%&$Q$(!W$;B;Y!/2!/*(&+!+./&6!Q,*6(!!
=.,%&($!&2'&B8+'X!

�x K8$!$?+$2+!+,!Q8&08!+8$!.&'[!+,!+8$!-79!8/'!P$$2!:&+&B/+$(!W$;B;Y!=.,:=+61!08/2B$(!!
$20.1=+&,2![$1X!

F8$2!=$.4,.:&2B!+8&'!/''$'':$2+Y!1,*!'8,*6(!/((.$''!$/08!$6$:$2+!'$=/./+$61!/2(!+8$2!/2/61E$! !
+8$!0,:P&2$(!4,*.!$6$:$2+'!+,!($+$.:&2$!+8$!,%$./66!=.,P/P&6&+1!+8/+!-79!8/'!P$$2!0,:=.,:&'$(;!!
K8$!0,206*'&,2'!4.,:!1,*.!/''$'':$2+!:*'+!P$!.$/',2/P6$;! L,*!8/%$!+8$!P*.($2!,4!($:,2'+./+&2B!!
+8/+!/!*'$!,.!(&'06,'*.$!,4!*2'$0*.$(!-79!(&(!2,+!0,2'+&+*+$!/!P.$/08;!94!+8&'!/''$'':$2+!&2(&0/+$'!+8/+!
+8$.$!&'`!

�x S,Q!=.,P/P&6&+1!,4!
0,:=.,:&'$(!-79Y!
+8$2!+8$!*'$!,.!
(&'06,'*.$!&'!2,+!
0,2'&($.$(!+,!P$!/!
P.$/08!/2(! 2, !
2,+&4&0/+&,2!&'!
2$0$''/.1 ;!

�x -.,P/ P&6&+1!,4!
0,:=.,:&'$(!-79Y!
P.$/08!2,+&4&0/+&,2!&'!
.$b*&.$(;!!

G%>(*'#/D&\*%,-5%; &
!
94!1,*!08,,'$!2,+!+,!0,2(*0+!+8$!.&'[!/''$'':$2+Y!,.!&4Y!/4+$.!=$.4,.:&2B!+8$!.&'[!/''$'':$2+!,*+6&2$(!
/P,%$Y!1,*!($+$.:&2$!+8/+!P.$/08!2,+&4&0/+&,2!&'!.$b*&.$(Y!+8$.$!/.$!+8.$$!+1=$'!,4!2,+&4&0/+&,2!+,!P$!
:/($ !+,!&2(&%&(*/6'Y!+,!+8$!3$0.$+/.1!,4!773Y!/2(Y!&2!',:$!0/'$'Y!+,!+8$!:$(&/;!K8$!2*:P$.!,4!
&2(&%&(*/6'! +8/+!/.$!/44$0+$(!P1!+8$!P.$/08!,4!*2'$0*.$(!-79!($+$.:&2$'!1,*.!2,+&4&0/+&,2!.$b*&.$:$2+';!
c&'&+!+8$!D>#!a.$/08!V,+&4&0/+&,2!#*6$!Q$P!=/B$MRM!4,.!:,.$!&24,.:/+&,2!,2!2,+&41&2B!&2(&%&(*/6'Y!+8$!
3$0.$+/.1Y!/2( !+8$!:$(&/;!

94!1,*!($+$.:&2$!+8/+!P.$/08!2,+&4&0/+&,2!&'!.$b*&.$(Y!1,*!'8,*6(!/6',!%&'&+!+8$!D>#!Q$P'&+$!4,.!
&2'+.*0+&,2'MR"!,2!8,Q!+,!'*P:&+!+8$!P.$/08!2,+&4&0/+&,2!4,.:MRR!+,!+8$!3$0.$+/.1!,4!773;!D20$!2,+&4&$(Y!
773!=*P6&061!.$=,.+'Y!,2!+8$!D>#!Q$P'&+$YMRT!P.$/08$'!+8/+!/44$0+!<NN!,.!:,.$!&2(&%&(*/6';!D>#!,=$2'!/!
0,:=6&/20$!.$%&$Q!,4!/66!.$=,.+$(!P.$/08$'!+8/+!/44$0+!<NN!,.!:,.$!&2(&%&(*/6'!/2(!:/21!P.$/08$'!
/44$0+&2B!4$Q$.!+8/2!<NN;!WV,+$!+8/+!'&:&6/.!P.$/08!2,+&4&0/+&,2!=.,%&'&,2'Y!Q8&08!/.$!&:=6$:$2+$(!/2(!

131 http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/ 
132 http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html 
133 http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html 
134 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/index.html  
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!

$24,.0$(!P1!+8$!C$($./6!K./($!>,::&''&,2 YMR<!/==61!+,!($%$6,=$.'!,4!-7#' !+8/+!/.$!"/+ !=.,%&(&2B!+8&'!
'$.%&0$!4,.!/!>5;X!

6/+%;'#D,'#(/&,/$&2/1(*-%7%/' &(1&)('%/'#,3&46)==&G"3%;&]#(3,'#(/;&
!
D>#!&2&+&/+$'!&2%$'+&B/+&,2'!*=,2!.$0$&=+!,4!0,:=6/&2+'YMR@!P.$/08!.$=,.+'Y!&24,.:/+&,2!=.,%&($(!P1!,+8$.!
/B$20&$'Y!/2(!+8$!:$(&/;!K8$!79-AA!524,.0$:$2+!#*6$!=.,%&($'!(&44$.$2+!=$2/6+&$'!4,.!$/08!,4!4,*. !
6$%$6'!,4!0*6=/P&6&+1`!

�x c&,6/+&,2'!+8/+!+8$!$2+&+1!(&(!2,+![2,Q!/P,*+!/2(! Q,*6(!2,+!8/%$![2,Q2!/P,*+!P1!$?$.0&'&2B!
.$/',2/P6$!(&6&B$20$!!

�x c&,6/+&,2'!(*$!+,!e.$/',2/P6$!0/*'$f !!

�x c&,6/+&,2'!(*$!+,!eQ&664*6!2$B6$0+f!+8/+!/.$!0,..$0+$(!Q&+8&2!RN!(/1'!

�x c&,6/+&,2'!(*$!+,!eQ&664*6!2$B6$0+f!+8/+!/.$!2,+!0,..$0+$(!Q&+8&2!RN!(/1'MR_!

)%/,3 '#%;&1(*&]#(3,'#(/;&&
K/P6$!<!=.,%&($'!/2!,%$.%&$Q!,4!+8$!=$2/6+1!/:,*2+'!4,.!79-AA!%&,6/+&,2';!>,2+/0+!1,*.!6$B/6!0,*2'$6!4,.!
'=$0&4&0!B*&(/20$;!!

"#$%&!I (!JB&5B3&<!./!0&2#%13&-!

6/'%/'&
B#/#7"7&)%*&

6/-#$%/' &
=//",3&:,>&1(* &
=33&]#(3,'#(/; &

G&(!V,+!Z2,Q!,.!>,*6(!V,+!7/%$!Z2,Q2! mMNN!j !m<NYNNN! mM;<!:&66&,2!
#$/',2/P6$!>/*'$!/2(!V,+!F&664*6!V$B6$0+!! mMYNNN!j !m<NYNNN! mM;<!:&66&,2!
F&664*6!V$B6$0+Y!P*+!>,..$0+$(!F&+8&2!RN!G/1'! mMNYNNN!j !m<NYNNN! mM;<!:&66&,2!
F&664*6!V$B6$0+!/2(!V,+!>,..$0+$(!F&+8&2!RN!G/1'! m<NYNNN! mM;<!:&66&,2!

!

92!/((&+&,2!+,!&2%$'+&B/+&,2'!+8/+!D>#!0,2(*0+'!4,.!=,+$2+&/6!%&,6/+&,2'!,4!+8$!79-AA!#*6$'Y!+8$!79K5>7!
A0+!/*+8,.&E$'!/2(!.$b*&.$'!773!+,!0,2(*0+!=$.&,(&0!/*(&+'!+,!$2'*.$!+8/+!>5'!/2(!aA' !0,:=61!Q&+8!+8$!
79-AA!#*6$';MRJ!A*(&+'!/.$!2,+!&2&+&/+$(!P$0/*'$!,4!/21!=/.+&0*6/.!$%$2+!,.!&20&($2+Y!P*+!./+8$.!(*$!+,!
/==6&0/+&,2!,4!/!'$+!,4!,P]$0+&%$!0.&+$.&/;!773!*'$'!+8$'$!/*(&+'!/'!/!Q/1!+, !$?/:&2$!:$08/2&':'!4,.!
0,:=6&/20$Y!&($2+&41!P$'+!=./0+&0$'Y!/2(!(&'0,%$.!.&'['!/2(!%*62$./P&6&+&$'!+8/+!:/1!2,+!8/%$!0,:$!+,!
6&B8+!+8.,*B8!D>#U'!,2B,&2B!0,:=6/&2+!&2%$'+&B/+&,2'!/2(!0,:=6&/20$!.$%&$Q';!!!

135 http://www.consumer.ftc.gov/  
136 http://www.hhs.gov/ocr/privacy/hipaa/complaints/ 
137 45 CFR 160.404. 
138 HITECH Act, Section 13411. 
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!

W'5%*&<,I;&,/$&G%`"#*%7%/';&
!
a$'&($'!79-AA!#*6$'Y!79K5>7Y!/2(!H$/2&2B4*6!O'$!=.&%/01̂!/2(!'$0*.&+1̂.$6/+$(!.$b*&.$:$2+'Y!1,*.!
:$(&0/6!=./0+&0$!:/1!/6',!2$$(!+,!0,:=61!Q&+8!/((&+&,2/6!=.&%/01!/2(!'$0*.&+1!6/Q'!/2(!.$b*&.$:$2+';!
K/P6$!@!=.,%&($'!/!'2/='8,+!,4!+8$'$!(,:/&2';!L,*.! '+/+$Y!'+/+$!P,/.(!,4!:$(&0&2$Y!'+/+$!/'',0&/+&,2'Y!
#$B&,2/6!5?+$2'&,2!>$2+$.!W#5>XY!/2(!795!&2&+&/+&%$'!/6',! :/1!8/%$!B*&(/20$;!!

"#$%&!K(!JB&5B3&<!./!J1=&5!L#<-!#2G!:&M835&+&21-!

<,I;a &
G%`"#*%7%/'; &

Q%.&)(#/'; &

N1+#"$"I1%G17B$6%
R+'&*-7$"&+%

%

�x 3,:$!6/Q'!/2(!4./:$Q,.['!.$0,B2&E$!+8/+!=/.+&0*6/.!8$/6+8!0,2(&+&,2'!:/1!=*+!
&2(&%&(*/6'!/+!/!8&B8$.!.&'[!4,.!(&'0.&:&2/+&,2!,.!8/.:!P/'$(!,2!+8/+!0,2(&+&,2;!C$($./6!
/2(!',:$!'+/+$!6/Q'!.$b*&.$!'=$0&/6!+.$/+:$2+!/2(!8/2(6&2B!,4!&24,.:/+&,2!.$6/+&2B!+,!
/60,8,6!/2(!(.*B!/P*'$Y!B$2$+&0'Y!(,:$'+&0!%&,6$20$Y!:$2+/6!8$/6+8Y!/2(!7*:/2!
9::*2,($4&0&$201!c&.*'!W79cXhA0b*&.$(!9::*2$!G$4&0&$201!312(.,:$!WA9G3X;!

�x A==6&0/P6$!4$($./6!6/Q'`!
o T"!>C#!-/.+!"`!>,24&($2+&/6&+1!,4!A60,8,6!/2(!G.*B!AP*'$!
o C/:&61!5(*0/+&,2/6!#&B8+'!/2(!-.&%/01!A0+!WC5#-AX!
o K&+6$!n!,4!-*P6&0!7$/6+8!3$.%&0$!A0+!k !>,24&($2+&/6&+1!!

(3&B1#)1+$_V"+&*#]%
G17B$6%R+'&*-7$"&+%

%

�x 3+/+$!/2(!4$($./6!6/Q'!B$2$./661!/*+8,.&E$!=/.$2+!,.!B*/.(&/2!/00$'';!
�x G$=$2(&2B!,2!/B$!/2(!8$/6+8!0,2(&+&,2!W$;B;Y!.$=.,(*0+&%$!8$/6+8Y!08&6(!/P*'$Y!:$2+/6!

8$/6+8X!/2(!/==6&0/P6$!'+/+$!6/QY!:&2,.'!/6',!8/%$!=.&%/01!=.,+$0+&,2'!.$6/+$(!+,!+8$&.!
/P&6&+1!+,!0,2'$2+!4,.!0$.+/&2!'$.%&0$'!*2($.!4$($./6!,.!'+/+$!6/Q;!

�x A==6&0/P6$!4$($./6!6/Q'`!
o C5#-A!
o )$2$+&0!924,.:/+&,2!V,2(&'0.&:&2/+&,2!A0+!W)9VAX!
o K&+6$!n!,4!-*P6&0!7$/6+8!3$.%&0$!A0+!

V,+$`!K8$!79-AA!D:2&P*'!#*6$!06/.&4&$(!+8/+!>5'! :/1!.$6$/'$!'+*($2+!&::*2&E/+&,2!
.$0,.('!+,!'08,,6 '! Q&+8,*+!/*+8,.&E/+&,2!&4!'+/+$!6/Q!.$b*&.$'!'08,,6'!+,!8/%$!
&::*2&E/+&,2!.$0,.('!/2(!Q.&++$2!,.!,./6!/B.$$:$2+'!W:*'+!P$!(,0*:$2+$(X; !

M*"I7$1%N1)$&*%% A!0,2+./0+&2B!8$/6+8!=6/2!,.!=/1$.!:/1!.$b*&.$!/((&+&,2/6!0,24&($2+&/6&+1!,.!'/4$B*/.(';!

!

A!B,,(!=6/0$!+,!'+/.+!=.&%/01^!/2(!'$0*.&+1̂.$6/+$(!0,:=6&/20$!&:=6$:$2+/+&,2!Q&+8&2!1,*.!=./0+&0$!&'!+,`!

�x 3+/1!/P.$/'+!,4!=.&%/01!/2(!'$0*.&+1!*=(/+$';!3&B2!*=!4,.!D>#U'!=.&%/01!/2(!'$0*.&+1!6&'+'$.%'MR\!+,!
.$0$&%$!*=(/+$'Y!/2(!0,2+/0+!1,*.!6,0/6!/'',0&/+&,2!+,!6$/.2!/P,*+!/%/&6/P6$!/''&'+/20$!',*.0$' ;!

�x 92+$B./+$!=.&%/01!/2(!'$0*.&+1!*=(/+$'!&2+,!1,*.!=,6&0&$'!/2(!=.,0$(*.$';!

�x 9($2+&41!/2(!:,2&+,.!%&,6/+&,2'!/2(!($:,2'+./+$!B,,(!4/&+8!$44,.+'!+,!=.,:=+61!0*.$!/21!
%&,6/+&,2!+8/+!:/1!,00*.;!

139 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/listserv.html 
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!

�x Z$$=!1,*.!Q,.[4,.0$!+./&2&2B!:/+$.&/6'!*= +̂, (̂/+$!/2( !0,2(*0+!.$B*6/.!+./&2&2B!'$''&,2'; !

�x >,2+&2*/661!./&'$!1,*.!=./0+&0$U'!6$%$6!,4!/Q/.$2$''! /P,*+!8,Q!+,!:&2&:&E$!+8$!
6&[$6&8,,(!,4!=.&%/01!/2(!'$0*.&+1!P.$/08$';!

@.!2)A%!#*)!2)"/+)!"+*"#*#)+/)2*0$*)&2)'*:&')&#$!3*)/0)&2)0*3/11*"#&+!/"2)-&2*#)/")&)B0/$!#*0)/0)
B0/,*22!/"&'C2)2B*3!,!3)3!03%12+&"3*24)D*)*"3/%0&:*)B0/$!#*02)&"#)B0/,*22!/"&'2)+/)2**9)*EB*0+)&#$!3*)
7.*")*$&'%&+!":)+.*)%2*)/,)+.!2)A%!#*;!


