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6 http://www.healthit.gov/sites/default/files/022414 hit_attitudesaboutprivacydatabrief.pdf. See also Agaku, I.T., Adisa, A.O., Ayo-
Yusuf, O.A., & Connolly, G.N. (2014, March-April). Concern about security and privacy, and perceived control over collection and
use of health information are related to withholding of health information from healthcare providers. Journal of the American Medical
Informatics Association, 21(2), 374-8. Abstract available at http://www.ncbi.nlm.nih.gov/pubmed/23975624.
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7 http://www.cms.gov/Regulations-and-Guidance/L egislation/EHRIncentivePrograms/index.html
8 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/
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9 http://www.healthit.gov/providers-professionals/regional-extension-centers-recs

10 hitp://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.html

11 hitp://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/

12 hitp://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html
13 State laws that are more privacy-protective than HIPAA continue to apply.
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=$.4,..10$.+/8214%20+&,2'1, .1/0+&%&+8&%,IP$8/64Y ], 1=, %&($'10$.+/&2!'$.%805:!14,.1 1,* YO8S$2!
+8$!'$.%&082%, 6% S ABIB" 1+, Y1, 1+8$F'$S!,.1(&'06,*.$! ,4Y1-79UaAl%"3+1/"2)/0)&3+$H&)6*($!
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14 20 United States Code (USC) 1232g; 45 Code of Federal Regulations (CFR) 160.103;
http://www?2.ed.gov/policy/gen/quid/fpco/doc/ferpa-hipaa-guidance.pdf

15 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html

16 Workforce members are employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a
covered entity, is under the direct control of such covered entity, whether or not they are paid by the covered entity. 45 CFR
160.103.

17 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html and 45 CFR 160.103.
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F8$2!/1>51(&'06,'$'l-791+,18$/6+8!=6/2'14,.1=/1:$2H¥8%$.$!&'12,1aAl.$6/+&,2'8&=IP$0/*'$!+8$!8$/6+8!=6/2!
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8,=8+/61=$.4,.1.$B/.(&2B!+8$!/++$2(&2B!
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2,+10.$/+$!/1aA! $6/+&,2'8&=1P$0/*$!+8$!
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NaAl.$6/+&,2'88=1/1+8$11'8/.$!- 791+ 1+.$/+1+8%$4
h[B1=/+&$ 2+
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#63) $b*&.$1+8/+1+8$1>518206%($10$.+/&2!=., +$0+&,2'14, 1+8$1&24, :/+&, 2182\ 1aAl/B $$:$2+:1921+83!
IB.$$:$2+ YI/I>51%+1&:= '$I'=$0&4&SB(1Q.&++$2!'/A$B*/. ("1, 2!+8BOV00S"$(Y*$( Y1!(&'06,'$(!P1!
+8%aAIH,.$,%3.Y!/1>51:/112,+10,2+./0+*/6611/*+8, &ESI&+TaA/[$1/211$!, .1(&'06,*.$!, 41-791+8/+]
Q,*6(1%&, 6/+$!+8$14#16$:

aA'l.$! (&.$0+61!6&/P6$!4,.|1%XB68$! 79-AAI3$0* & 6B/2(1a.$/08!V,+&4&0/+&, 2!1#*6$!/1Q$66!/!
0$.+/&2!=.,%&'&,2",4!+8%!-.&%/01, '8P &6&+1!:/1/++/08!+ YaB06$2!&2!'&+*/4&22QB&08!+8%!aA!8/'!
2,+1$2+$.5(1&2+,1+8%!.$b*&.$(!/B.$$:$2+!Q&+8!+A$!>5

3=$0&48&0!.$0*&.$:$2+'14,.1>512A' I/.$1(&'0*"$( 1P$6,Q¢p',I'$$!3+$=KG141>8/=+$.!@

85%8&46)==&)*#+,-.&G"380

|

K8$!- 8&%6/01 #+6HIP 68 8S'12/+&,2/61+2(1.(14,.1+8%=. +$0&,21410$.+/81B$/6+81824, ./ +& 2
K8$!-.&%6/0114*6SI+/2(/.(V((.$"1+851*$1/2(1(&'06,*.$!,41-791/1Q$B6!/ 1+/2(/.('14,.1&2(&%&(*/6' U!
=.&9/011.&B8+'1+,1¥2($.'+/2(1/2(10,2+.,6!8,Q1+8$&.18$/6+81824, ../ +&, 21 IP($8/.$(  Y1&206*(&2B!
&B8+1+,1$7/:8281/2(P+/8&21/10,=1!,41+8$&.18$/6+81.$0,.(1/1Q$66!/1+,1.$0*$'+10,..$0+&,2";
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[21V--Y2(/P&(SIPLI+8$I+$.:1, 41+8310%. $2+12, +&0%;IK8HI2, +&0$!:+1($0.&PSI&2(&I6&(*/6'UL &BS+Y!
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>51841+8$1IP$68SY6$!+8$&.1=.8%/011.8B8+18/% §IREIIAEEHS +18.206*($!/1=,&2+,410,2+/0+14,
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L *1/11Q/2+1+, I+ +1Q&+8! 118206*(&BBD!+8$!&208&(*/6!:/110,:=6/&2!+,1+8$!>5!
12(1=$.", 2/6&E$!4, .11 ,*.! il K8$!>5U'16$B/6!(*+&$'1Q&+8!.$'=$0+!+,1+8$1&24 ) :/+&,2Y!
=./0+&0$8%1,($6!V--"14,.! HHNNNIZ206*(&2BI/1+/+$:$2+1+8/+1+8$1>51&'. $b*&. $(IP116/Q!+,
=..%&($.T+8/+1Q$.$! 1E/8&2+/&2!+8%!=.&%/01!,41L79!

(3%$6,=3P1D>#1&2! il F8,:1&2(&%&(*/6'10/210,2+/0+14, 14* +8$.1&24,.:/+&,2!

0,66/P,./+&,21Q&HB8SIDAA&OS! e *+1+8$1>5U'1=.8%/01!=,6808&$'
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7$/6+81924. :/+&,21K$082.6,B1!

WDVSIK:* | #55, 1:$(&0/6!/" 0&/+&,2! /6", /1IP$IPE$S!+, I*BBE +!' :$IV--1+$:=6/+$'1+8/+10,:=61!
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J((1,+8%.1824, :/+&,21+,11,* 12, +&0$!
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21 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/

22 http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/

23 http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html

24 http://www.healthit.gov/providers-professionals/model-notices-privacy-practices
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[++8,.&E/+8&,2Y1-TOUP *+1+8$!=/+&$2BOK/. 114, 1+ .$/+:$2+YE/1:$2+Y1/2(18$/6+810/.$!
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25 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/minimumnecessary.html
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12,+88%.;I1A1(&'06,™*.$!,41-79IP1!,2$!>5!4, 1+8%!+.$/+:$2+1/0+&%&+&$'*2($.+/[$2!P11/2,+8%.1>5!&']
4%2(1:$2+/6!+,1+8%12/+*.$!,418%/6+8!0/.%;

X T"#)B&#D*$88-"B,L%0*"1+3#L %7+ 3% HEB113%"+%$61%57*1988'BiHE BHR2 1 BB % 7#%'&*%

0/.9!,.14,.12, +&4&0/+&,2!=*.='$'Y!,.1+1 +8%.1=%.",2'Q8,:1+8F!&2(&% & (*/6! & ($2 YR AKSEH!
P+/&21&24,.:/6t$.:&"&,2! P1!/'[&2B!+8%!&2(&%&(*/6!,*+.& B8 IP&R&2B!+8/+!+8%!
82(&%6&(*/6!(&(12,+!,PISBE&PH: +/20$'1+8/+106$/.6 11 B$!+831& 2 (&% & (*/61+8F!, ==, . +*2&+1 I+,
/B.$$Y!/0b*&$'0$Y!,.!|,P]$@3;;1$?/:=63Y!&4!/1=/+&$2+!P$B&2'(&'0*"&2B!8%$/6+8!&24,.:/+&,2!Q8&6%!
4/:861!,.14.&%2/.$'=.$'$2+1&21+83!$?/:&2&2B!.,,:Y!+8&"1&"/1e0&.0*:'+/20%!+8/+!06$/.6 1!B/%$! +8$!
&2(&%&(*/6!1+8$!,==, +*2&+11+,1/B.$SY /ODFEFHO+;fIL, *I(,12,+12$$(1/1Q.&++$2!
[*+8,.&E/+&,2!+,10,2+&2*$!+8%!(&'0*"&,2;!

I

F8%.5!+8%$!&2(&%&(*/6!&'"!
&20/=/10&+/+$(Y'RB!$.B$201!
'‘&+*[+&,2Y1,.12,+1/%/&6/P6SY I/1>5
B$2$./661!:/1!:/[$!"*08!
(&'06,™*.$'Y1&48%!=.,%&($.!
($+%.:&2%'+8.,*B8!8&'h84.
=.,4%$"&,2/6!]*(B:$2+! +8/+!"*08!
[0+&,218&21+8%IP$'+1&2+$.$'+'1,4
+8%$!&2(&%&(*/6;

L, ¥ +16&:&+-8$!1-791(&'06,'$ (!
+,1Q8/+1&(&$0+611.$6$%6/2-+1+, 1§
=$.", 2U'1&2%,6%$:$2+1&2!+83!
&2(8%&RH'10/.$!,.1=/1:$2+14, !
0/.$;13&:&6/.61Y!/1>5!:/11.$61!,2!
12182(&&(*/6U'1824, =B &"&,2 +,1'$!, 1(&'06,'$!-7914, 1+8$!=*.=,'$! 412, +&41&2BIW&206*(&2B!
&($2+841&2B!,.16,0/+&2BX!4/:&6 1 NBER! 2/61.$=.$'$2+/+&%$'Y!,.| +83$.1.$'=,2'&P6$!4,.1+8$!
82(&%&(*/6U OMB+8$182(8%6&(*/6U'6,0/+&,2YB$2$./610,2(8+&, 2 ADHSIBOSP'&+S!

0, 2+/&2'/((&+8&,2/61&24, .:/+&,2)/P *+1(&'06,* $'1+,14/:8&611:$:P$."1/2(14.8$2(1&2!4/0+1'8$$+'!
($%$6,=$@,.102%$."  "12( 1=.,%8&($."”!

X R+&*7$"8&+%P11388%F+#D*1%MDAB")%G 17B$6p7 - BUKE U6 $!-791Q&+8, *+!
82(8%6&(*/61/*+8, &E/+&,21&2!+8$14,66,Q&2BI8A*/+&,2"

0 K,'$2(1&:*2&E/+&,21.$0,.(1+,1'08,,6'19: *2&E/+&,2!.$0,.( VP *+I/I'+*($2+1, !
=.,'=$0+&%$!+*($2+1,41/1'08,,6!0/2!P$!(&'06,'$(1+,1+8$!'08, 6!Q&+8, *+!Q.&++$2!
[*+8, &E/+&, K [16,2B1/'11,*.1=./0+&0$!8/')/1=/.$2+!,.1B*/.(&/2U", ./61/B.$$:$2+!841+83!
SR ($2+I&IN&2, Y1, 14, 1+8$182(8Y6&(*/618A1+8$I&2(&Y6&(*/61&21/(*6+), 1$:/20&=/+$(!
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26 45 CFR 164.510(b). Also, search the HHS Frequently Asked Questions (FAQs) at
http://www.hhs.gov/ocr/privacy/hipaa/fag/index.html.

27 http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/sharing-family-friends. pdf
28 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf
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&2, ;1L *.1=/0+&0$!*+1(,0%:$2+1*08!,./61/B.$$:$2+:13*08!(&'06,*.$'10/2!, 26 1! P$!
/($1821&2'+/20$1Q8$.$!'++$!6/Q1.$b*&.$'1+8$!'08,,61+,18/%$!*081824,.:/+&,2!P$4,.$!
J(&++&2BI+8$!++($2+:1921/((8&+&,2Y1+8$!-791(&'06,'$(1&2!"*081/21&2'+/20$!:* +IP$!6&: &+$(!
+1=.,, 41,418 *2&E[+&, 2" 1!

0 K,!/1=* P6&0IB$/6+81/*+8, &+11+8/+1&'/*+8, &ES(IP1I6/Q!+,10,66$0+!,.. $0$8%6$!*08!
824,.:/+8&,214, 1+8$I=* = '$! 41=.$%$2+&2B!,.10,2+. 66&2B!(&'S/'$Y!&2]*.1Y!, .1 (&' /P&6&+1;!
K8&'1Q,*6(1B06*($Y!4,.1$2/:=6$Y1+8$!.$=,.+&2B! 41(&'S/'S!,.1&2]*. 1g!.$=,.+&2B!%&+/6!
$%6$2+'Y1*08!/'1P&.+8'1,.1($/+8'g!/2(10,2(*0+&2B!=*P6&0!8$/6+8!"*. %$&66/20$Y!
82%$'+8&B/+&,2'Y1,.182+$.%EM &, 2";

o K,!/'4,3$&B2!B,%%$.2:$2+!/B$201'W/+!+8%!(&.$0+&,2!,4!/'=*P6 & 043H/E8+3 K1 +8/+!&"!
/0+&2B!&2!10,66/P,./+&,2!Q&+8!+8$!=*P6&0!8%$/6+&WH+8,.&+1;

o K,!=$.21+1.&'!,4!0,2+./0+&2B!,.I'=.$/(&2B!/!(&'$/'$!,.10,2(&+&,2!&4!,+8%.16/QY!'*08!/'!
+/+$!16/QY!/*+8,.&E$'1+8$!>5!+,12 +&41!"*08!&2(&%0&(*/6'/'12$0$"/. 1!+,!=.$%$2+6!10,2
+8%!'=.$/(1,41+8F!(&'$/' SR 1N

X R'&*-7$"&+%P11313%$&YM*111+$%6&*%6! 1##1+96R -1+ BY/ITERA$!-791+8/+11, 41
P$6&$%6$!8 1250$"). 11+,1=. $%$2+!,.16$"$21/1'S.8, *1/2(18::&2$2+1+8.$/+1+ 1/1=$." 21, 1+8$!
=*PB&OY!Q8$2!*08!(&'06,* $I&:/($!+, 13,2511, IPS6&SI6$I0/2!=.$%$2+!,.16$"$21+8$!+8.$/+!
W&206*(&2B!+8%$!+/.BS+! 41483148 .$/+X;1>5':/11/6' 1(&'06,'$!+,16/QI$24, .0$:$2+1841+8$1824, :/+&,2!
&12$H(S(1+,18($2+&41,.1/==.$852(1/21$'0/=$3$,.1%&., BBRAE2/EGAN

X T'#)B&H#D*1#9%"+%607)"B"$, % Tj+APS8SIA#810/.$!4/0868+&$1Q8$.$!/1(&.$0+,.1!,41=/+&$2+10,2+/0+!
824, .:1+8,21&:/&2+&2$(Y!/1>51:/11.$611,21/2182(8%&(*/6U"1&2AS: /B &, 21 +,16& +1&21&+'
4/0&68&+11(&.$0+,.11+8$1&2(8%&(*/6U'12/:$YIB$2$./610,2(&+&,2Y!.$6&BE&, *'|/448BRIPE:8%1/2(16,0/+&
=.,%8&($.U'14/0&68&+1;IK8$I>51:/11+8$2!1(&'06,'$!+8$1&2(8%&(*/6U'10,2(&+&,2!/2(16,0/+&, 2!&21+8$14/086
+,1/21,2$1/'[&2B14,.1+8$1&2(896&(*/6!P1I22Y/6' 1:/11(&'06,'S). $6&B&, /448 68/+&,21+,106$.B1;!
HE:P$."1,41+85106$.B1Y.$12,+.$b*& $(1+,1/ 14, . 1+8$182(&%&(*/6!P112/:$1Q8$2!82b*&. &2BI/P, *+!
=/+&$2+!. $6&BE&, *1/448&68/+&,2;!

924,.:/6!'=%$.:&"&,2! :/1!P$!,P+/&2$(P1!/'[&2B!+8%$!&2(&%&(*/6!,*+.& BBHYE. 0*:'+/20$'+8/+!
06$/.61!1B&Y6S$!+8$!&2(&%6&(*/61+8$!, ==, +*2&+11+,1/B.$$Y!/0b*&$'0$Y!, .1, P]$0+:IF8S.$!+8$1&2(&Y6&(*/€
&20/=/10&+/+$(Y!&2!/2!$:$.B$201!"&+*/+&,2Y!,.12,+!/%/&6/P63$Y!>5' B$ 2 S B8 F1$'!

2((&'06,*.$' 1&B21+8$!$?7$.08'$!, 41+8$&.1=.,4$"&, 2/6!]*(B:$2+Y1+8$1*'$!, 1(&'06,*. $1&'!
($+$.:82%(1+,'P$!&2!+83!P$'+1&2+$.$'+'1,41+ 85! &2 (8.%&(*/6;

X P&SLQS/6+81824,.:/+&,2!,41/218:2(8I6&(*/61+8/+18/ IP$S21($0S/'S(14,.1:,.$1+8/21<NI1$/. 1812, +!
“79Y2(1+8%.$4, .$12,+1*P]$0+1+, 1+ 8% &%6/0LIHBH2(1(&'06, *.$I'+/2(/.(; 1L, *L/LI*$1/2(!
(&'06,'$!1+8%8.24, .:/+8&,2AQ8&+8 =/ +&$244-8, &E/+&,2;

LULLLO Ot et el

29 45 CFR 164.512(b)(1)(vi).

30 45 CFR 164.501 and 164.512(b)(1)(i).
31 45 CFR 164.512(b)(1)()).

32 45 CFR 164.512(b)(1)(iv).

33 45 CFR 164.512(j).
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C,.l,.$!&24,.:/+&,2!,21(&'06,*.$'14,.!1=*P6&0!8$/6+8!=*.=,'$'l/2(10&.0*:"+/20$'+8/+!=9$.. & +!+8%!
(&'06,*.9!,41-791Q&+8,*+/1=/+&$2+!/*+8, & E/+&,2 YBHREEOHB!924,.:/+&,2!-.&%/01!-*P6&0! 7$/6+8!Q$P
=/B$R1

D;&)#@+&#/0(1&)(#@A(;"+1E0(1") 2#F&GA1+&'#*"+#11289"24+&<##

AlIS51*+] P+/&21+8%$!&2(&%&(*/6U'Q.&++$2!/*+8,. &E/+&,2!4,.1/21*'$!, . 1(&'06,*.$!,4!-79!+8/+1&"12,+!4,.1
+.$/+:$2+Y1=/1:$24118$/6+8!0/.$!,=$./+&,2",.,+8$.Q&'$!=$.:&++$(! L$b*&.$(!P1!+8%!-.&%/011#16$;!
AlI>51:/112 +10,2(&+&,2!+.$/+:$2+Y!
=/1:$2+Y1$2.,66:$2+Y!,.IP$2$4&+'1$6&B&
,21/2182(&%&(*/6!B./12+&2B!/2!/*+8,.&E/+4
$?70$=+!&216&:&+$(!0&.0*:'+/20%";

A21/*+8, &E/+&, 21 HP$IQ.&++$218&2!
'=$0&48&0!+$.9+1:/11/66,Q1*'$1/2(!
(8:06,*.$!,41-79IP11+8$!>5!'$$[&2B!+8$! | W
/*+8, &E/+& RIPLI/+8&.(1=/.+1;152/:=6$" |
A(&'06,* $'1+8/+1Q,*6(1.$b*&.$!/2!
&2(8%&(*/6U'1/*+8,.&E/+&,21&206*($! |
(8&'06,*.$'1+,1/16&4$1&2'*.$.14,.10,%$./B$! |
=+ =,'$'YI(&06,*.$'1+,1/21$:=6,1%.1 4!
+8$1.$+6+,41/1=.9%:=6,1:$2+1=81'80/6!
JBIPI+SHY! (&'06,*.$'1+, /!
=8/../0$*+&0/614&.:14, 1+8$&.1,Q2!

- [$+8&2BI=*=,'$"; |

ABB!/*+8, &ER,2':*+IP$I&21=6/8216/2B*IRY0,2+/&2'=$084801&24,.:/+& 21 $B/.(&2B1+8$!&24,.:/+&,2!
+IP$I(&'06,'$(!,.1*$(Y1+8$!1=$.' 2W'X!(&'06,' &2B!/2(1.$0$&%&2BI+8$!&24,.:/+&,2Y1$?=8&./+&,2Y!.&BB+!+
$9%,[$18&21Q.&+8&2BYY2(1,+8$.4(/+/

3=$0&4&0!=*.=83/+].$b*&.$!/2!&2(&%&(*/6U"Q.&++$2!/*+8, .&E/+&,2!1&206*($

X  M#,)6&$61*78,%P&H1#%d=./0+&0$!/2(11,* 1aAl:*'+] P+/&2!/21&2(&%& (*/6U'/*+8,.&E/+&,2!+,!
*$!,.1(&'06,'$!='108,+8%$./=1!2,+$' RIQ&+8!+8%!4,66,Q&2B!$?0$=+&,2"

0 KB8%$!>5!Q8,!,.&B&2/+$(!+8%!2, HA1'$!+8%:14,.1+.$/+:$2+; !

0 AISSL/LIFS$! 1(&'06,'SYIQ&+8,*+1/21&2(&%&(*/6U'/*EB#&,2Y!+8$!='108,+8$./=112 +$'
4,18+, Q21+./8&28PB ($4$2(1&+ $641&216$B/61=.,03$(&2B'IP., *B8+!IP11+8$! §R(&%6&(*/6
7731+,182%$+&B/+$!, .1 ($+$.:&2SHBF10,: =6&20$! Q& +8!+83!-. &%/ 01 g*6iI$.+1/!
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34 http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/publichealth/index.html

35 42 CFR 164.501: @psychotherapy notes means notes recorded (in any medium) by a health care provider who is a mental health
professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family
counseling session and that are separated from the rest of the individualOs medical recordPsychotherapy notes excludes
medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies of treatment
furnished, results of clinical test, and any summary of the following items: Diagnosis, functional status, the treatment plan,
symptoms, prognosis, and progress to date.O
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'$.&,¥1/2(1&::&2$2+1+8.$/+!+,1=*P6&0ISS/6+8!, .I'/AHH1/185/6+8!,%$.'&B8+!/B$201!4, .|
6/Q4*6!,%$.'&B8+!,41+8$!,.&B&2/+,.!, 41+8$!="108, +8$./=082 +8$!6/Q4*61/0+&%&+&$' 4!
110,.,2$.1,.1:$(&0/61$?/:&2%. gL!/' 1.$b*&.$(IP116/Q;

X VT*IL$"+K%()$"1"$]LESH=/0+&0$!2(11, * JaAl:*+1 P+/&21/1=/+8&$2+U'/*+8, &E/+& 21=.&, I+,]
#&2BI,.1(8&'06,'&2BI-7914, .1:/ [$+&2B/0+&%&+&$; IH/.[$+&2B1&'1/2110,::*280/+&,2!/P *+1/I=.,(*0+!
1'$.%&0$1+8/+1$20,* /BS'. $0&=8$2+'1+ BAHD  1*'$1+8$I=.,(*0+,.I'$.%6&0$9411 *I/. $IP$&2B!
=/&(14, "*081*'$!, 1(&'06,* $18&21:/. [$+&2BY +8$/*+8, &E/+&, 21+ HI+$1+8/+1=/1:$2+1&!
&2%,6%$(;17, QSUBMHLIL/I0LIH6SI0/.96$1 %3B! 8$/6+856/+$(1/0+8%6&+8$14.,:1+88& 1 ($4&28+&, 2!
AL [$+&2B;I83+1$1+1%2)"/+) 3" 2145 0%H) +/)-*) L&OO ")) & H)+ *0* JO*)"[+) 206-<*3+) +])+.*)
1&09*+1":)&Yo+./O1=8-+1/")0*>%610% 1 *"+23)&0*

0 >,1*2&0/+&,2'14, 1+ .$/+:$2+! 41+83$182(8%6&(*16gV2(
0 >,:%2&0/+&,2'14,.10/$:/2/BS:$2+!,.10/.$10,,.(&2/+&,214, 1+8$1&2(&%&(*/6Y!, 1+,
(&.$0+!,.1.$0,::$2(1/6+$.2/+8%S$!+.$/+:$2+'Y 1+8$./=&$'Y18$/6+810/.$!=.,%&($.'Y!,.!

0/.$I'$++&2B"+,!+8$!&2(&NRAMBS$.$!&'12,10,:=$2'/+&,21&2%,6%$(!4,.!:/[&2B!
+88$!0,::*2&0/+&,2;!C,.1$?/:=6$"!

f L*0,2+./0+1Q&+8!/18%/6+8!0,/08!+,!=.,%&($!0/'$!:/2/B$:$2+!/2+,!0,,.(&2/+$!
+8$!10/.9!1,*1=.,%&($!4,.!11,*.1=/+&$2+'1Q&+8!,+8%$.!=81'&0&/2";!

f A21$2(,0.82,6,B&+'8/.$'1/1=/+&$2+UT:$(&0/6.$0,.(1Q&+8!'$%$./61P$8/%8., .
[2/B$:$2+1=.,B./:1+,($+$..82$!Q8&08!=.,B./:IP$'+I*&+'1+8$! 2B, &2B!
25$(1,41+8$182(&Y6&(*/6=/+&$2+;

f Al8,'=&+/6!'0&/6!Q,.[$.I'8/.$":$(&0/6!.$0,.(!&24,.:/+&,2!Q&+8!%/.&,*'12*'&2B!
8,:$'1&2!1+88%!0,*.'$!,41.$0,::$2(&2B!+8/+!+8%!=/+&$2+!P$!+./2'4$..$(14.,:!/!
8,'=&+/6!P$(!+,!/12*'&2B!8,:$!

X MGR%N7B1#%7+3%M1 ¥##B8+&0$!/2(11,*.1aAl:/112,+!'$66!-79!Q&+8,*+!=/+&$2+!
[*+8,.&E/+&,2\W&206(838&0$2'&2B!,4!-79X;!Al'/6$!&"/1(&'06,™*.$!,4!-79!&2!1Q8&08!1,*.!=./0+&0$!
,.11,*.1aAl(&.$0+61!,.1&2(&.$0+61!.$0$&%$'1=/1:$2+!4.,:1+8%!. $0&=&$2+!,4!+8%!-79;!

0 KB8%$!4,66,Q828!$?/:=6$',4! /0+&,2'#8/+(,!12,+10,2'+&+*+3$!e'/6$!,4!-79f1/2(1+8%$.$4,.$!
(,!2,+.$b*&.$!=/+&$2+!/*+8,.&E/+&,2"!

f -*P6&0!8%/6+8!.$=,.+&2B!/0+&%&+&$'
#$'$/.08Y!1&4!+8%!.$:*2%$./+&,2!1&'.$/', 2/P6$!/2(10,P/'$( !
K.$/+:$2+1/2(1=/1:$2+ !

3/6%!,.1:$.B$.1,4!11,*.1=. /0+&0$

G*$!(&6&B$20$S

AlFL:$2+! 1 *1/[$! +,1/1aAl4,.I'$.9%&0$'1+8%!aAl*==6K$(
!
!
!

~n ~h ~h ~ 5
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X H1#17*)§98=$0&/6!.*6$'/==61!Q&+8!.$B/.(!+,!106&2&0/6!.$' $MOBVEEL!P/2[&2BY!/2(!/66!
,+8%.14,.:",41.$'$/.0812,+1&2%,6%&2B!="108,+8%./=112,+82r :$!0&.0*:'+/20$'Y =/+&$2+!
[*+8,.&E/+&,21&'1.$b*& H(H:/11Q/2+ 4,1, P+/&2!'=$0&BXBY/20$12!+8%'$!.$b*&.$:$2+'14.,:!
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39 | earn more about the HIPAA Privacy Rule and sharing information related to mental health at
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/mhguidance.html.
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43 OCR has issued a Notice of Proposed Rulemaking (NPRM) proposing changes to the right to accounting provisions in the Privacy
Rule pursuant to the Health Information Technology for Economic and Clinical Health (HITECH) Act. Learn more at
http://blog.cms.gov/2015/01/29/cms-intends-to-modify-requirements-for-meaningful-use/.

44 45 Code of Federal Regulations (CFR) 164.522(a)(1)(vi).
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45 http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/healthit/eaccess.pdf
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46 Refer to the booklet OPartners in IntegrityO dittp://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-
Integrity-Education/Provider-Education-Toolkits/Downloads/understand-prevent-provider-idtheft.pdf for more information about
medical identity theft and fraud prevention.

47 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/

48 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html

49 http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.html

50 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html

51 http://healthit.gov/providers-professionals/ehr-privacy-security/resources
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52 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards. pdf
53 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/physsafequards.pdf
54 http://iwww.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/techsafequards. pdf
55 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/pprequirements. pdf
56 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/pprequirements. pdf
57 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html
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58 http://oncchpl.force.com/ehrcert

59 http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&&
!

"J&


http://oncchpl.force.com/ehrcert
http://oncchpl.force.com/ehrcert
http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf
http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf
http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf
http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf

— %

The Office of the National Coordinator for -
Health Information Technology

@ (*SHID&IHS&F("*&24G&,I$&A%, 358 68F+%3(>YBE&

F8$21Q,.[&2B!Q&+8!1,*.I157#1/2@%$/6+80%,.:/+&,2! 4$082,6,B118%/6+BK!($%$6,=F11,*1:/11Q/2+!
+,1/+ 8$14,66,Q82BIb*$'+&,2'1+,|98BES. '+/2(1+8$1=.&%/011/2(I'$0*.&+11=./0+ 808P 1=+1821=6/(3N

X F8$20:1! 83/6+8!9($%$6,=$.182'+/66'|@+0Q/.$!4,.1:11=./0+&0$Y!(,$ BAZ=6$:$2+/+&,2!
=.,0$"1/((.$"1+8$!'$0*.&+114%/+* $16&'+$(IP$6,Q!4,.1:11=./0+&0$!$2%&.., 2 B2+

(0]

O O O O o o

(0]

x

$-79'1R0.1=+& 2

A*(&+&2BI4*20+K,,2'
a/0[*=1/2(1.$0,%$.1!. *+&2$'!
02&b*$™*'$.19G"/2(%.,2B!=/"Q,.(" !
#,68.! *$. P/'$(1/00$"10,2+.,6" !

AR+ 1+&:\*+ ]

5:$.B$201!/00%"!
A:$2(:$2+'1/2(1/00,*2+&2B!,41(&'06,*.$' |

F&668$8$/6+8!9(6%$6,=$+#./&2!:11'+/441,21+84P ,%$!4$/+*.$'1', :11+$/:10/21*=(/+$!/2(!

0,24&B*.$18%'$!14%/+*.$1' 2$$($(I!

7, Q:*08!,41:1!18%/6+8!9K($%$6,=3J'1+./&2&2B!0,%3$.'1=.&%/011/2(!'$0*.&+11/Q/.$2$"Y!

$b*&.$:$2+'YR2(14*20+&,2'l!

X

X
0
0
0o

x

7,QI(,$ L 1IP/O[*=1/2(1.$0,%$.1'1'+$:1Q,.[ Il

F 83.$1&'1+8$!(,0%:$2+/+&, M
F 8$.$!/.$!+8$!P/O[*="I'+,.$( I!
7,Q!,4+$2(,'91+$'+!1+8&".$0,%$.1!"1'+:

F8$2!:1I'+/441&'1+.1&2B!+,10,::*2&0/+$!Q&+8! 8888 +8!9($%0$6,=3)'1'+/44Y18,Q!Q&66!$/08!=/.+1!

[*+8$2+80/+$1&+'1&(SP-ERAS?/:=6$Y18,Q1Q&66!: 11'+/441[2,Q1+8/+1/2182(8%6&(*/61Q8,10,2+/0+'!
+8%:1 &'I-8985/6+810(806$6,=$..$=.$'$2+/+&IDER, +!/ 18/0[$.!1+.1&2B!+,1=,'$!/1'%08] !

x

7,Q1:*08!.$:,+$!/00$"1Q&66!+8$!8%$/6+8!9K!($%$6,=$.18/%$!+,1:11'L'+$:1+ 1=, 0%6&($!"*==,.+1/2(!

,+8%.'5.%&0%'1!7,Q!Q&66!+8&'.$:,+$!/00$" 1 P$!'$0*.B(l

x

94191Q/2+!+,I'$0*.$61!$:/&6!Q&+8!:11=/+&$2+'Y!Q&66!+8&'1'+$: 1 S PEFHIM - $b*&. $(1P 1!

+83$!13$0*.&+11#*6$I

LULLLO Ot et el

60 For additional information about questions to ask health IT developers, see the Questions for EHR Developers document at
http://bit.ly/EHRdevgs.
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61 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/

62 http://www.healthit.gov/providers-professionals/cybersecurity-shared-responsibility

63 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html

64 http://www.healthit.gov/providers-professionals/your-mobile-device-and-health-information-privacy-and-security
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6545 CFR 170.315(e)(3).
66 45 CFR 164.312(e)(1).
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67 https://www.cms.gov/Requlations-and-Guidance/Legislation/EHRIncentivePrograms/
68 https://www.cms.gov/Requlations-and-Guidance/Legislation/EHRIncentivePrograms/
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69 http://www.healthit.gov/policy-researchers-implementers/meaningful-use

70 79 Federal Register (FR) 54429. See also the OONC Fact Sheet: 2015 Edition Health IT Certification Criteria, Base EHR
Definition, and ONC Health IT Certification Program Modifications Proposed RuleO athttp://www.healthit.gov/sites/default/files/lONC-
Certification-Program-2015-Edition-Fact-Sheet.pdf.

7175 FR 44321.

7275 FR 44321.

7377 FR 64755.
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-TlEps may not be hospital-based. Hospital-based EPs are any provider who furnishes 90% or more of their services in a hospital
setting (inpatient or emergency room).

75 http://cms.gov/Regulations-and-Guidance/L egislation/EHRIncentivePrograms/downloads/eligibility flow chart.pdf

76 http://www.cms.gov/Regulations-and-Guidance/L egislation/EHRIncentivePrograms/Meaningful_Use.html

7 http://www.cms.gov/Regulations-and-Guidance/L egislation/EHRIncentivePrograms/Stage 2.html
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79 http://www.healthit.qov/providers-professionals/ehr-privacy-security/resources

80 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityrulequidance.html
81 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html
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82 hitp://www.healthit.gov/policy-researchers-implementers/community-college-consortia

83 hitp://healthit.gov/providers-professionals/security-risk-assessment-tool

84 1tOs not just the ePHI in EHRs but also in practice management systems, claim processing systems, billing, patient flow (bed B
management), care and case management, document scanning, clinical portals, and dozens of other ancillary systems that donOt
meet the definition of CEHRT.

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& R@
!


http://www.healthit.gov/policy-researchers-implementers/community-college-consortia
http://healthit.gov/providers-professionals/security-risk-assessment-tool
http://www.healthit.gov/policy-researchers-implementers/community-college-consortia
http://healthit.gov/providers-professionals/security-risk-assessment-tool

.--""_-_-:

The Office of the National Coordinator for ™~
Health Information Technology

0,7>3%&0%+M'%>&>>*(,-5 & (*&7>3%7%/'#D&DY%-"*# &B,/, D%7%/'&
)*(-%;,&&
|

KB$V:=63!" $06$2+$="1088081Q866!PS!(8/0*"$(185.5V.'

3+$=INBS/(IL,*.1>*6+* $Y13$6$0+IL, * IK$/:Y/2(1S$1.2
3+$=I"G,0%:$2+1L,*.1-.,08"YIC&2(&2B'Y /2(IA0+&2"
3+$=IR#$%&SQI52& +&2BI3S0SSAAYMS 4, .:13$0* &+ 1I1#& [IA2/6 11&'X
3+$=1TG$%$6,=1/21A0+&,2146/2

3+$=14H/2/BS$!/2(IH&+&B/+$IH&!
3+$=IEA++$'+AHS/2&2B4*61 OI$S0*. &+E86/+$(IDP]$0+8&%S!
3+$=""1H,28&+,.YIA*(&+Y/2(10=(/+$!3$0*.&+1! D2H,&2Bla/' &'

0'%>8Z&<%,$&F("*&:"3"*%P&0%3%-'&F("*&8%, 7P &,/$&<%0,*/
L,*.16$/($.'8&=1k!$'=$0&/661!*.1$:=8/'&',2 1+8%!
&:=,.+/20%!,4!=.,+$0+&2B!=/+&$2+1&24, .. &L % & +
+,11,*.1 =./0+&0$U'1=.&%/01!/2(I'$0*.&+1!/0+ &Y% &+&H
0,::&+:$2+1+,1/21, . BI2&ES$(1=6/2!/2(}/==.,/08!+,!
&2+$B./+8&2B/01!/2(1'$0* &-&1+,!1,*.1=./0+&0$!
&'&:=,.+/2+!

K8&A4&."+$=1&2!1,*'5%$2+$=!/==.,/08 |=.$'$2+''&?!
[0+&,2"+8/+!1,*I'8 *6(I+/[$!+,I'$+!+8%!'+/B$!4,.!
&:=6%$:$2+&2B!/2!$4450+&% B $D*/2/BS:$2+!
=.,0%"14,.11,*.1, B/2&E/+&,2;15/08!,41+8%$'$!'&?!/0+&,2"
&'1(&0*"$(IP$6,Q!

0,7>3%&0%+9'%>&>>*(, -5&(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&

MAIGH'&B2/+$!/13$0*.&+1!D44&0$.W'X

My IGR*"17 9-AAIZ$0*.&+11#$b*&.$:$2+'1Q&
L*157# G$%$6,=$.!

M 1>2'&($.!10'&2B! d*/6&4&$(14$"&,2/6!+,!
A'&'+1Q&H3F. 13$0*.&+1&41A2/61'&"!

M5!I0$!K,,6' 1+,1-.$%&$QIL! 3$0*.&+18H{IA2/61'&'"!

Nb;#$4.$'8IL*.! Z2,Q65(BS!ES$ |, 41+8$79-AAH#*6S'

MG, 81/ >*6+*.$!,4]. +$0+&2BF &$2+1&%/01!/20$0*.&2BIH+&$2+29,.:/+&,2 !

J(EN®@P#8211)0(&#0#I&84+1(HQ**188+R2SH#
L,*.I'$0*.&+1!,44&0Q&66!P$!.$'=,2'&P634,.1($%$6,=&2B!/2(!:/&2+/&2&2B!1,*."'$0*.&+1!=./0+&0%$'"!-
79-AAL$D*&.$:$2+1K8&'I=$.", 0 *6(IP$I=/.+1, 411 * I57#1/(,=+& 21+$/:1/2(! '8,*6(! P$I/PESIN,.[!
$44%$0+8&%$61!Q&+8!,+83.";

Al$0*.&+1!,448138!.$'=,2'&P6E!.|=. +$0&28 *.1=/+&$2+'W79!4.:I*2/*+8, &E$(I/00$" 'P1!
Q,.[ &2B44$0+&%$61!Q&+8!,+8%."+,1'14$B*/.(1=/+&$2+!&24,.:/+&,2;|A+!%/.&,*'+&:$'Y!+8$!,44&0$.1Q4&

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& R &
!



The Office of the National Coordinator for ™~
Health Information Technology

28$$(1+,10,,.(&2/ +$!Q&+8!1,*.1=.&%/01!,44&0%$./W&4!/(&44$.$2+!=3." 2XY=./0+ROSIHRESP.Y!
4082,6,B1\WA(:&2&'+./+,.1,.10,2*6+/2+Y11,* 157#! ($%$6,=$Y!/2(16$B/6!0,*2'$6;!

F8$2!1,*1($'&B2/+$!1,*.1,44&08. W $YIFS!+," !

X #$0,.(1/66,44&0%:&B2:$2+'1&2!/1=$.:/2$2+! (,0*:$2+/+&,2!4&8%/+8&'14&6$!'8,*6(14,0*'1,2!
79-AAl0,:=6&/20$!$44, WX$%$2!&4!1,*!/.$1+8%!,44&D$.W'X;

X G&'0*11,*1$?7=$0+/+&,2'4,.1+8%!,44&02(!8&'n8%$.)/00,*2+/P&6&+1;!V,+$!+8/+!1,*YHU$.$(!
52+&+2BR/1.$+/&21*6+&%!.$'=,2'&P&6&+114,.179-AAI0,:=6&8/20%;

X 52/P6$I1,*.1($'&B2/+$(4A&0S. WX $%$6,=1/14*661%2($.+/2(&2B!, 41+8$!79-AA#*6$8H10/2!
*00$$(1&2+8$&..1.,6§C, .1$7/:=6$Y/66,0B8$: +8&:$!+,!=/.+&0&=BBLY6/01!/2[$0*.&+1!
= $'$2+/+8,2'YI'$:82/.YR (IQ$P&2/."1/2(1 +,1.$/(1/2(1.$%&S$Q!+8$IC&2/614#+6$'1/2(1+8$1/2/61'&
2(1%:1.8$1,21  +8$DV>17$/6+819K!-.8%/011/2(13$0*. &+11#$' *.0$ IOEBY1&206*(&2B!+8$!
8$6=4*Bb#I/*(&+1=.,+,0,6'°7/%$!+8$:1*$I1+8$DV>>1P$.'$0.$!+./&2& 2BIB/:F-I/'1/1* $4*6!
+./8&28&2BI+),6;

J(&NECP#!128422#5%/@ @#J&84+1(#F&G41+&,&)(2#61(;# T "4+#USF#E=&9"N&+
A'lL*=$=/.914,1+88!'$0*.&+11.&'[1/2/61' &$$+!Q&+8!1,* I57#!($%$6,=$.!+,1*2($.'+/2(!8,Q!1,*.!
"1'+$:! 0/2!P$!&:=6$:$2+$(1&2!/1:/22$.10,2'&'+$2+!Q&+8FOFAA! $b*&.$:$2+'1/2(1+8,'$! 4,.!
($:,2'+./+&2B!3+/B$IM!/2(13+/B$!"1H$/2&2B4*6 I $!>8/=+$.'I TI/2&X!

X a$4,.$!1,*1=*.08/'$!/2I57#Y!=$.4,.:11,*.1(*$!(&6&B$20$!P(&'0*" &2B2(!0,24&.: &2B-.&%/01!
/2(!'$O*'&+1!0’:=6&/20$!'$b*&'$:$2+'!/2(!="(*O+!O/:/P&B+&$¢$4$-!+,!+8$!6&'+&M
($%%$6,=$.71/'11,* 1=.,083(; !!

X 9411,*18/%$!&:=6$:$2+$(1/2!57#¢24&.:11,* 1=./0+&0%I*2($.'+/2(&2B!,4!+8%!,%%$./66!4*20+&,2
+8/+1,* 157#!=,(*0+!,44%." /2(1+8%2!/"$"! 1,*.10*..$2+!I'$0*.&+1!I'$++&2B";!

X LMQ,*6(1Q/2+1+ L/[$I™ $1+8/++8SI5T#I'1+$:10/21P$10,24&B* $(1+,11,* 1=, 6&08&$1/2(!
=.,08(*$ V2(1+8/+1+8$I57#IQ&66!'&B2!/1a*&2$" A" 0&/+$IAB.$$:$2+IWaAAX!+8/+!.$46$0
$2=$0+/+8&,2;1>,24&.:1/211=6/22$(/((&+&,2/610/=/P&BE+ES'1+8/+11, ¥12$$(!,.1+8/+11 *.157#!
($%$6,=$.1&'1.$'=,2'&P6$14, 1=, %&(&2BY!$'=$0&/6611&41/211/.$). $b*&.$(1+ K 2H282B4*6
O'$;IAI+8%$!($%$6,=$.14,.1&+1=.&082B!4, .1+./&282BI"+/441 2148 '$14*20+&,2'Y | ($%$6,=&2E
=,680&$/2(1=.,08(*.$'Y!/2(10,..$0+&2BI'$0* 834+ &2B!($4808$208$ 1 & 21 +8$I5 7#!'1'+$:;

J(&NBAPHA")21'&+H#T721IHA/ 40011 & #/+"*&221") 09#("A@@BL(HT" 4+#I&BA+( #
F12W#@)09.212

L% 1$0* &+11.&V2/61'& 1+ +IPSD,2(*0+$(1&21/1:/22$.10,2'& +$2-+1Q&+81+8$179-AAIZS0* &+ IH#6S
1,11Q866!6/0[1+8$1824,.:/+8&,212$0$". 11+, 1$44$0+8%$6 BT OH0#S!+8/+1(,&2B1+8$1/2/61' S 8LZS!

85 http://www.healthit.qov/providers-professionals/ehr-privacy-security/resources
86 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html

87 http://www.healthit.gov/providers-professionals/privacy-security-training-games
88 http://oncchpl.force.com/ehrcert?q=chpl

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& RX.
!

0,7>3%&0%+'%>&>>*(,-5 &(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&


http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://oncchpl.force.com/ehrcert?q=chpl
http://oncchpl.force.com/ehrcert?q=chpl
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://oncchpl.force.com/ehrcert?q=chpl

The Office of the Nat!onal Coordinator for ™~
Health Information Technology

11.$b*&. $U21%=4.,, 2+182%$' +:$2+1, 411, * 1+&:$1/2(1/I'+/441:$:PS. U H&:$I+,¥2($."+/2(1/2(1((.$"!
$6$0+.,2801824, :/+&,2I'$0*.&-+11&1ZH+8$179-AAI3$0* . &H16S!

X AIDIGRASS(=. 45'8,2/6U 1525+ &3 2f
4,0°$(1/++$2+&,210/2!, 4+$2118$6(1b*&0| Y%*'#1#-,"#(/&#/&4%,3'5&
12(1:,.$!.$6&/P6S!.$6+1+8/218411 *.! 6/1(*7, ' #(/&0%-"#'. &
+/441(,$1/21&28,*$1L.&T!12/6 1'&'&2!I 3,:$!=.,4%$"&,2/6'18/%$!/10$.+&4&0/+&,2!
=&303:3/6t.,08"! '=.9/(1,%$.'S%$./6! | ¢ 1B4/6+81824,.:/+&,2;IC,.1$?/:=6$Y1+8S!
524851 >$+8AK0ME AWSHREBH | | 74/6480/ $1924,.:/+8,21/2(1H/2/BS:$2+!
0/2!P$!, 281&2(80/+, ! 4I0*/6&ABOIYB.25Y 511 g3 (@641 IWTOHB3XI2(1+8SIA:S.&(/2!
K8$i=. 498, 2/61Qa66!BBS +Q/L+ 1 | Jo 2o i e
[&+&B/+SL.&1' 11, ¥10/21/%,&(1+88! A AT AL

- : A",0&/+&,2IWATIHAX!/.$!+Q,!,.B/2&E/+4,2"
29%(1+,1.$'$/.081/2(1$96/6*/+$! +8/+!,44$.!0$.+&4&0/+&,2'!*2,2!'*OO$"4*6&

,=+&,2'11,*.'$64;!
=6$+&,2!,41/21$7/:; |
X KI/6[1+,1'$%$./6!" *.0$'1, 41=,+$2+&/6! 0,:=63+&,21, 4121821

["&'+120$;19411,*10,2+./0+!1Q&+8!/! &
=.,4$"&,2/6YIDV>1.$0,::$2("1+8/+! | A&+ (1*1&'#1)#5&09(;80+8&#/+1=08 #
1,%$1/1=.,4$"&,2/61Q8,!8/'.$6$%/2+! | 0)'#J&84+1(.#RA5/I8

0$.+&4&0/+&,21/2(1(&.$0+ 1 HROBE.
+1&6,.82B\/1.&!/2/61'&"1+,1:$(&0/6!

K8&'10.$($2+&/61&1($'&B2/+$(1+,!
=.4$"&,2/6'1Q8,!/.$!.$'=,2'&P6$!!

=./0+&0%$"1Q&+8!/1"&:&6/.I'&ES$!/2(!
0,:=6$7?&+1!/11,*.";!

L*/.$I'+&66!*6+&:/+$61!.$'=,2'&P6$!4,.1+8%!

'$0*.&+11.&'[1/2/61'&'1$%$2!&411,*18&.$!/!

=.,4$"&,2/6!4,.1+8&"/0+&W&*18$. ¥BS$!'$0*.&+1
&[1/2/61'&"1Q&MH*&. $!1,*.1(&.$0+!,%$.'&B8+!/2

,2B,&2B!&2%,6%$:$2+
K8$!I'$0*.&+1!.&'[1/2/61'&'!=.,0$" 182!

==, +*2&+11+,16$/.21/'1:%081/'1= "&PES$!/P *+!
8$/6+81&24,.:/+8&,2!'$0*. & REHI3+$RK.21+8&.

08/=+$.14,.5;, $!(&'0*"&,2!/P *+I'$0* &+1!!
&[V2/61'$"; !

J(&ANBP#72&H# 2#("#/+&=1&6H T "4+#
J&84A+1(#F12W#@)08.212

7/%$!1,*.1I'$0*.&+1!,44&0%.!,.I'$0*.&+11.&[!
=.,4%$"&,2/610,2*6+/2+1*'$4+,,6'1/%/&6/P6$!,21+8$!

4,1/143$B*/.(&2B!=/+&$2+!&24,.:/+&!2;!
K8&'0.$($2+&/6!'&B2&4&%$"1$?7=%.+&'$!&2
=6/22&2BY!$?$0*+&2BY/2(!/(:&2&'+$.&9B!
=.8%/011/2('$0*.&}1,+$0+8&,2!=.,B./:"
&2!8%/6+8!0/.%!,.B/2&E/+&,2"/2(!
0,:=$+$20%!&2!/"'=$0&/6 &ES$(!'[&66!'$+!&P!
+8%!=.&%/01!/2(I'$0*.&+1!/'=$0+'!,4!8%/6 48!
&24,.:/+&,2!:/2/B$:$2+ ;!

|

A&+(1*1&'#*&221")09#1)#
5&09(;80+&#3$)*"+,0(1")#0)'#
-0)01&,&)(#J.2(&,2#RA/5$-JS #
>-79H3!&'1=.,4%$"&,2/6!0$.+&4&0/+&,2!
=.,B./:14,.18%$/6+8!0/.$!&24,.:/+&,2!/2(!
12/B$:$2+!'1'+$:'1=.,4$"&,2/6"; !

DV>V2(ID>#! Q$P'&+$H,1BS+!/1=.$6&:&2/.1I'$2'$!,4!=,+$2+&/6!'8,.+0,:&2B"&2!8,Q!1,*.!=./0+&0$!
=.,+$0+'1=/+&$2+1&24,.:/+&,2;|Al'& BRG6GL2B!,4!/.$/",414,0*'1,.108$0[6&'+!(,$'12,+14*64&66!+8$!'$0*. &+
&'[1/2/61'&".$b*&.$:$2+Y IP*+1+8%1=$"1,4!+,,61Q&66!8$6=!$%$. BRHL.$/(1!4,.12$$($(!

I"H$%& (&

Vi, -. &, 1$8&0%-"*#' . &(1&23%-*(/#-&4%,3'5&6/1(*7,'#(/&& R\&

0,7>3%&0%+'%>&>>*(,-5 &(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&



The Office of the National Coordinator for ™~
Health Information Technology

&=.,%%:$2+"; 1Z$$="+8$1.$*6+'1/'1=/.+1,411 % 1(,0%:$2+/+&,2IW'$$!3+$H>,2'&($. +8FBHAIK,, 6" /2(!
D>#1)*&(/20$! 21#&'['A2/61'&N14,.I:, $!+8,.,*B8!B*&(/20$!&2!$%/6*/+&2B!1,*.| 6 HAL& [ ;!

J(ENBUPHF&*+&2;#T"4+#X)"69& | &#CO28# S| @HIF 49& 2
S$/.21/P *+1+8$179-AAES Y IH/+$16/Q'Y1/2(1, +8$.1=.&96/011/2(I'S0* &+11.$b*&. $:$2+'1+8/+1/6",!
$b*&.$10,:=68/203;

J(&NEKP#H/+","(&#OH#AL9(4+8&# *#/+" (&8 (1L &) (#/+1=08.#0) #I&84+1) I##
[0(1&)(#$)*"+,0(1")##
-.&%/01!/2(1"$0*.&+1!/.$!P$'+!1/08&$%$(!Q8RWBI66!/+:,'=8$.$1&2!1,*.1, 448 0B=8/'&ES'!
0,24&($2+&/6&+11/2(!=., PR 4&/+&$2+1&24,.:[+&,2;!>*6+* $!'$+'1+83!+,2$!+8/+1Q&66

X >,2'&+$2+6110,::*2&0/+$1,*.1$?=$0+/+&,2'1+8/+!/66!:$:P$.',411,*.1Q,.[4,.08!=.,+$0+!
=/+&$2+'U!8%$/6+8!&24,../+&,2

X )*&($!1,%1Q,.[4,.08U1$44, +'1+,10,:=611Q&+8Y!&:=6$:$2+Y1/2(1$24,.0$!1,*.1=.8%/011/2(!
'$0*.&+11=,6&08&$'1/2(1=.,05(*.5'

X #3$:&2(I'+/44Q81!'$0*.&2B!=/+&$2+!&24,.:/+&,21&'1&:=,.+/2+1+,1=/+&$2+'1/2(1+8$!:$(&O/6! £./1

0%>BZ&A(-"7%/ &F(*&)(-%:iP& | 21 7>3%:&(18G%-(*$:& (&G% &t
LD b > 24$2+'1'8,*6( 1&206*($YIP*+12,+1PSI6& &HB(1+,} !
G,0%:$2+/+&,21,41/1 & [1/2/61'&1/2(! +8914,66,0&PB"
79-AKS6/+$(1=, 68083 V1=, 05 $Y! | |
$=,.+Y2(1/0+&%&+&$1&'1/!.$b*&.$:$4
*2($.148%$!79-AAI3$0*.&+1 #1485, Y+8$!
>$2+$.14, IH$(&0/. $2(IHS(&O/&(!

il L*1=,6&08$1/2(1=.,08(*.$'!
il >,:=6$+$(!'$0*.&1108$0[6&'+'

0,7>3%&0%+%'%>&>>*(,-5 &(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&

25 0 ZOBMBXY (%L I561-%&($. 108, il K.J/82&2B!/+$.&/6'1=. $'$2+$(1+,+A4D (!
1A S 414, 1+ 8SI5TH062+ 065 /-1 HINIGE 6+2+$$. (11" 0&/+$(10$.+&480/4$!
+,1.$+/&21/66!.$6$%/2+!.$0,.('1+8/+! nnnngo,: =6$+&,2
= A&, 21 il O=(/+$(laAl/B.$$:$2+1!

il 350*.&+11.&!/2/61'&1.$=].+
G,0%:$2+/+&,2!'8,Q! 8,Q!1,"!(&(!+83! il 57#1/%(8+16,B'1+8/+'8,QIP, +8*+&6&E/+& P! 4

14$B*.("+,1((.$"1+83L& ! MG 'U1/O+8. 21
&($2+&4&$(1&2!1,*.).&'[/2/MABSFH!+88) R e iy _
P,?!/+1.8B84,.1/((&+&,2/6!&+$: 1+ il #& ['/2/B$$2+|/0+&,2|—6/2|,|,+8$ Al

&206*($1&211,* 1(,0%:$2+/+&,214,6(S.1x1| MIMINI(0*:$2+/+&, 2IW+8/+!'8,Q1/==.,=. &/H3!

D%$.1+& $Y!1,* '$0*.&+11(,0%$2+/+&,3 1NNNNIIB/2&E/+&, 28 YA6$:$2+/+&,2!+&:$+/PBS
4,6(3.!1Q&66!P$0,:$!/!+,,61+8/+1856="1 | 1NN 2(1&:=6$:$2+/+&,212,+%'

LAIS0% &4 11= 08 $IPSL &1 | i 350% &+11820&($2+/2(1P.$/081&24, &

REREN RN AR AARNN NN RARNNNNAARRNAIRRRR]

89 hitp://healthit.gov/providers-professionals/security-risk-assessment-tool
90 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html

"#$%&' (&

V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& TN
|



http://healthit.gov/providers-professionals/security-risk-assessment-tool
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html
http://healthit.gov/providers-professionals/security-risk-assessment-tool
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html

The Office of the National Coordinator for ™~
Health Information Technology

$44808$2+;!L,*.1Q,.[4,.0$!Q&66!P$!/P6$S!+,!.$4$.$20$!+8&':/'+$.14&6%$!,4!'$0*.&+114&2(&2B'Y!($0
/0+&,2"1C*.+8%.Y!+8$!&24,.:/+&,2!1Q&66!P$!:,.$!/00* /+$!+8/218&4!1,*.1Q,.[4,.0$!+.&$'+,1.$0,2'+.*0+!
($0&'&,2'1/2(1/0+&,2";K8$'$!.$0,.(''Q&66!P$!$"$2+&/6!&4!1,*!/ $!B6H:-$(14,.10,:=6&/20$! Q&+8!+8$!
79-AAI6HPM, 1/2 157#1920$2+8&% B /:; !

0'%>BIZ&GY%+#961&2U#; #/D&0%-"*F)EHRE) %o* 1 (*780%-"*# &GH#:S&=/,3.:#&
K8$!.&I2/61&1=.,08"/"$"$ = +$2+&/61+8.$/+1/2(1%*62$./PEE&+&E$ !+, 1+8$10,24&($2+8/68+1Y
12(1/%/&6/P&6&+1!,418<8$!4&2(&2B"4.,:!+8&'/2/61'&"&24,.:11,*.| &'[l:&+&B/+&,2!'+ M+ $B1;

a$4, 11,4+ +Y1+8$'$1.$0,::$2($(1.$,*.0$10/21=. %&($!B*&(/20$!, 211, *.I'$0*. &+11.&1/2/61'&" !
X D>#U'D)*&(/20$!, 2148 [IA2/61'& HSb*&.$:$2+'12($.1+8$179-AAI3$0*. &+ 1 IH#H6$
X D>#3$0*.&+11#6$!C.$b*$2+61IAS(Id*$'+&,2'IWEBAd'X
X SHAK,6YIQ8&08!8$6="1"/6610+&0$10,2(*0+!/21$2+$2'€I6SY 'L '+$:/+&0). & /26 1'&!
X VI+8&,2/6192'+&+*+$!,413+/2(L.(1/2(1K$082,6,BLIWVISKX!I79-AAI3$0* &+ 1IHBHIK,  6[&+

9411 *1Q/2+1/((&+&,2/6!*==, +YH0*.&+1!.&[!=.,4$"&,2/6!0/2!=612(!&:=6$:$2+!+8&/R/6 1'&Y IP*+11 *!
Q&EHS(1+,!,%9$.'$$1+8%!=.,0$"!3:$!0,::$.0&/6!"$0*.&+11.&[/2/61" &'l=.,(*0+'/.$!/%/&6/P6SY!P*+!
P$4,.$IL,* PXLYI'$S[!,*+1/21&2($=$2($2:8%&$Q!4.,:!/18$/6+8!&24,.:/+&,2!'$0*. &+11$?74$.+;!

L,*.14&.'40,:= $8$2'8&%$!'$0* &+R[!
/2/61'&"'8,*6(14,66,Q!/I'1'+$:/+&0! 8#>;&1(*&,&\%"%*&0%-"*#'.&G#;S&=/, X;#

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D& &0%-"*# &B,, D% 7%/ & (-%:; &&

/==.,/1081+8/+10,%%.'/66!'$0*.&+1! il 5(*0/+$!'+/441/P *+!+8%!&+$./+8&%$!/2(!,2B!&2B
&'[19+'8,%6('! MmmmnR/4+* g1 41+8$0* &+11.&'[1/2/61'&'1=.,0$" 1
X O($2+841108BFOIS78 ”"”i|!”lIII-'|/[$!'fO*.&+l*!/!8:&ET8!=.&,.&+1!&2!1,*.!
211 1= joraosy208.q | MM e ,.[=6/0$!0%6+*.5;!
8+18/10. /48| S0S&ONS( il 7/%%$1/2!/0+&,21=6/21+8/+106$/.61!/"&B2'!
J82HE2S(YY2(k /2 & +g(y1 | MINMNILE'= 2@ P&BE&+&S4,.19/08! & !/2/61'&!
&206*(&2BIg2I57# ;! mnnmo, .= 2$2+;!
K1=$',41.&'H,!+8%$!$-79! il 92%,6%3$!1,*.157#!($%$6,=$.!&2!+8%!=10%"
1&2+/&2%$(1&211,*.157HD&66! il 52 $!+8/+1+8$!.&'[1/2/61'&'1&'1'=$0&4&0!+,!
%/.11($=$2(&2B!,2!Q8%$+8S$.! | nunnlx rg¥+8& 2:1

1,*I57T#& P/ $(1&2!1,* !
44808$!,.18,'+$(1,21+8$192+$.2$+IW$; B; YROG(.| A==680/+&,213$.%&03!-.,%&($.X;

X 9($2+&411=,+$2+8&/6!+82KI%*62$./P&E&+ESIANS, +$2+8/61+8.$/+'1&206*($18%:/21+8.$/+'Y!
*08!/'101P$. YV++/0[Y1+8$4+Y1,.1Q,.[4,.08::$:P$.1$.., gR/+* /61+8.$/+"Y 108!/ 1$/.+80*/[$Y!

LULLLO Ot et el

91 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html

92 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
93 http://www.hhs.gov/ocr/privacy/hipaa/fag/securityrule/index.html

94 http://www.healthit.gov/providers-professionals/security-risk-assessment-tool

95 http://scap.nist.gov/hipaa/

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& TM:
!


http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
http://www.hhs.gov/ocr/privacy/hipaa/faq/securityrule/index.html
http://www.healthit.gov/providers-professionals/security-risk-assessment-tool
http://scap.nist.gov/hipaa/
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
http://www.hhs.gov/ocr/privacy/hipaa/faq/securityrule/index.html
http://www.healthit.gov/providers-professionals/security-risk-assessment-tool
http://scap.nist.gov/hipaa/

— %

The Office of the National Coordinator for -
Health Information Technology

A&.$Y!, .1+, 2/(gI2(1$2%8&..,2:$2+/61+8.$/+'Y 1081/ 1=,66*+&,2!,.1=,Q$.16, CF62$./P&6&+E&S/.$
46/Q'1,.1Q$/[2$"$'1+8/+1&41$?2=6,&+S(IP1!/1+8.$/+10,*6 (1.$*6+1&21/I'$0*. &+11&20&($2+!,2/1%
41=,6808$'1/2(1=.,08(*.$'1!

X O($2+&A11.&TI2(1+8$&.1/" 08&/+$(16$%6 3B NABRBSY :$(&* Y 16IRSE.1&1(, 28 1!/"$"&2BI+8$!

6&[$6&8, £B/4+8.$/+'1Q8&661$7=6,&+1%*62%./PREGEHBH! /ASB*/.(10*..$2+611821=6/0$!/ B!
["$"&2B! +8$E +$2+&/61&:=/0+'10,248($2+&/68&+1Y!8&2+$B.&+1YV/2(1/%/&BIR&E&+1!, 41$

AL&'[1/2/61'&"0/2!=.,(*0$!.$*6+"1+8/+!:/114/66!&2+,'eB./1f1/.$/';17,Q$%$.Y!1,*1Q&66!P$!/PES!+,!'$$!
Q8%.8$!1,*!/.$!:$$+&2BY!2,+1:$$+&2BY!, .1$?0$$(&2B!79-AA! $b*&.$:$2+'1/+!/|B&%$2!=,&2+!&2!+&:

J&BA+1(#F12W24#1)HPICTRRYSF 242 Y#S$) (&+ ) 2(& #USF2#

AB6I+1=ZI57# | *+=$.4, :1=/=$.1:$(&0/6!.$0,.(1Q8$2!&+10,:$'1+,1=. %&(&2BP$++$.1/00$" 1+, /2(1*'$!
A1$-79;1D21+8$! +8$.18/2(YI57#1/6',1&2+.,(*0$12$Q!. & [ 14179;IK8S!:&?!, 4I'$0*. &+11. &&/44$0+%(

&21=/ +R1I+8$1+1=$ 57118, '+&2BI1,*I8/%$ |, 448K ('W6,0/618,'+X],.192+$ B S(IW.$:,+$18,'+X;!

KIP6S1,44$.'1/14$QI$?/:=6$'1 41(&44$.$2+1. & [1/" 0&/+$(1Q&+8! LREBHY'192+%$. 288, +$(I57#'; |

0,7>3%&0%+M%>E>>*(-5 &(*&
67>3%7%/'#/D&,&0%-"*# &B,/,D%7%/'&)*(-%;; &&

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& T™&
!



The Office of the Nat!onal Coordinator for ™~
Health Information Technology

"#EY&()*H#+,%&-1./10.1&213#%!42/.5+#13.216&785319!:3-;-1<31=1>3//&5&21!"9,&-1./")R:1?.-1-

4(;&8.5% &
U™)1X07#13%F @4

V/+* [61(&+$.10,*6(1B.$/+611(&' *=+1+8
1%/1&6/P&B&+1!,4Y/2(1$%$2! ($-F ALY !

2U,7>3%;&(1B##D,#(/ &'%>,&
ABQ/1'+,.$ 1. *+&23$IP/0[*="1,44'&+B;

U"1>07#13%FGH

L,*!(&.$0+6110,2+.,6!+8%!'$0*.&+1!'$+H

#$B/.(6$"1,4!1,* 1=./0+&0$!I'&ES$Y14,66,Q
P$'+!=./0+&0$",21=,6&0&$"/2(1=.,08(*.$'
IP,*+1/00$"1+,! $-79;IC,.1$?/:=6$Y!
*$1=/"Q,.(10,2+.,6/2(1/*+,:/+&0!
6,B,*+14$/+* $'1

U"1>07#13%FCh

K8$!'$0*.&+1!14$/+*.$',211,*.1 4480%
PIS(I57#1/112,+IPSI/ = A+ K/+$1/2(!
', =8&'+&0/+$(1/'/2192+$.298;'+$(!57#; |

H/&2+/&2!,2B,&2B!0,::*2&0/+&,2!Q&+8!
1,*.157#1($%%$6,=3.!/P,*+12$Q!4$/+*.$'!
[2(1+8%$&.!10.&+&0/6&+1!+,!+8F!"$0F. &+1!
+83!I57#,;

U™)1X07#13%F @A

F8$21=*P6&0!/2(1=.&%/+$!&24,.:/+&,2!
'$0* &+11.$0*&.$:$2+'108/2BSY!1,*18/%
+,14&B* $! *+18, QU+ I*=(/+$11,*.I57#!
12(1Q, [l *+1/21IP*B"; |

#,*+&2$611:, 2&+, .14,.108/2B$'1&214$($./6
IHA+$Y, 1= 8% 0 +,.1&24, 1/ +&,2)!

'$0* &+11.$0*&.$:$2+1/2(1/(]*+'$++&2B'!
112$$($(; !

R+$1*+¥5&#$13%)| L,*!1/.$!:,.$!($=$2($2+!,2!+8%! > 24&.:1+8/+11 *.157#18,'+14,66,Q"0;3;!
Y5B&DBX#13Z% | .$6&/P&6&+1!,411,*.192+$.2$+10,22$0+| '$0*.&+1!I'+/2(/.('/2().$b*&.$:$2+"; |
FGH#% L *1(+1IPS -+, $(, *+&($1+85! !
0;3;Y1/2(!,+8%.10,*2+.&$':/1!8/%$!
(&443$.$2+!8%/6+8!&24,.:/+&,2!=.8%/01
12(1'$0*.&+116/Q"1+8/+!:/1!/==61!+,I"*08!
A48, $I(/+]; !
R+$1*+¥5&#%$13%| K8%$($%$6,=3:/110,2+.,6!:/21! ! K8%!/($b*/01!,4!+8%'$!'$++&2B":/1!
Y5B&OBX#137% | '$0*.&+1!'$++&2B"; P$!I8/.(1+,1/"$"YIP*+!/T!4,.1 !
FGH%o '=$08&4&0'&24,.:./+&,2;
R+$1*+X3&#3$13%| 92!+8%!4*+* $Y1+8%!($%$6,=$.!:&B8+! [ 52" $!1,*.I57#!'+/1'10,:=6&/2+; 1a$4,.$!
Y5B&DOBR#13Z% | .$b*$'+!$2+./14$$' 1+, 1*=(/+$!1,*.157#! 1*IP*1YI&+I&IBDA'TIL,*. ($%%$6,=$.!
FGH% 4,.10,:=6&/203$!/145($./6Y!"+/+$Y1/2(! [P, *+14$$'1&+!:/1108/.B$!4, .'$0*.&+1!
=.&%/+$0+,.1&24,.:/+&,2!'$0*.&+1! *=(/+$; !
$b*&.$:$2+'1$%,6%4%;
&

41

0,7>3%&0%+'%>&>>*(,-5 &(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&

0'%>QZ8&A%+%3(>&,/&=-"#(/&)B,/

O'&2B!+8$!.$*6+14.,:11,* 1.&'[1/2/61'&'Y(&'0*"1/2(1($%0$6,=1/21/0+&,2!=6/2!+,!:&+&B/+$!+8$!&($2+&4s
&G *1/0+&,21=6/21&1&24,.:$(IP1I1,*.L.&/2/61'&/2(1'8,*6(!14,0*'1,2!18&B8!=.&,.&+1!+8.$/+'1/2(!
%*62$./P&6&+&$";IK/[$!/(%/2+/B$!, 4!+ 8SREHIEPEE 9-AABSO*. & +11#*6$!=.,%&($'Y!Q8&08!/66,Q'1,*!
+,1/08&%$%%$!0,:=6&/20$!Q8&6$!+/[&2B!&2+,!/00,*2+!+8$!08/./0+$.&'+&0',411,* .1, . BI2&E/+&,2!/2(1&+']

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&&
!

TR



.-""---=

The Office of the National Coordinator for ™~
Health Information Technology

$2%&.,2:$2#9+1&'1&:=,.+/2+1+8/+11 *.I'$0*.&+11=6/2!&"14$/'&P6$!/2(!/44,.(/P6$!4,.11,* 1=./0+&0$;! D4
P/'&0!'$0*.&+1!:$/*.$'10/2!P$!8&B861!$44$0+&%$!/2(1/44,.(/PES\VWPHS! RE!

@8(L")#/90)#A" N")&)(2#
K8$!=6/2!'8,*6(18/%$1&%6$!
0,:=,2$2+"1 |

<(I T(;'P&4#D53.&211%-'#+%&0,1%0D&,*$
il 3/1le2,fl+,I'+/44].$b*$'+'1+,1+/[$!8,:$! !

X A(&28&+.I+8MIASBH.( | il #$:,%$!8/.(1(.&%$14.,11,6(10,:=*+$.1 |

81" wasgr 1| MHHH
x -BL&0/GHASBY.( il G,12,+1$:/&68B-791*26$"11,*1[2,Q!+8$!(/+/! !

mnmee:/eQls ;!

x K$082&0/6!/4$B*. IS0, 1=+$(; g
X D.BI2&E/+&,2/6"+/2(/.(! il H/$!™*.$11,%.I'5.9%$.1&'1&21/1.,,:1/00$"&P6S! | =3
o NN 2611+, 1/%+8, &ES(I'+/44Y1/2(1[$$=1+83!

X -6&08&$1/2(1=.,08(*.$'! L 16, 0[8( ! 0
K8$'$10,:=,2$2+'10,..$'=,2(1Q&+8! it H/[$!"*.$!1+8%5!$52+&.$!,4480512($.'+/2('! 5\/
+8$B0*.&+110,:=,2$2+'=$0&&S$( | NI/ 'Q,.(1'8,*6(12,+IP$!I'8/.$(,.1$/1l | Y
&2!+8$IP6§2!1+8$12$7+1=/B8 I 1B*$": | .
K/PEFRP.&$461!,*+6&2$'1$/08! il V,+&4111,*.1, 44&0$!+/441+8/+11,*1/.$1. $b*&.B(! = R
0,:=,282+1/2(1=.,%&($"! $2/:=68" 1 | i 1 2&+,.1+8%$&.1/00$"1./2(,:61; ! @
| il H/&2+/&2!/'Q,.[&2B!4&.$!$?7+&2B*&'8$.1&210/'$! |+
' HINNN4AE.$; x
! il >8$0[11,*.157#!'$.%%.1,4+$2!4,.1%8&.*'$'] S

X
(90)
N
[\-
o

67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& TT&
!




The Office of the Nat!onal Coordinator for ™~
Health Information Technology

"#$%&DA3B&!6&785319!C.+,.2&21-!/.5!:3-;| D#2H#E&+&21

0%-"*#'.&

2U,7>3%;&(1&]"3/%*,9#3# #8o;

2U,7>3%;&(1&0%-"*#&&

(7>(/%I" &
(B-"+"#$*7$"11%

V,I'$0*.&+1!,44&08$.1&' ($'&B2/+$(;!

B#'#D,'#(/&0*,'%D#%&
3%0*.&+1!,4480%.1&"($'&B2/+3(!

> =5 +$.1$0*&=:$2+1&1$/'&61!
/00$"&P6$!P11+8$!=*P6&0;

-, HIPBS!($96&O0S/.$12,+1+ /0[$(!,.12,+!
6O[$(1*=1Q8$212,+1&21*'$!

N7'1KD7*3% i F,.[4,08$'&'12,+!+./&2%(!,.1&'1*2/Q/.$! [ 2(I=*P6&0&ES(;

A1=.8%/011/2('$0*.&+11&"*"; i F,.[4,0%'+./&2&2B!P$B&2'l/+!8&.%!

il -$.&,(&0I'$0*.&+11/"$":$2+1/2(! [2(1&"0,2(*0+$(!,2!/1.$B*6/.1/2(!

4.$b*$2+!P/'&!;

il 3%0*.&+1!.&7T1/2/61'&'&'=%.4,.:5(!

=$.&,(&0/661!/2(1Q8%2!/108/2B$!,00*

&21+8%!=./0+&0%!,.'+8%$!+$082!6,B1;

M6,#")7B% it  C/0&6&+1!8/1&2*44&0&8%$2+!6,0['/2(!,8%.! a*&6(&2B!/6/.:1'1'+$:'1/.$1&2"+/66B(;
N7'1KD7*3% Pl.&$."+,!=/+&$2+!(/+/'/00$"! D44&0%'/.$!6,0[4(;

30.$$2'1/.$!'88$6($(14.,:1
'$0,2(/.11%8$Q8$.,

@1)6+")7B%
N7'1KD7*3%

-,,.10,2+.,6'1/66,Q!&2/==.,=.&/+%!
[00%$"1+,157#;!
A*(&+16,B'/.$!2,+1*'$(1$2,*B8!+,!

D, 2&+,.178.1/2(1,+83.157#!/0+&%0&+&H
V,1:$/*.$'/.$1&2!1=6/0$!+,![$$=!
$69-+.,2801=/+&$2+!(/+/14.1:1
&:=.,=%$.108/2B$"; !
V,10,2+&2B$201!=6/2!1$?&'+";
56%$0+.,2&01$?08/2B%$'!,4!=/+&$2+!
&4,.:/+&,2!/.$'2,+1$20.1=+%(!,.!
+85.08'$'50* $(3

330*.$!*'$.19G"Y!=/"Q,.("Y/2(!
[==.,=.&/+%$!.,68P/'$(!/00$"! !
1.31*$(; !

# *+&2$!/*(&+',4D0$"1/2(108/2B$'!
+,157#1/.$10,2(*0+$(; !
A2+8/0[&2BY/2(1/2+& /6Q/.$!

" 4+Q/.$1&'1&2'+/663(;!

> 2+&2B$2011=6/2"1/2(!(/+/'P/O[*=!
=6/2'/.$!&2!=6/0%;!
G/+/'&"$20.1=+4(;

U*K7+"W7$"&+7H i!

V, IP.$/08!2,+&48&0/+&,2!/2(1/",0&/+$(!

#$B*6/.1.$%&$Q'1,41/B.$$:$2+'!

Q$.$1=*.08/'$(IP*+12,+14,66,Q%(1
K8%!:/2/B$.!=%$.4,.:'1/(!18,0 !l
'$O*.&+1!:$/*.$'; !

N$7+37+3% = 6808$78&+ 1.$10,2(:0+$(/2(1*=(/+$" !
il ar&28$"A" 08/+$NAAXIB.$$:$2+' :/($/00,.(&2B61; !
8/%$12, +IP$$21*=(/+$(1821'$%$./6! 19V
M&B")" T4B96 il )$2$.80Q.8++$2!=,680&$1/2(1=.,08(* il F.&++$2!=,680&$1/2(I=.,05(*$'/.$!
M*&)13D* i +,1$2"* $179-AAI'$0*.&+110,:=68/20$ &:=6$:$2+$(1/2(1'+/4418'1+./8&2$(;!

3$0%.&+11+$/:10,2(*0+'1:, 2+86L!
$U&BQ! A 1/0+8%8+ES';
#*+&2BIF=(/+$1 S/ ($1+,!

(0% $2+1'$0* &+11:$/*.$; |

C,.!/2 1'&2B6$!.&[Y/I0,:P&2/+&,2!, 4 /A$B/.(1:/11P$I2$0$"/. 11P$O/*'$!1+8$.$!/. $1:*6+&=6$!=, +$2+&
%*623$./P&6EHBSS?/: =63 Y$2+.&2BI==.,=.&/+$!/2(10,2+&2* *1/00$"1+,1=/+8&$2+1&24, :/+&,21:/1!
$h*&.$!',:$+8&2BI/1&:=6$!/"1/1=81'&0/6!'/4$B*/.(!,41/((&2B!/1=,Q$.I"* B$!=., +$0+&,2!'+ &=Y=*++&2B!
+8$!'$.96$.1&21/16,0[$(.,,: Y/2(IP$S&2B1:$+8&0%6, ¥1/P *+IP/O[*=":IL *.1/0+&,21=6/2!'8 *6(18/%$6+&=6!
0,:P&2/+&,2! A1+8$148%3$!.$0*&.$(10,:=, 2 2A6+8,*B8I+8$I'+$="1/.$I'$b*$2+&/6Y 1+8$I'$0* &+1!
0,:=,2$2+'/.$1&2+$..$6/+$(}

I"H$%& (&

Vi, -. &, 1$8&0%-"*#' . &(1&23%-*(/#-&4%,3'5&6/1(*7,'#(/&&

T<&

0,7>3%&0%+'%>&>>*(,-5 &(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&



The Office of the Nat!onal Coordinator for ™~
Health Information Technology

S$/.2!:,.$!/P *+1+8$'$l. $b*&.$:$2+'1+8.,*B8! +8F79-AAIZ$0*.&+11#*6$!5(*0/+&,2/6!-/=$.13HNQ$8S!

DV>I>1P$.'$0*.&+1!1Q$FBS' Y- /2(1+8$1>1P$.'$0*.$!+./&2&2B!B/.$ I!

[+"8&22#*" +#11&=89"N 1) I#(; &H/90)##

L,*.I'$0*.&+1!,44&0$./W'$$! IHHHQ&66!2$ (!

0,2%$2$!+8%%/:!1+,1($%$6,=+8$!'$0*.&+1!
10+&,2!=6/295B&2!PR($2+&41&2B&:8SH
/0+&,2'1+8/+10/2!.$(*0$!+8%!B.$/+$'+!.&T'

9411, * I'+/441&'1*2™* $18,Q!'=$0&4&0!79-AA!
$b*&.$:$2+:&B8+!/==61!+,!1,*+$0&4&0!

=./0+&0$Y!.$%RS@BS0*.&+11#*6$!)*& (/208
1, +8%.1:1/+$.&/6',2! DV>UT$/6+8!9K!-.&%/01

[2(13$0*.&+11#$' *.0$'1Q$P=/BS; NI *.!

'$0*.&+11.&[!1=.,4$"&,2/6!,.16$B/6!0,*2'$6!4,.

8$6=!/"12$$($(;!

D20$!+8$1=6/218'1Q.&++$2Y!1,*|($'&B2/+$(!

'$O* &+ MS/1'8,*6( 1$S+=$.8,(&0/661!+,!

0,,.(&2/+$!/0+&,2'Y1Q, .[1+8., *B8I*2$7=$0+$(!

2/ B'YI/2(1+./0[1=.,B.$"; H$QL(11,*.1+$/:!
[1&+1/088$%S$':&6%$+, 28A($.+/2(1+8/+11,*!

Q&66!2,+!P$!/P6$!+,!1$6&:&2/+$!.&'TYIP*+11,7

P$!/P6$!+,16,0$.1R&:=6$:$2+&2B!
YASBH/.(1+8/+].$(*0$!. & T/2(!
%6+62$./P&EEAEBIP, *+18:=6$:$2+&2B!
+8$1/0+&,21=6/21&'182!348%6,Q;!

0'%>¥7&B,/,D%&,/$&B##D,' %&GH#;S;&
D20$!1,*18/%%$!/21/0+&,2!=6/2Y14,66,Q!&+!+,

$(*0BI'S0*.&+11.&V2(IP$++$.!=. +$G+TO;!
K8&'I'+$=18/14 * 1=/ +'Y1$/08!,41Q8&08!&"!
(&'0*"'$(1P$6,Q;!

LULLLO Ot et el

Q%.&"N"%;'#(/;&'(&=;S&,;&F("&)3,/ &
&

D;"#,028W&.2#("#."4+#N+08(18&<
5'+/P6&'8!/2(14,66,Q!/!=,6801!.$B/.(&2B![$1'
120=/"Q,.(;152"* $I1+8/+!  /00$"1[$1" /.$!
$+*25(1P$4,.$5:=6,1$3$",.10,2+./0+,."!
6$/%%$!1,*.1=./0+&0%;194!/21!4,.:.$.1$:=6,1$$'"!
12(10,2+./0+,."18/%$![$1'Y!08/2B$!+8%$!6,QF
G,!12,+!4, B$+!/P *+1€%&.+*/6f[$1'16&[$!
[(:&2&'+./+,.1/00,*2+'1+,11 * I57#1 .1

(/+/PI'$IK!  P$!"™ $!+,108/2B$+8%'$!
=1"Q,.("=$.&,(&0/661;!

|

D;&+&B#6;&)B#0)'#;"64#"*(&)#"#."4#
S08WHAN<#!"#."44#,0=&#0(#9&02(#")4
308WAN#WEN#"**21(&<#AQ)#."4+#'
3&H#+&8"=&+&H#*+" #(;&H#308W A 2<
-$.&,(&0/6611+$'+!1,*.IP/O[*="1"+$:!+,!
0,24&.:11,*10/2!.$+.&3$$b1,*.1(/+/'P/O[*="!
Q8%$2!12383(%(;!

|

D;0(#12#."4+#8")(1)1&)8.Z #
'1202(&+#N90)#6;&)Z1*#." &k #
28+=8&+#8+02;&2#0)'#."4#80))" (#
'1+&8(9.#+&8"=&+#'0(B<#
ABQ/L":/&2+/&ABY%$6,=H(,0*:$2+ /+&,2!
+8/+!=.,%&($"0,2+/0+!&24,.:/+&,2!/2(1+8%!
'$.&/612*%:P$.",411,*.1'$.%3$.1/2(!,+8%.!
81.(Q1.$1/2(", 4+Q1.$*'$(Y1$+0;12$$=!,2$!
0,=1!,44'&+$!&2!/'$0*.$!=6/0%;

£

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D& &0%-"*# &B,/, DY%7%/'&)*(-%;; &&

(¢

96 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html

97 http://www.healthit.gov/providers-professionals/cybersecurity-shared-responsibility

98 http://www.healthit.qov/providers-professionals/privacy-security-training-games

99 http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityrulequidance.html

100 http://www.healthit.qgov/providers-professionals/ehr-privacy-security/resources

I"H$%& (&

Vi, -. &, 1$8&0%-"*#' . &(1&23%-*(/#-&4%,3'5&6/1(*7,'#(/&&

T@


http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html
http://www.healthit.gov/providers-professionals/cybersecurity-shared-responsibility
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html
http://www.healthit.gov/providers-professionals/cybersecurity-shared-responsibility
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources

.-*""-_-:

The Office of the National Coordinator for ™~
Health Information Technology

I

<A;9:=6$:$2+!L,*1A0+&,2!-6/2'WQ8&08!&206*($'*'&2B!/==6&0/P6$!57#!'$0*.&+1!'8++&2B"/2(
*=(/+&2BI1,*.179-AX $6/+$(1=,6&0&$'1/2(1=.,0$(*.$X

<a;--.$%$2+1a.$/08$'1P115(*0/+&2BY/2(IK./&2&2BIL *.IF,.[4,10$

<i1>1%280/+$!1Q&+8!-/+&$2+

<G;D=(/+3$!L,*.1aA!>,2+./0+'!

K8.,*B8,*++8&'1=.,0$"Y10,2+&2*$!1 *.1$44, .+'1+ |P*&6(1/10*6+* $1+8/+1%/6*$'1=/+8&$2+'U!8$/6+81&2
12(1/0+&%$611=.,+$0+18+;1D2$I$/ 11Q/11& 1+, |B&YS! 1& !B M6/ DV>U'I>1PS. $0$H/& 28 2B

B:$ MNKSSB/:$'1/.$!/14*21/2(1$2B/B&2BIQ/LI+, 1=, %&($/2'Q$. 1+ /21 1, 41+8%5%$.1(/11D*$'+&,2'!
1.*2(114$B*/.(&2B!-79; !

J(&NE@P#$,N9&,&)H4+#@8(1'§90) #
K8$!B,/6414,66,Q82B!1,*.I'$0*.&+11.&!/0+&,21=6/24&,+ $0+!=/+&$S-70!+8.,*B8!,2B,&2BI$44, . +'1+,!
&($2+&ALY!"$"YV2(1:/2/BS. & TIAN(&0*'$(1&213+$=TY11,*.1/0+&,2!=6X2.$B/.(6$"!,418,Q1&+!&!
.BI2&ES(M8,*6(1/((.$"1/66148%6$179-AMB0*.&+110,:=,2$2+"1

X A(&2&+.+&Y%$!'IASB*/.(

X -81'&0/6!'/4$B*/.('!

X K$082&0/6!'/4$B*/.{

X D.BI2&E/+&,2/6"+/2(/.(!

X -,68088$1/2(1=.,08(*.$'!

K8&1'$0+&,214,0%$'1, 21+$08280/6!'14$B*/.(1/2(1=,6&0&$'/2(I1=.,05(*.$';1>8/=+$.IT!/2(1>84:4@!
W3+SENTYV2(<GY.,%8&($V((8&+&,2/61824, .:/+8&,2!/P *+1+8$'$148%$10,:=, 2$2+";

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D&,&0%-"*# &B,/, D% 7%/ &)*(-%:;; &&

R+'&*-7$"&+%N1)D*"$,%N1$$"+K#%" 46 C&D*%FGH

941/2157#185.+ A& 11=/0[/BS$!,410,.$!+$082&0/6!'$0*.&+114*20+&,2'Y 08B P&E&+1!+,!
[*+8$2+&0/+%%."1Q&+81%/6&(1/00,* 247, Q$%S. !

X O'$L41>57#KI(,$'12,+1:$/2!1+8 [+!1,*.1=./0+&0$!&'le79-AAl0,:=6&/2H;f!

X >$.+&48&0/+&,2!(,$'12,+IB*/.12+$$!=$.4,.:/20%!,.|. $6&/P &6 &OF! @H114*20+&,2'1&2!>57HK
$'=$0&/661!&411 *1+*.2! 4414*20+&,2'+8/+!/. $!&:=,.+/2+1+,1-. &%/01!/2(!3$0*.&+11#*6$!(l,:=6

X K8$!'$0*.&+114*20+&,2',41+83!I>57#K!:/11P$le,44 Y1, 1+8%!'$++&2B'10,*6 (IP$!/+!/1"*P,=+&:/6
k! P,+8!0/2!0.$/+$!%*62%$./P&6&+&$'

LI L e

101 hitp://www. healthit.gov/providers-professionals/privacy-security-training-games
102 hitp://www.cms.gov/Requlations-and-Guidance/Legislation/EHRIncentive Programs/Certification.html

I"#$9%8 (&
Vet . &, I$&0%-"H' . &(1823%-*(/#-8&4%, 3'5&6/1(*T, H(/&& T&
!


http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Certification.html
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Certification.html

The Office of the National Coordinator for ™~
Health Information Technology

9+1&'1%&+/6!+8/+11,*.1=./0+&0$!6$/.2'l/P ,*+!+4
'$0*.&+11'$++&2B"&2!1,*.1BV2(11,*. /"&B2%(!
S57#1(:&2&'+./+,. W'+ 8/%3$!/00$"!+,!+8%'$!
'$++&2B" 1L, *.17$/6+81924,.:/+&,215?08/2B$!
W795418/%$!'=$0&4&0!.$b*&.$:$2+'14,.!
'$0*.&+1!'$++&2B'

L,*.1.&'[/2/61'&''8,*6(I'=$0&4&0/661!$?/:&2%!
+8%!/($b*/01!,411,* \57#'$0*.&+1!'/4$B*/ (']

M LxIT4$ 28+, $'Y1/2(1/66,Q'!

L (&4&0/+&,2'+$-79; !

BI1(*7, H(/&0%-"*4 Z&2I-* >H( &
-$.1+8%!79-AAI3$0*.&+11#*6$Y!/I1>5Y 108!
8%/6+8!0/.$!=.,%&($.Y!:*'+!*'$!$20.1=+&,2!
LAY /4-€816$:$2+&2BI&+'1'$0*.&+1!
12/B$:$2+!=.,0%" Y&+!($+3$.:&2%+8/+!
$20.1=+&,2!&'1.$/',2/P63$/2(V/==.,=.&/+$!
'14$B*/.(1&2!&+4./0+&0$!$2%&.,2:$2+!+,!

JASB*/.(1+8$10,248($2+8/6&+1Y1&2+$B & 1Y

[%/&6/P&6&$1T 3!

/!

VS(!/"'&'+/20$!Q&+8!/==.,=.&/+$61!0,24&B*.&2B!
1> I57#'$0*.&+114%/+*.$'11921/((&+&,2!+,'Q,.[&2B!Q@I&R4,.:/+&,2!I'$0*.&+1!$?=$ BMBS.!
&24,.:/+&,214..:1 ' *.0$" 1"08!/" !

X DV>U'l7$/6+8!9K!-.&%/01!/2(13$0*.&+1!#$" *.OSHIBHNR
X L*I57#! ($%$6,=$!!
X Lx!'+/+$1,.10,*2+11:$(&0/6!/",0&/+&,2!

[*'$$1+%6M&B")" 1#%7+3%M*8&)13D*1#

F &+81.$'=$0+!+ 1=, +$0+&2B!=/+8&$2+&24Y 4B BEO&S/2(1=.,05(*.$' 1 B*&($!8,Q!1,*.1=./0+&0$!
=$/+$1,201(1 A VL IPI&SIL, *.1:$(&0/61=./0+&0$!=,6&0&$'1/2(1=.,0$(*.$''8,*6(00,:=6& '8!+8$!
4,66,Q82BY/+:&28&:+:

X 5'+P6&8I=. +,0,6'4, /66LYE0* &+110,:=,2 $2+1IW-8&2&'+./+&%$Y =81 Y6+ $082&0/6!
YA$BH.( g!,.BI2&E/+& 2/6!+2(.('gV2(1=,6&08$1/2(!=.,0$(*.$X

X >n&++179-AA+./&28&2B!=.,B./:14,.1/16&2$Q!'+/44D8$2!+8%$1!/.$!8&.9(!,2! /1.$B*6/.IP/'&'!
4,.1+8%!$2+&.%$!Q,.[4,.08;

X @'+.*0+11,*.1Q,.[4,.0$!,2!Q8/+!+,!(,!Q8%$2!",:$+8&2B!8/==$2'1+8/+!&:=/&."+8%$!/%/&6/P&6&+1
&2+9$B.&+1Y,24&($2+&/6&HTAIW3,: $+&:$'1+8$'$1&2'+.*0+&,2'/.$!6/PS6 P 20&($2+!
$'=,2'¢ 1,.1 eP.$/082,+&4&0/+&2R%/2/B$:$2+ f1=6/2";X

X 3=%$0&41!/"'2+&,2!=,6&01'%&,6/+&,2",41+8%!-.&%/01Y!3$0*.&+108\Va-&4&0/+EBS'! .|
1,%1=,6&0&$"/2(!=.,0$(*.$";IL,*.I''20+&,2!=,6&01!:*'+!P$!/==6&$(10,2'&'+$2+611/'!Q.&++$2;

X G$+/&6!$24,.05:$2+Y!'+ +&2BIQ&+8I+8$!*'$!, 411, * I57#I'$0* &+11/*(&+18BHA/00$"Y I*$Y!
12(1(&'06,*.$!,4! $-79;!

X 3=$0&41!+8%$!2$$(!4,.1Q.&++$2!/B.$$:$2+'1Q&+8/a/$+/&6!+8$&.I'=$0&4&0!.$'=,2'&P&6&+1
0,:=61!Q&+8!=.&%/01!/2(!'$0*.&+1,;

0,7>3%&0%+'%>&>>*(,-5 &(*&
67>3%7%/'#/D&,&0%-"*#'.&B,/,D%7%/'&)*(-%;; &&

REREN RN AR AARNN NN RARNNNNAARRNAIRRRR]

103 http://www.healthit.qgov/providers-professionals/ehr-privacy-security/resources

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&&
!

TI&


http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources

.-""'_-_-:

The Office of the National Coordinator for ™~
Health Information Technology

AL FL/SHBSF=(+$Y). $+/&2!*+(/+$(1=,6808&$'1/2(1=.,08(* §&2!1,* I'$0* &+1!
(,0%:$2+/+&,214,6($.1/'1($'0.&P$(1&2!3+$5N

D20%$!1,*.1Q.&++$2!=,6 &0&FH20$(*.$'1/.$!&2!=6/0$ HB$T 9-AA#*6$' . $b*&.$+8/+!1,4
(,1+8%!4,66,Q&2B"

X KJ&2L*.! Q,.[4, 08W'$$I3+$=bX!,21Q8/+1&'. $b*&. $(1/2(18,Q!+,1&:=6$:$2+1+8%!=, 6&0&$1/2(
=.,05(*.$179-AAl $b*&.$1+8/+11,*1Q,.[4,.0$IP$I'=$084&0/661!+./8&2$(!,21+8$'$!=,6&0&$'/2
=.,03(*$ Y&206*(&2B!P.$/08!12,+&4&W+EQ;.[4,.03!Q&66!2$$E$.8,(80!.$8:8$.!+./82&2B!
212$Q1/'=$0+'1,411,* I'$0* &+1!=.,B./; ;!

X >,24&.:1+8/+!1,*18/%3$'&($2+&4&$(1/66!1,*.1aA";!>,2+/0+1+8%$:1/2(10,24&.:1+8.,*B8!Q.&++$2!
/B.$$5:$2+" +8/+!1+8$12($.'+/2(1+8%&.).$'=,2'&P&6&+&S'+,10/.. 1) *+!794HABS'. $b*&. $:$2+']
12 (1+,1&24,.:11,*1,41/21!P.$/08%"; !

X >2'&+$2+61!/==a}. '=,6&0&%$'/2('=.,0$(*.$'1Q8%$2!*2/*+8,.&ES(!/00$"1+,!-79!,00*.";!
F8$2$%$.1/1:$:P$.1, 411, %! Q,.[4,.08!(, $12,+10,:=611Q&+8!1,*1=,6&0&$'/2(!=.,05(*.$'Y!8$!
,1'8% ¥ +IPSI'/20+&,2%(; 1L, *1:*'+18/%%$!/1'/20+&,2'1=,6&01!&26/0$!+,!1$2'*.$!/66!:$:P$." 4!
+8%$!Q,.[4,.08!/.$!+.$/+$(14/&.6 G!0*:$2+!1,*.1/0+&,2"; !

X -$.&,(80/661!.$%&$Q!1,*.1= 6&0&$1/2(1=.,08¢ B/[$!I*.$  148$1!/.$10%..$2+1/2(11,*.]
= /0+&O0KBS. $'!+,1+8%::!!

X O=(/+$!1,*.1=,6&0&$"/2(1=.,08(*.$1Q8$2!08/2B$'1&2!1,*.18&2+$.2/6!,.1$7+$.2/61$2%&..,2:$2+|
0.$/4$12$Q1.& !

X #$+8&2!=6&0&$2(1=.,08(*.BRI1,*.1(,0%:$2+/+&,214,6($.14, .1 /+16$/+1'&2S/."/4+$.11,*I8/%$!
*=(/+$(1,.1.$=6/0$(1+8$: IW'$SI3+$XI3+/+$1/2(1=.&%/A%0+, .| $b*&.$:$2+'1:/1'=$0&41!/!
6,2B$.!+&:8-5.&,(4,..$+$2+&;2

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D& &0%-"*# &B,/, DY%7%/'&)*(-%;; &&

J(&NJEP#/+&=&)(HC+&08;8&2#3 #U'480(1)1#0) #:+01) 1) IHT"4+#D"+W*"+8&#
F,.[4,.081$(*0/+&,21/2(1+./&2&2BK! =6+1/10*6+* $1+8/+1%6/6*$'1=/+&$2+'U I =IROAEINI2$0S$"/. 11=/ +!
AL&:/12/B$:$2+; 'A66!,411,*.1Q,.[4,.08!:$:P$." K!$:=6,1$$'Y! %,6*2+$$.'Y!+./&2$$'Y/2(10,2+./0+,
==, +&2B1,* 1, 4480K! 28$(1+,1[2,Q18,QI+, I/ASBH (I=/+&$2+1&24, :/+8&,21&211 * 1= [0+&0$*.
+./8282B!=.,B./:'8,*6(1=.$=/.$!1,*1Q,.[4,.03! +,10/..1,*+"!

X K8%$&.!.,6%1/2(1.$'=,2'&P&6&+&$'&2!'/4A$B*/.(&2B!=/+&$2+'U!8H6&BE240,:=61&2B!Q&+8!
+8$79-AA#*6S$'!

X L*179-AAN$6/+$(!1=,6&0&%'

X L*!=,0$(*.$'Y!&206*(&2B!=.,0$"$'+,!:,2&+,.I'$0*.&+11/2(I'+$="14,.1P.$/08!2,+&4&0/+&,2']

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& &
!



The Office of the National Coordinator for ™~
Health Information Technology

L*.! Q,.[4,.08 1:/112$$(14,0%$(!
+./8282BI+,1($%$6,=1+8$1.$b*&'&,
'[&66'1+,1=$.4,.:1+8$I+$="11,*!
$b*&.$;IDV>ELPS. ' $0*.$!
+./8&2&2BIB/:$™2(! ,P&6S!
($%80$!+./8282B 1R |
8&B8611.$0,::$2($(.$',*.0$; !

#$8&24,.081Q,.[4,.0$!+./8&28&2B1Q&
$:&2($." ;IAP,%$!/6E(B1!
$2/:=6$!P1/(8$.&2B!+,!1,* !
=,6&0&$'/2(=.,08(*.$'1!

0*1\D1+),%8&'%[&*J'&*)1%@* 7%’
L, *.1=./0+&OSK+ 1$(*0/+$1/2(!
+./828:2(8%&(Q64,.03!

$:PS. [+1+8S1+&:SI$/088." 2! &'188&.$(1,10,2+./0+$(;D2(*+. 11P$'+!=./0+&0SBBS +!+8/+1+8$!$2+&.
Q,.[4,.08!'8,*6(IP$!+./&2$(/+16$/'+1, 2085%$. 11 1$/[R(1/211+&:$ 11, *.1=./0+&0$!08/2B8.4=,6&0&$'!, .
= 08(*$'YI'L'+$'Y 16,0/+&,2Y1&24 ./ *0+* $YIGHE 1=/ +8&0%6/.611&:=, +/2+1+8/+Q,14,.0$ IP$!
+.182%(1,218,Q14+,1.$'=,2 (1 &::$(&I+$61H,1/211= +$2+&/6V'$0* &+11&208&($2+1,.1/21%2/*+8, &ES(1(&'06,
A1$-79PS0/$I+8$'S!'&+*/+&,2/11P$! P.$/08$";!

V7J"+1Kd*&$1)$"+K%M7$"1+$%R+'&*-7$"&+%M7*$% &L CE&D*%H&D$"+1

G$6&P$./+$61106HH0*6+* . $1+8/+!$:=8/'&E$T9!0,24&($2+&/6&+1/2!(,1+8&'1&2!/12*:P$.1,4!1Q/1'Y!
Q8&08!&206%($

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D& &0%-"*# &B,/, DY%7%/'&)*(-%;; &&

X 3=$/[ &2BA+$2!/P *+1+8%!&:=,.+/20$!,41+.*'+1&2!+8$!=/+&$P0&($.!|.$6/+&,2'884$:&2(11,*.!
Q..[4,.08! +8/+!=/+&$2+'1$?=30+!1,*.1=./0+&0%!+,!P$!/!B,,(I'+$Q/.(!,4!+8$&.18$/6+8!&24 11:/+

X >2+82*/66B&2(&2B+AA1+ IASB*.(1=/+&$2+10,248($2+8&/6&+11/2(1+8$I'$0SLO1, 4!

X HI[ &2BI$I1*.I+/4418/1/10,=1!,411 * 1=,680&$/2(1=.,05(*.$'14,.1$/'1.$4$.$20$; #$:&2(!
+8%:1+,10,:=611Q&+81+8,'$!=,6808$'1/2(I=.,0$(*. %’

X A(($'&2BI+/4410*$+8&,2'Y2B$+8IB+&(SL.$ * 081+ 18$6=1&411 H1A$S6! 1, 112$$(1/((&+&, 2/€
$7=%.&'$1Q&KB"/BS!($68%$. 11

X #$/"$" &2[/08!Q,.[4,.08!:$:P$.U",PI4*20+&,2'/2(!1$2/P6 &2B&:h8$.!+,1/00$"!,261!+8%!
'&28&:*:12$0%"/.118$/6+8!&24,.:/+&,2\/'/[==.,=.&/+$; !

J(&NHAR,,4)180(&#61(;#/0(1&)(2#
L,*.!=/+&$2+':/1!P$!0,20%$.25(!/P,*+!+8%0,24&($2+&/6&+1!/2(1'$0*.&+1!,4!+8%&.!18%5/6+8!&24,.:/+&,2.
57#;1G,2U+!Q/&+!14,.1+8%:1+,1/192'+$/(Y!=.,%&($!+8%:!Q&+8!&24,.:/+&,2/P *+!¥1$'=$0&/6E3$!
T A A R AT A AR AN

104 http://www.healthit.qgov/providers-professionals/privacy-security-training-games

105 http://www.healthit.gov/providers-professionals/worried-about-using-mobile-device-work-heres-what-do-video

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& <N&
!


http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.healthit.gov/providers-professionals/worried-about-using-mobile-device-work-heres-what-do-video
http://www.healthit.gov/providers-professionals/worried-about-using-mobile-device-work-heres-what-do-video
http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.healthit.gov/providers-professionals/worried-about-using-mobile-device-work-heres-what-do-video

.--""_-_-:

The Office of the National Coordinator for ™~
Health Information Technology

P$2$4&57#'10/2!P.&2BIH+8%:!/'1=/+&$2+,H#$/"*.$! =/+&$2H8/+!1,*18/%$!/!I'1'+$:!1+,!=.,/0+&%$61!
=.,+$0+!+8%!=.&%/01!/2('$0*.&+1!,418BHEB!&24, .. [+& A *.I'+/441'8 *6(\P$!/P6S!+,I'=$/[!+,!+8$!
0,24&($2+&/6&+11/2(I'$0*.&+1!,411,* I57#!/'1Q$66;

K,1=.$'$.%%$!B,,(1=/+&$2+!.$6/+&Y2,66,Q!1,*I1=,6&0&$'/2(!=.,0$(*.$'14,.10,::*2&0/+&2B!Q&+8!=/+&$2
12(10/.$B&%$."|&P/$/08,41*2$20.1=+$($-79!$%$00*." ;|A1$?=6/&2$(1&2!>8/=+$.!_YD>#!/2(!:,"+!
+/+$!/++,.281'1B$2$./6!'+.&0+61!$24R.BH08!=.,0$(*.$"; !

AL*6+84/0$+3(0,::*2&0/+&,2'1=6/21Q&66!8%$6=!1,*1/%$.+!=/+&$2+!0,20$.2'l/P *+I57#'1/2(1=.&%/01;

X 924,.:1=/+&$2+'1+8/+11,*1=6/0%$!/1=.&,.&+1!,2!:/&2+/&2&2B!+83!'$0*.&+11/2(10,24&($2+8&/6 &
8$/6+81824,../+&,2;IDV>1/2(!,+8%5.14$($./6//BS20&$'18/%$!($%$6,28(5.1$(*0/+&,2!
8/2(F+' MNBG/+11 *1:/11Q/2+1+,1¥$1 1/(/=+; !

X A(($"1=/+8$2+'U1&2(8%&(*/618$/6+81&24, .:/+&, 2| GBBISNL206HS$!. &BS+/O0$"!, .|
P+/&10,=11,41+8$&.1$6$0+.,280!8$/6+81.$0,.(1&2!/21$6$0+.,28014, .:;

X 5(*0/+$1=/+&$2+1/P *+18,Q1+8$&.18$/6+81824,.:/+&,21& T+ $(1/2(1:/ LIPS/ $(1, *+'&($!1,*.!
=./0+&0$;192!' :$10/'$'Y | ($=$2(&2B!, 2!'+/+$16/QI/2(1+8$12/+*.$!, 41824, .:/+&,211,*!/.$!'8/. &2BY
1,H/LI2$$ (14,1, P+/821/1=/+8$2+ 1S :&"&, 2IW0,2'$2+], /*+8, &E/+& %£.&, .1+,1$208/2B&2B!
8&'N8$B$/6+81824,.:/+&,2;

XV, +&A11/44$0+$(1=/+&$2+'1/2(10/. SBQBE!/IP.$/08!,41*2$0*. $(1-79!8/1,00*..$(Y!&2!
100,.(/20$!Q&+811,* 1*=(/+$(1=,6&08&$'/2(!=.,05(*.$"!

-[+&$2+!.$6/+&,2',21'$0*.&+11&"*$'1'8,*6(IP$!/2!1&2+3$B./6!=/.+1,411 *.!| %F+1BH2+!$2B/B$:$2+!
"+ /[+$BIVNU

>2*$. 10,::*2&0/+&,2''8,*6(!P$!0*6+*./661!/==.,=.&/+$;!>,2'&($+8%$!%/.&,*6/2B*/B$ Y!
0,::*2&0/+&,2128$('Y/2(! +.*'+16$%$6'(&N4$.$2+!=/+&$2+!=,=*6/+&,2";194!/'=/.+&0*6 /3B, 5i!
(&'+.*'H,41+8%!:$(&0/6!$'+/P6&'8:$2+{B!$?+./I'+$="1+,|. $/"* $!+8F:1+8/+!1,*1/. $!'/4$B*/.(&2B! !
+8%$&.1&24,.:/+&.2;

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D& &0%-"*# &B,, DY%7%/'§(-%;; &&

a$l=.$=/.$(1+,1(&'0%"1/2(1/2'Q$.1+8$!b*$'+&,2'1+8/+! 0,20$.2$(1=/+&$2+1/2(1+8$&.10/. SBLUBS/%S ;!
C,.1&($/'Y%& &BS!DV:$/6+819K!-.8%/011/2(13$0* &+ 11#$' *.03' | DAFENNIQBL08!=.,8($'!, +83.!
[+$.8/614, 11, ¥1/2(11 * 1=/+&$2+; |

AR NN ARN NN ARNN NN ARNAN N RARRNNIRRRRR|

106 http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
107 http://www.healthit.qov/patients-families/protecting-your-privacy-security and
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf
108 hitp://www.healthit.gov/providers-professionals/ehr-privacy-security/resources

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& <M
!


http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
http://www.healthit.gov/patients-families/protecting-your-privacy-security
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources

The Office of the National Coordinator for ™~
Health Information Technology

0DB"BB%C&D*%H1#88&+#"A"B"$"1#% ' &* YRR L 7S 3067 17 RESH

921+8$14*+* $YI$P=$0+!:,.$I=/+&$2+'1+ 1/18,Q!1,*18/2(6$!+8$&.1$6$0+.,28018$/6+81&24, .:/+&,2;H
=/+&$2+'1Q&66!/[14,.1+8$&.1:$(&0/61.$0,.(Y/2(!',:$!Q&66!Q/2-+ 10 ABE2 +8$&.1.$0,.(SIAT=/.+1 4!
+8$I79-AAFBS1/2(! 3+/BSIMHS/282BABIOBL ¥+ 1.$'= 2(1+,1+8$'$! =/+&$2:4b*$+1921=/.+&0*6/. !

X -+&$2+'10/21.$b*$'+10,=&$AY2(1/00$"1+,1+8$&.1-791821=/=$.!, .1$6$0+., 2EO/+ Y1&206*(&2B!
4.:11,%157#; IH$/282B4*610!$,. $IDP]$0+&%$'1&2(&0/+$!+8/- G TIBBS6(1&:21+8$I57#1'8, 6(!
P$1:/($1/%/&6/P6$I+,1=/+8&$2+'Y 1= 21 $h* 486" +%'&D*YADH "+ | HHUBTIRS& 2B!/%/&6/P6S!
+8%!=.,%&($. BB>8/=+$.IR

X -+&$2+10/21.$0*$+10,..$0+&,2'1/2(1/:$2(:$2+'1+,1+8$1-791821+8$&.1.$0,..(gl+8&'1&'10/66$(!/!
e&B8+I:$2( f1/2(18//6Q/1IP$$21=/.+1,41+8$179-AM6SIV,QI3+/BS$!" H$/2&2B4*61D'$
DP]$0+&968\D"*1#%, &D%$&Y6* 1#8&+3%$&%87$" 1+$#]%*1\D 1 #SAMERATS 6 7 8% $85™Y
&D*%FEH

X 02($.!+8%!-.&%/011#*6$YH&$2+Y!,.1/2,+8%.1=%." 2!, 21/1=/+&$2+U' P$EICUN!8&'h8S.!
=.,%&($.1+,1.$'+.&0+!"*P:&"&,2!,4!18&'h8$.1-79!+,!1+8%!=/+&$2+U'18$/@63H=HB/B6 1%87$"1+$%
87"3%"+/DBEBH8S/6+8/.$!'$.%&0$!,.|&+&! /2(1+8$!=.,%&($.!:*'+!18,2,.1+8/+!.$b*$'+;!

K,1=.$=/.$!4,.1=/+&$2+!.$b*$'+'Y I/ [I1,*.157#!
($%%$6,=%/P,*+!Q/1'!+,I*'$11 * I'L'+$:1+,18$6=!1,*!
4*64866!&2(&%&(*/6!=/+&$2+!.&B8+";1C0, P =6FY!
Q8/+157#D/=/P&6&+&3$'!/.$!0*..$2+61/%/RBIP6S
Q8$2!/((&+&,2/610/=/P&6&+&$Q&66!P$!/%/&6/P6$
[:$2(:$2+'+,1/2(10,=&%$",41+8%&.! $-79X]L*.!
($%%$6,=%,!!,+8%.1$?7=3.40,2"*6+/2+!:/11/6',! P$!/P6$!
+,1/"&'+11,*18&21&:=6$:$2+&2B!+8%$'$!4$/+*.$'1P,+8!&2
1,*x157#1/2(11,*.1=./0+&0%$!Q,.[46,Q;!A!1,*.157#!
($%%6,=%+,!=.,%&($"+PP 1+$=1&2'+.*0+&,21PF'+!
=./0+&03$'B*&($6 &BH+!&206*($!'0.$$2!'8,+'1,2!8,Q!
+,1=$.4,.:.148%$'$!/0+&,2";!

0,7>3%&0%+T%>&>>*(-5 & (*&
67>3%7%/'#/D& &0%-"*# &B,/, DY%7%/'&)*(-%;; &&

D20$!1,*18/%$!$'+/P6&'8$(!/1=.,08"1/2(1=.,0$(*.$!,2!8,Q!+,!=., %&($E/+&$2+D&+81D,=1!,41+8$&..!
'$(80/61824,.:/+&,214. .11 %1 5THY($%SB/21*2($.+/2(&2B1,41/2(1=.,05(*.$'14,.1Q8/+1+,1(,1Q8$2!
=/+&$2+ 1[I, 1+ 11 (&A1), W 1:$2(1+858.185/6+81&24, .:/+8&,2Y).$'+.&0+!(&'06,* BYH/&2!/1. $=, +!
IP,*+1=.&,.1(&'06,*.$"; \VB$$B8/=+$.1" X

U+B"+1%5&--D+")7$"&+#%2"$6% MG $"1+$#

9411 *1=6/2!+82+$./0+!Q&+8!=/+&$2+"1%&/!, 268 29WH B, YIB6 Y4+ $?+ & 2BY+&$2+!=,.+/6!4,.11,* ]
57#Y1,.I'0&/61:$(&/X1,*I:*'+1  :$$+1+8$!13$0*.&+11#*6$!/2(IH$/2&2B4*6!0'$!'+/2 (K(.!+8%!'$0*.$!
:$"/B&2B!,41$-79;!

LULLLO Ot et el

109 OCROs patient access memo may be a helpful resource regarding patientsO health information rights:
http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/righttoaccessmemo.pdf
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110 hitp://www.healthit.gov/providers-professionals/fags/can-you-use-email-send-health-information-using-your-mobile-device

11 hitp://www.healthit.gov/providers-professionals/fags/can-you-use-texting-communicate-health-information-even-if-it-another-p!
112 hitp://www.cms.gov/Regulations-and-

Guidance/Legislation/EHRIncentivePrograms/Downloads/Stage2 MeaningfulUseSpecSheet TableContents EPs.pdf
M31Modifications to the Rules expand the types of entities considered BAs and place more obligations on BAs to strictly follow the
HIPAA Security Rule.

114 hitp://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html

115 hitp://www.cms.gov/Regulations-and-Guidance/L egislation/EHRIncentivePrograms/RegistrationandAttestation.html
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http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Downloads/Stage2_MeaningfulUseSpecSheet_TableContents_EPs.pdf
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Downloads/Stage2_MeaningfulUseSpecSheet_TableContents_EPs.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html
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http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Downloads/Stage2_MeaningfulUseSpecSheet_TableContents_EPs.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/RegistrationandAttestation.html
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116 http://www.cms.gov/Requlations-and-Guidance/Legislation/EHRIncentivePrograms/RegistrationandAttestation.html

117 http://www.cms.gov/Requlations-and-
Guidance/Legislation/EHRIncentivePrograms/downloads/Stage2 EPCore_9 ProtectElectronicHealthinfo.pdf
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http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/RegistrationandAttestation.html
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/downloads/Stage2_EPCore_9_ProtectElectronicHealthInfo.pdf
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/downloads/Stage2_EPCore_9_ProtectElectronicHealthInfo.pdf
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/RegistrationandAttestation.html
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118 Thjs authority was granted to state attorneys general in the Health Information Technology for Economic and Clinical Health

(HITECH) Act.
119 http://www.hhs.gov/ocr/privacy/hipaa/enforcement/index.html

120 hitp://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html
121 hitp://www.hhs.gov/ocr/privacy/hipaa/administrative/enforcementrule/index.html
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122 HIPAA regulations specify the appropriate use of identifiers.

123 The HIPAA Privacy Rule establishes what is an impermissible obtainment or disclosure of PHI.
124 hitp://www.gpo.gov/fdsys/pka/FR-2013-01-25/pdf/2013-01073.pdf

125 hitp://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index. html

126 https://ocrportal.hhs.gov/ocr/breach/breach report.jsf
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127 Federal Register (FR). (24 August, 2009). Rules and Regulations. II.A. Guidance Specifying the Technologies and
Methodologies That Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals
(Vol. 74, No. 162). Paragraph 3, pp. 42741-42.

128 http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html

129 45 Code of Federal Regulations (CFR) 164.402(2); http://www.ecfr.gov/cgi-bin/text-
idx?S1D=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5#se45.1.164 1402

130 The four elements are taken from the ODefinition of BreachO section at
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/.
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134 hitp://www.hhs.gov/ocr/privacy/hipaa/enforcement/index.html

I"H$%& (&
V*#+,-.&,/$&0%-"*#'.&(1&23%-"*(/#-&4%,3'5&6/1(*7,'#(/&& A&
!


http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/index.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/index.html

.-""'_-_-:

The Office of the National Coordinator for ™~
Health Information Technology

$24,.08('P1!+8HIS($./6!K./($!>,::&"&,2  YRH==611+($%%$6,=$."14\-7#" 1+8/+!/.$!/+!=.,%&(&2B!+8&'!
'$.%&0%$!4,.1/1>3K!

6/+9%;#D, #(/&,I$82/1(*-% 7%/ &18&)(%l'#,3&46)==&G"3%:;&H#(3, #(/&
|

D>#18&2&8+&12%$'+&B/+8&32'12|. $0$&=+!,0]:=6/&2+"YRP $/08!.$=,.+'Y1&24,.:/+&,2!=.,%&($(!P18$.!
/B$20&1/2(1+8%!:$(&/;K8$!79-AAIS24,.0$:$2+1#*6$!=.,%&($'(&44$.$2+1=$2/6+&%$"4,.1$/08! 4!
6$%$6'IH6=/P&6&+1"!

X C&,6/+&2'1+8/1+8$!$2+8&+11(&(12,+![2,Q/PI2¢ Q,*6(12,+!8/%$![2,Q2!/P,*+IP11$?%$.08'&2B!
$/',2/P6$!(&68B$20S!

X C&6/&,21(*$1+ 1e.$/, 2/P6SI0/S I

X C&6+&,21(*$1+,1eQ&664*612$BBHIH.$10,..$0+$(1Q&+88&2IRNI(/1'

X C&6/+&2'1(*$!+,1eQ&664*612$B6S0+1+8/+1/.$12,+10,..$0+$(1Q&+SFRIRN! (/1"
)%/,3 '#%:&1(*&J#(3, #(/: &

KIP6$tE.,%&($'1/2!,%$.90&$Q!,4!+8$!=$2/6+1!/:,*2+"14,.179-AAI%&, 61+&;20+!1,*.16$B/6!0,*2'$6!4,.!
'=$0&4&0!B*&(/20$

"#$%&(1IB&5B3&<!./10&2#%813&-

n * — M 5 *
- BH/4#7"T&)%*& =II" 38 >&1(* &
6/-#$%/" & =33&8(3,#(; &
G&(IV,+172,Q!,.1> *6(1V,+17/%%$!Z2,Q2 mMNNI<NYNI mM;<!:&66K
#$/' 2/P6$I>/+'$!/2(1IV, +IF&664*6!VSB6H0+! mMYNNNKNYNI mM;<!:&66K
F&664*61V$B6S0+Y!P*+1> IMD+§L2!RNIG/T MMNYNNNENYNI mM;<!:&66K
F&664*61VEB6SOM/2(F,.. $0+$(IF&+8&2IRNIG/1 m<NYNI mM;<!:&66H

921/((&+&+,1&2%$' +&B/+&,2'1+8/+ID>#0, 2(4044,+$2+&/61%&, 6/+&,2'!, 41+8$179-AAIHBFOK5>7!
AOH*+8,. &ES1/2(1.$b*&.$17731,10,2(*0+1=$.&, (&O!/*(&4+,1$2"* $1+8/+1>5'1/2(1aA" 10,:=611Q&+8!+8$!
79-AAIFESMRIAK(&+'1/.$2, +182&+&/+S(IPSO/'$!, 41/211=/ +&0*6/.1$%$2+1, .| & DB BL-BHL(-$S!+,!
==680/+&,2!,41/'$+, 41 P]$0+&%S$!0IBAREHI+8S'$I/*(&+1/1Q/11+, 1$7/:8&25!:$08/2&14, !
0,:=68&/20$Y1&($2+&4A1IP$' +!= [ARTE'D, %$.|. & [V/2(1%*62$./P&E&+ES 1 +8/+1:/112,+18/%$10,:$!+!
6&B8+!+8.,*B8ID>#U'1,2B,&2BI0,:=6/&2+&RP6&2'1/2(10,:=68/20$!. $%&HD'

LULLLO Ot et el

135 http://www.consumer.ftc.qov/

136 http://www.hhs.gov/ocr/privacy/hipaa/complaints/
137 45 CFR 160.404.

138 HITECH Act, Section 13411.
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0 T'I>CHY.+I"I> 248($2+8/6&+11,41A60,8,6!/2(1G.*BIAP*$

0 Cl:&61I5(*0/+&,BH&BE+1/2(!-.&%/01 A0+ WOSH-AX

0 K&+6$In!,41-*P6&0I7$/6+8!3$.%&DSUBLS2+8/68+1!
(3&B1#)1+3/"+&*#]| x  3+/+$1/2(14$($./6!6/Q'IB$2$./661!/*+8, &ES!=/.$2+!,.1B*/.(&/2!/00$";
G17B$6%R+E*-7&t G$=$2(8&2B!,2!/B$!/2(183/6+810,2(8&+&,2IW$;B;Y!.$=.,(*0+&%$!83/6-+8YI08&6 (/A SY1:$2+/6!
8%/ 6-8X1/2(1/==6&0/P6S$!"+/+$16/QY1:&2,.1/6'18/%$!=.&%/011=. +$0+&,2'. $6/+$(},1+8$&.!
% IP&B&+11+,10,2'$2+14,.10$.+/82!'S.%80$'1*2($.14$($./61,.'+/+$16/Q;
X A==6&0/P6$!4%$($./6!6/Q"

0 C5#A

0 )$2$+&01924,.:/+&,21V,2(8'0.8:&2/+&,2!A0+\W)OVAX

0  K&+6$In!,41-P6&0! TRBHBLOSIA0+
V,+$° IK8H9-AAID:2&P* 1#*6 306/ &4&S(1+8/HHB!. $6$/ S +*($2+1&: *2& E/+&, 2!
$0,.(14,108,,6 'l Q&+8 *+!/*+8, &E/+&,21&4!+/+$16/Q! $0*&.$1'08,,6'+,18/%S$!
&:*2&E/+&,21.30,.(1/2(1Q.&++$2!,.1, /61/B.$$:$2+IW:*+IP$I(,0%:$2+$(X; !
M*I7$1)$&%0 | Al0,2+./0+&2BI8$/6+81=6/2!,.1=/1$.1:/11.$b*&.$!/((&+&,2/610,24&($2+&/6&+11,.11A$B¥

AlB,,(1=6/0$!+,!"+/.+!=.&%/0R (I'$0*. &+ 1 $6/+$(10,:=6&/20$!&:=6$:$2+/+&,2! Q& +8&2!1/0+&0$! &1+,

X 3+/1Y/P.$/+!,41=.&%/01!/2(I'$0*.&+11*=(/+B&B2!I*=14 D>#U'%.&0/01/2(I'$0*.&+116 &'+ $'Fb+, !
$05&%S!*=(/+%81/2(1Q2+/0+!1,*.16,0/6!/" ,0&/+&,2!+,16$/.2!/P ,*+!/%/&6/P6$!/"&'+/2080$" ;!

X 02+$B./48.8%/011/2(I'$0* &+11*=(/+$1&2+,11,* 1= 6&0&$'/2(1=.,05(*I$";

X O($2+84112(1:,28+,.1%8&,6/+&,2'2(($:,2'+./+$IB,,(14/&+8I$44, +'1+,|=. :=+6110* $!/21!
%8&,6/+&,21+8/+1:/11,0Q%.
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X Z$$=1*1Q,.[4,.08!+./&2&2Bl:/+$.&/6*=" ([+$1/2( 10,2(*0+|.$B*6/. /& 28&X'$"&,2"; !

X >2+&2*/6611./&%H.1=./0+8&0SBB%S6I@L.$2$" /P *+18,Q!+,1:&2&: &ES8S!
6&[$6&8,,(,41=.896/011/2(I'$0*.&+1!P.$/08$";

@ 12D 1#9)12)" )"+ ) +)250$%) &2) - &) &AM BE2) 0*3/ L1+ "#&+1/"2)-&2*#) ") &) BO/$1#+0)/0)
BO/,*22!/"&'C2)2B*3)3B3%12+&"3*24)D*)*"3/%08&:*)BO/$1#+02) &"#) B0/, *221/"&'2)+/) 2**Q)*EB*0+) &#$!3%)
7 )B&IY&HI")+.¥)%62%)/,)+.12) Al
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